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ABSTRACT

A NOVEL COMMUNICATION PROTOCOL DESIGN FOR
INTERNET OF FLYING THINGS

Burak Han CORAK

Master of Science, Computer Engineering
Supervisor: Prof. Dr. Suat OZDEMIR
January 2023, 103 pages

In this thesis a new communication protocol, Message Queuing Telemetry Transport
Extended (MQTT-XT) is proposed for the Internet of Flying Things (IoFT) network. The
main objective of the proposed protocol is to enable UAVs to be considered as part of
IoT nodes. The MQTT-XT protocol bridges the gap between UAVs and IoT devices by
converting MQTT and MAVLINK message types to make them compatible with each other.
Three different client types have been proposed to support long-distance and distributed
communication with UAVs and IoT devices. A testbed was set up in simulation to evaluate
the performance of MQTT-XT and MAVLINK protocols in terms of UAV management
messages and 4 different IoFT scenarios. The experimental results show that MQTT-XT
consumes 5 times less message size to transmit command messages and 20 times less for
status messages. Additionally, the MQTT-XT protocol-based network completes missions
30% faster, and the packet loss ratio is reduced from 20% to 2%. In conclusion, MQTT-XT

outperforms MAVLINK in IoFT autonomous applications.

Keywords: MQTT-XT, Internet of Things, Internet of Flying Things, Unmanned Aerial
Vehicle, IoT Communication Protocols, MQTT, MAVLINK
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OZET

UCAN NESNELERIN INTERNETI iCIN YENI BiR ILETISIM
PROTOKOLU TASARIMI

Burak Han CORAK

Yiiksek Lisans, Bilgisayar Miihendisligi
Damsman: Prof. Dr. Suat OZDEMIR
Ocak 2023, 103 sayfa

Bu tezde, Ucan Nesnelerin Interneti (IoFT) ag1 icin yeni bir iletisim protokolii olan
Message Queuing Telemetry Transport Extended (MQTT-XT) onerilmistir.  Onerilen
protokoliin temel amaci, IHA’larin IoT diigiimlerinin bir pargasi olarak kabul edilmesini
saglamaktir. MQTT-XT protokolii, MQTT ve MAVLINK mesajlarim1 doniistiirerek ve
birbirleriyle uyumlandirarak IHA’lar ve IoT cihazlar1 arasindaki boslugu doldurur. THAlar
ve IoT cihazlar1 ile uzun mesafeli ve dagitik iletisimi desteklemek i¢in ii¢ farkli istemci
tipi onerilmisti. MQTT-XT ve MAVLINK protokollerinin performansinin {HA yonetim
mesajlart ve 4 farkli IoFT senaryosu agisindan degerlendirilmesi amaciyla simiilasyonda
test ortam1 hazirlanmistir. Deneysel sonuglar, MQTT-XT nin komut mesajlarim iletmek
icin 5 kat ve durum mesajlari i¢in 20 kat daha az mesaj boyutu tiikettigini gostermektedir.
Ek olarak, MQTT-XT protokol tabanli ag, verilen gorevleri %30 daha hizli tamamlar
ve paket kayip orant %20’den %?2’ye diisiiriir. Sonug¢ olarak MQTT-XT, IoFT otonom
uygulamalarinda MAVLINK ten daha iyi performans gosterir.

Anahtar Kelimeler: MQTT-XT, Nesnelerin Interneti, Ucan Nesnelerin Interneti, Insansiz

Hava Araci, IoT Heti§im Protokolii, MQTT, MAVLINK

ii



ACKNOWLEDGEMENTS

I would like to express my heartfelt gratitude to my thesis advisor Prof. Dr. Suat OZDEMIR
for his invaluable guidance, encouragement, and support throughout the entire research
process. I am also grateful to my mentor Dear Ahmet Burak NASUHBEYOGLU, for his
generosity in sharing his wealth of knowledge and experience with me in my thesis journey.
Besides, I would like to thank my thesis committee members, Assoc. Prof. Adnan (0Y40)'
Assoc. Prof. Ali Seydi KECELL Assoc. Prof. Mehmet DEMIRCI and Asst. Prof. Yilmaz
AR for reviewing this thesis and giving insightful comments. I am deeply grateful to my
study participant Muhammed Emir Cakici, for his time and willingness to participate in this

research.

My parents Naile and Yildirnm Beyazit CORAK have been a constant source of support
and encouragement throughout my academic journey, and I am also eternally grateful to my
little sweet sister Aysegiil CORAK, my elder sister Elif Nur GEZER and her husband Ph.D.
Volkan GEZER for their love and support. I would like to extend my special thanks to Dr.
Metehan AKTEPE, for his lifetime friendship, motivation, inspiration, and psychological

support.

Finally, words cannot be sufficient to begin expressing myself but I would like to thank my
beloved wife Merve CORAK, for her love, encouragement, and understanding during the
time I spent working on this thesis. Without her love and support, this journey would not
have been possible. Lastly, I want to thank my daughter Irmak Ada CORAK, for bringing
joy, and happiness to my life on this journey. You have made me stronger, better, and more

fulfilled than I could have ever imagined.

I would like to extend my most sincere appreciation to all of my friends who have provided
me with unwavering support throughout the research process. Unfortunately, the constraints
of this page do not permit me to mention each and every one of you by name, but please
know that your contributions have been invaluable to my success. I am forever grateful for

your support and be part of my life.

il



CONTENTS

Page

AB ST R ACT .. 1
OZET ..o i
ACKNOWLEDGEMENTS ... iii
CON T EN T S e e v
A B LS L. vi
FIGURES .. vii
ABB RE VAT TION S . .. X
1. INTRODUCTION ...t 1
1.1, Scope Of The Thesis .....oeeiiiiiiiiie et 3
1.2, COntrIDULIONS ...ttt ettt et e et 3
1.3, OrganiZation ........eeeettetetttetttttt ettt eeeeeeeeeeeenn 5

2. BACKGROUND OVERVIEW ... 6
2.1. ToT Communication Protocols ... 11
2.2. MQTT (Message Queuing Telemetry Transport) ............oovvviiiiiinnnnnnn.... 12
2.3, UAV Protocols . ..o 15
24, MAVLINK .. oo 16

3. RELATED WORK ... e 18
3.1. Multiple Protocol Based Architectures ..................coiiiiiiiiiiiiiiiiann... 20
3.2. Single Protocol Based Architectures ............coovviiiiiiiiiiiniiiiiiiiiiinn... 22

4. PROPOSED METHOD . ... 24
4.1. Ground-station Client (End USer) ...........cooiiiiiiiiiiiiiiiiiiiieiie e, 28
4.2, Server (Cloud) ....oovniiii e e 32
4.3. Activator Client (FOZ AT€Q) .....vuuiieei it 33
4.3.1. Prioritization on Selectable Mission Item (PSMI)............................ 35
4.3.2. Quality of Drone ServiCes ............ueueiiiiiiiiiiiiiiiiiiiiiieeeeeeenn. 37

4.4. UAV Client (UAV Platform) ..........cooiuiiiiiniii it 38

5. EXPERIMENTAL RESULTS AND DISCUSSION ...t 41

v



5.1. Testbed and Simulation Environment ...........coouiiiiniiiiiiniiiiniinennnnen. 42

5.2. Performance MEtriCs ......oooiiiiiiiiiiiii 48
5.3. Command and Status Messages Evaluation..............................ll. 49
53.1. TIme Delay ....ooooiiiiii 50
5.3.2. Packet LSS .o 57
5.3.30 Packet S1Z€ ... 58
5.3.4. Packet Count and Message Traffic Size .....................iiiiiiiiaat. 59

5.4. Drone Management and IoT Sensor Data Gathering Scenarios Evaluation ...... 66
5.4.1. Mission Complete Time ..........iiiieiiiiiiiiii i, 67
S4.2. Packet LOSS ... 70
5.4.3. Packet Count and Message Traffic Size ..............ccoooiiiiiiiiiina, 70

5.5. DIHSCUSSION .ttt 74

6. CONCLUSION ..ttt eeeeen 77
REFERENCES ... 79



Table
Table
Table
Table
Table
Table

Table

Table

2.1
22
23
3.1
5.1
5.2

53

54

TABLES

Page
Summary of the IoT protocols...........oovviiiiiiiiiii i, 12
List of the MQTT mMeSSAZES +.vvvvvueeeeeteiiiiiiaeeeeeeiiiiiaaeeaaennns 14
MAVLINK Packet Format ............ccooviiiiiiiiiiii i, 17
Summary table of related works about IoFT protocols................... 19
Evaluated message types and their description ........................... 50

Packet size comparison for 10 message types between MAVLINK and
MO =X 58
Summary table of the experimental results for 100 command and
SEATUS TNESSAZES .+« e e eve ettt e e ete e et e et e et e e e eeeaneeans 75

Summary table of the experimental results for 4 different scenarios .... 76

vi



Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure

Figure

Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure

Figure

2.1
2.2
23
24
2.5
2.6
2.7
2.8
4.1
4.2

4.3
4.4
4.5
4.6
4.7
4.8
4.9
4.10
4.11
5.1
5.2
53
54
5.5
5.6

FIGURES

Page
Heterogeneous Devices of the IoT Applications ........................ 7
MANET, VANET, FANET, and [oFT ... 8
IoT nodes and UAV connections - 1..........ccooiiiiiiiiiiiiiiin.... 10
IoT nodes and UAV connections - 2..........couuuuiiiniiiieiinnnnnnnn... 10
General MQTT Architecture ...........ccoviiiiiiiiiiiiiniiiieiieennnns 13
MQTT General Packet Structure ...........oooveiiiiiiiniiiieiinennnn 15
UAV Communication - Data Link.................. oL, 16
MAVLINK 1.0 and 2.0 Packet Frame....................coooiiiiiinnn 17
MOQTT-XT LayYerS .. ettt et et ns 26
MAVLINK enabled MQTT (MQTT-XT) Top-Down level
architecture flowchart ....... ... 27
Typical communication between Ground station and UAVs............ 29
MQTT-XT Backbone Algorithm for Ground station Client ............ 30
MQTT-XT Messaging between GS Client and Cloud................... 31
Cloud - Type of Connections ............oveeeeiiiiiiinreeeeeinunnnnnnnn. 32
Activator Client Activation and Deactivation Message Traffic ......... 34
MQTT-XT Backbone Algorithm for Activator Client................... 36
QoDS List Example.......oooviiiiiiiiiiiiiiiiiiii i 38
UAV Client MAVLINK Interpreter ..........oovvuiiiiieiiiiiiininnnn... 39
MQTT-XT Backbone Algorithm for UAV Client ....................... 40
Gazebo SIMUIAtOr ....oouun 43
Testbed Structure for the MQTT-XT Protocol on Message Sets........ 44
Testbed Structure for the MAVLINK Protocol on Message Sets ....... 44
Testbed Structure for the MQTT-XT Protocol on Scenarios............ 45
Testbed Structure for the MAVLINK Protocol on Scenarios ........... 46
Gazebo Simulator for Scenario 4 ..ot 46

vii



Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure
Figure

Figure

5.7

5.8

5.9

5.10
5.11
5.12
5.13
5.14
5.15
5.16
5.17
5.18
5.19
5.20
5.21
5.22
5.23
5.24
5.25
5.26
5.27
5.28
5.29
5.30
5.31
5.32
5.33
5.34
5.35
5.36

Scenario 4 design on the Groundstation Map View ..................... 47
Average Time Delay for 100 Messages ..........vvvveieeiiiiiininnnn... 51
Time Delays for 100 Arm command message .............ccccvvuuunn.... 52
Time Delays for 100 Battery status message ...............ccoeeevennnn. 52
Time Delays for 100 Takeoff command message ....................... 53
Time Delays for 100 Land command message .......................... 53
Time Delays for 100 Go to command message................cc.uvunn.. 54
Time Delays for 100 Offboard command message ...................... 54
Time Delays for 100 Flightmode status message........................ 55
Time Delays for 100 Groundspeed status message ...................... 55
Time Delays for 100 Heading status message .............cccevvuuunn.... 56
Time Delays for 100 Location status message............ovvvvvunnnnn... 56
Packet Loss for Command and Status Messages ........................ 57
UAV Command Messages Comparison in MB .......................... 59
Traffic Message analysis for the Arm command message .............. 60
Traffic Message analysis for the Offboard command message ......... 61
Traffic Message analysis for the Takeoff command message ........... 61
Traffic Message analysis for the Go to command message ............. 62
Traffic Message analysis for the Land command message.............. 62
UAV Status Messages Comparisonin MB.......................ooaaL. 63
Traffic Message analysis for the Battery status message ................ 63
Traffic Message analysis for the Location status message .............. 64
Traffic Message analysis for the Heading status message............... 65
Traffic Message analysis for the Groundspeed status message ......... 65
Traffic Message analysis for the Flight Mode status message .......... 66
Average Mission Complete Time...........ooovviiiiiinieiiiiiinnnn... 67
Scenario 1 - Mission Complete Time ............ccoovviiiiiniiiinnna... 68
Scenario 2 - Mission Complete Time ..................oooeiiiiiina.. 68
Scenario 3 - Mission Complete Time .............cccooviiiieiiiiiinnnnn.. 69
Scenario 4 - Mission Complete Time .............c.ccooviiiieeeeiiinnnnn.. 69

viii



Figure
Figure
Figure
Figure
Figure

Figure

5.37
5.38
5.39
5.40
541
542

Packet Loss for Scenarios. ... 70
Total Consumed Message Size for the Scenarios........................ 71
Traffic Message analysis for the Scenario 1 ......................... ... 72
Traffic Message analysis for the Scenario 2 ...................ooooo..t. 72
Traffic Message analysis for the Scenario 3 ....................oooee... 73
Traffic Message analysis for the Scenario4 ...................coonn.... 74

iX



6LoWPAN
AMQP
API

CoAP
DDS
FANET
GS

HITL
HTTP

IP

IoFT

IoT
MANET
MAVLINK
MQTT
MQTT-XT
PSMI
QoDS

QoS

RC

RF

ROS

SDK

SITL

SN

TCP

ABBREVIATIONS

IPv6 over Low-Power Wireless Personal Area Networks
Advanced Message Queuing Protocol
Application Programming Interface
Constrained Application Protocol

Data Distribution Service

Flying Ad Hoc Network

Ground Station

Hardware in the Loop

Hyper Text Transfer Protocol

Internet Protocol

Internet of Flying Things

Internet of Things

Mobile Ad Hoc Network

Micro Air Vehicle Link

Message Queuing Telemetry Transport
Message Queuing Telemetry Transport Extended
Prioritization on Select-able Mission Item
Quality of Drones Services

Quality of Services

Remote Controller

Radio Frequency

Robot Operating System

Software Development Kit

Software in the Loop

Sensor Network

Transmission Control Protocol



UAV
UDP
VANET
WANET
WiFi
XMPP

Unmanned Aerial Vehicle
User Datagram Protocol
Vehicular Ad Hoc Network
Wireless Ad Hoc Network
Wireless Fidelity

Extensible Messaging and Presence Protocol

X1



1. INTRODUCTION

Communication has been one of the most important milestones of humanity in every aspect
throughout history. The revolution of technologies is getting more advanced by interchanging
information between many scientists. For example, the computer is one of the greatest
inventions in technology history. It helps to solve many complex problems that require
many calculations. However, advancement in this area has been taking a big step since
the World-Wide-Web (WWW) was invented. Thanks to this invention, people could start

sharing their knowledge, experience, and many things in a few minutes instead of weeks.

The same principle spreads to machines. The basic definition of the Internet of Things
(IoT) is the things that connect to the internet. In other words, the devices that connect
and communicate with each other. These tiny, low-resource, low-price, low-power
consumer devices are integrated into almost every place in our daily lives. They are
also integrated into many health, heavy industry, farming, etc., applications [1]. The
application area of the IoT industry has expanded more widely in the last decades with
many advancements in the communication area. Popular companies in tech area like Intel,
Microsoft, Amazon, Google, and Cisco start different projects to achieve next-generation
solutions in the IoT communication industry [2], as these devices are generally produced

with low resource-consuming and provide cost-effective solutions.

Accordingly, many new-brand protocols are introduced such as Constrained Application
Protocol (CoAP), Message Queuing Telemetry Transport (MQTT) etc., since the IoT devices
run on low-bandwidth, low-resources, and extremely high latency networks in many cases
[3]. These lightweight protocols aim to send messages under difficult circumstances by
providing a reliable connection. Also, protocols are developed to cope with the high density
of message traffic since the IoT environment consists of different devices. Furthermore,
the scalability factor of IoT devices is higher when compared to the traditional networks,

as we know in the WWW. The main purpose of the protocols is to organize the network



by considering more complicated low-connection networks where the number of nodes can

reach thousands while ensuring a low rate of packet loss.

The scalability factors of IoT devices were limited to existing terrestrial networks [4].
However, applications area of the 10T can be varied such as agriculture, disaster monitoring,
etc., where terrains are more rough and terrestrial networks are not available. By considering
different application domains, the scalability factor becomes a more challenging problem.
Thus, many suggestions were provided by the researchers to overcome these communication
problems. One of these suggestions includes a wireless ad hoc network (WANET). WANETS

are specified for their domain and they are decentralized network types.

The Internet of Flying Things (IoFT) has emerged concept among all ad hoc networks
[5]. The future of IoT has become another level with Unmanned Aerial Vehicle (UAV)
technology, since these low-cost flight-based devices provide more flexible and mobile
communication when compared to other types of ad hoc networks. Moreover, the
management of the IoFT is more complex. The ad hoc networks provide communication
over their routers or access points. Nevertheless they are not focused on communicating or

managing vehicles. Despite that, UAV systems are required to be directed and managed.

At this point, a communication protocol showed up as one of the biggest challenges. Because
on the one hand, 10T devices use their protocols while on the other hand, UAVs use their
protocols. This problem causes the design of two different communication infrastructures
which can be more complex as the number of nodes increases which is completely opposed
to the idea of the IoT concept. For this reason, UAVs should be considered as a part of the
IoT network. One of the solutions to achieve this is to propose a single protocol that provides

communication for [oFT components.



1.1. Scope Of The Thesis

The main focus of the thesis, to solve the communication problem that creates a distinction
between drone systems which require ground stations to receive commands, and IoT devices
where a large scale of the network is needed but insufficient to distribute due to a lack of
process capabilities. The IoT protocols are well-designed for low bandwidth, low resources,
and packet loss. However, the current UAV’ protocols are more talkative and need more
resources than IoT devices from the perspective of the network load. Furthermore, UAVs

need centralized management to take commands and report their status to ground stations.

In this thesis, a new MAVLINK enabled MQTT Extended (MQTT-XT) protocol design is
proposed to consider UAVs as a part of IoFT nodes. For this reason, a single protocol is
suggested which provides communication between IoT and UAVs by interpreting MAVLink
and MQTT messages to each other in the UAV platform. Furthermore, IoT network devices
work in resource-constrained environments. MQTT-XT makes it possible for UAVs to
work in this type of network with its lightweight structure. Furthermore, MQTT-XT has
specialized functions which employ multiple UAV's for communication. The proposed novel
protocol is built on top of MQTT by extending and stretching the MQTT structure. The
MQTT-XT protocol makes it more cost-effective for communication among IoFT while it

responds to the requirements of both UAV and IoT nodes.

1.2. Contributions

In this thesis, the deficiency of the communication protocol of the IoFT concept is handled.
The IoT environment includes heterogeneous devices, while often they work on constrained
resources. Similarly, IoFT has not only many different devices but it also has UAVs.
However, there is no proposed protocol to manage UAVs over existing IoT protocols. These
constraints push researchers to create more unique architectures when they work on different

scenarios.



The main motivation of the thesis is to make the IoFT concept more flexible, reliable,
low-cost, and efficient with the proposed protocol. The approach proposes a single protocol
to overcome communication problems for UAVs in IoFT networks by considering UAVs as
IoT nodes. This novel design MQTT-XT protocol offers a simple and efficient approach
while the UAVs’ nodes are still able to communicate with other IoT devices. The key
difference between the MQTT-XT and the existing proposed models is a single protocol
that aims to communicate UAVs directly with over MQTT topics by interpreting MQTT and
MAVLINK messages to each other in the UAV platform.

The main contributions of this thesis are summarized as follows:

* Anew MQTT-XT (MQTT Extended) protocol for [oFT which provides to control UAV
over MQTT topics without changing the structure of MQTT is proposed

* Unlike most of the previous work, a single protocol is built by considering the

requirements of UAVs while extending MQTT for IoFT.

* For the first time, an [oT communication protocol that accepts UAVs as part of an [oT

network is proposed

* Customized functions like QDoS and PSMI for managing UAVs is introduced. Also,
specified functions such as broadcast messages that provide to manage drones with a

single command message are presented which have not existed in previous studies.

* The experimental results show that the MAVLINK protocol is not suitable for the IoFT

since it has a heavy message traffic.



1.3. Organization

The organization of the thesis is as follows:

* Chapter 1 presents the motivation, contributions, and the scope of the thesis.

* Chapter 2 provides basic knowledge of IoT and UAV protocol. Also, the existing

problems for IoFT are given in this chapter.

* Chapter 3 gives related works which aim to establish communication between IoT
devices and drones. The related works will be examined under two different topics:

Multi-Protocol Based Architectures and Single-Protocol Based Architectures

* Chapter 4 introduces the novel protocol MQTT Extended (MQTT-XT) with its 3

different types of clients by inspecting the general architecture of the protocol.

* Chapter 5 demonstrates the experimental results for our thesis. These results
are obtained by comparing MAVLINK and MQTT-XT protocols with different
communication metrics on different message sets and various scenarios in the

simulation environment.

* Chapter 6 states the summary of the thesis and possible future directions.



2. BACKGROUND OVERVIEW

The IoT has rapidly gained a reputation since the term includes all devices which can
connect to the Internet. The IoT devices can be heavy computing machines, smartphones,
micro-chip-based machines with basic functions, sensing the environment with a dozen sets
of sensors, or daily devices that people used for their daily routines [6]. This wide and various
definition consists of many different devices. For this reason, the term started to evolve more
and more heterogeneous structures day by day. Besides, the complexity level is increasing
and the management of networks that have very different smart devices is even harder than

before.

The other feature that gives a reputation to 10T is the ability to work in low-resources and
constrained environments. However, the trade-off is the reliability of the network. The
development of the existing traditional application layer protocols and the new IoT protocols
are introduced to overcome reliability problems. The [oT protocols are aimed to organize the
network by considering the heterogeneous structure of devices which is presented in Figure

2.1. Also, they provide reliability for the constrained resource environments.

After these huge steps, the research domain of [oT research is spread among very wide areas
like smart cities, smart farming, health-care monitoring, natural disasters, etc. However, the
key problem for some of the research areas is many [oT devices that lack Internet networks.
Since there is no Internet connection among these devices, they are not able to transmit data
to the cloud. Even the local networks are provided to obtain certain data and transmit them
when a network is available, the real-time dilemma exists for this type of connection [7].
Also, maintenance operations are very difficult for these types of networks. Besides, smart
farming or natural disaster management application areas are more likely implemented on

rough terrains which causes a couple of different problems for researchers.

One of the biggest challenges of long-distance communication in such solutions is the
distribution in very wide areas as a nature of the [oT devices structure [8]. Furthermore, the

terrestrial network cannot be accessible or many devices are faced with very small bandwidth
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Figure 2.1 Heterogeneous Devices of the IoT Applications

even if it is accessed. In such resource-constrained environments, different IoT protocols
such as MQTT and CoAP have been designed to make sure that the sensor network can be
easily maintained, enabling devices to operate with limited resources. The importance of
such protocols is vital to provide manageability of these devices which are scattered and
spread over a wide environment. Additionally, due to the complete lack of access to the
terrestrial network, at some points, different solution methods have been developed, such as

satellite Internet, 4G, or 5G [9].

Besides these technologies, ad hoc networks such as Vehicular ad hoc networks (VANET),
Mobile ad hoc networks (MANET), and Flying ad hoc networks (FANET) are provided
to overcome accessibility problems. The main purpose of ad hoc networks is to
solve accessibility problems with the different types of wireless connections and routing
operations. One of the other ad hoc networks, which is named IoFT, emerged more than
other types. The term includes many integrated UAVs to collect data from sensors. Figure

2.2 presents the aforementioned ad hoc network types.

7



Figure 2.2 MANET, VANET, FANET, and IoFT

Even if the IoFT is inspected under the ad hoc network type, the term can be expanded to
the application layer domain. Because the main purpose of the IoFT is to collaborate with
drones to gather different data types. The typical problem for the IoFT type of network is
the communication protocols since many UAVs are used in architecture. The management of
drones stands out as another challenge. For example, MAVLINK, the most common of the
existing drone protocols, is designed for RF communication with line-of-sight operations.
Even if it has the capability to communicate with UAVs with Transmission Control Protocol
(TCP) and User Datagram Protocol (UDP), this capability is only limited to UAVs and

8



not IoT devices. So, implementing the IoFT is not well described or handled regarding

application layer protocols.

The IoFT is suggested by researchers to fill the gaps in IoT communication. Nevertheless,
the details are not well defined and are still unclear in many aspects. The first problem is
the management of UAVs in IoFT networks. UAVs are still considered to be like other types
of devices. The IoFT employs UAVs to provide communication between IoT networks but
does not offer to manage drones over existing network architectures. The second problem is
that as the number of UAVs increases to tens or hundreds, the management of existing UAV's

becomes harder and harder.

For example, given in Figure 2.3 and Figure 2.4, the drones are used to gather data from
different IoT nodes and transmit end-user through the cloud. The multiple UAVs-based
architectures offer mobility. However, the management of the multiple UAVs-based
architectures are harder than the IoT network. The researchers should employ at least two
different protocols to organize the architecture. One of them is needed to receive and transmit
data from IoT nodes and one of them is needed to manage and control UAVs. This is
the common dilemma of IoFT. Because, on the one hand, the IoFT provides high mobility
networks by establishing communication over IoT nodes; on the other hand it has complexity

since it has different types of devices.

To overcome this issue, the UAV should be considered as part of the IoT network and the
management of UAV should be provided IoT protocols [10]. Thus, the UAV communication
protocol becomes suitable for [oT environments and it can directly communicate with other
IoT nodes. Moreover, existing UAV protocols such as MAVLINK use heavy payloads to
communicate with ground stations. Fundamentally, IoT networks are generally built on
constrained resources and the UAV protocols are not suitable in the long term for IoFT
environments since they use heavy payloads. So, the IoFT needs to be supported with IoT

communication protocols to provide efficient communication between UAVs and IoT nodes.



SN
NN N

AR
VY SRS

|
LRI \\:;
NNy
o NN
\\\wﬂﬂ)// ALY

NN

* 2P
LU o SRR
VA
AR T
NN

R el
[N

T

i1 ‘ht
VAL gy W
N /A S
NN

Sy’
A

Figure 2.3 IoT nodes and UAV connections - 1

NS L

\
W
\

1 Fi
S
L

Figure 2.4 IoT nodes and UAV connections - 2

10



2.1. IoT Communication Protocols

One of the most popular IoT application layer communication protocols such as CoAP,
MQTT, Advanced Message Queuing Protocol(AMQP), Extensible Messaging and Presence
Protocol(XMPP), and ZeroMQ are varied and built on UDP and TCP network layer
protocols. The main purpose of the protocols is to transmit messages in low-resource
applications. Different research is presented to compare these similar protocols. Paridhika
et. al. [11] compared the performance of CoAP, MQTT, and XMPP in the smart parking
application domain. By measuring their response time, the researchers obtained the result
that the CoAP performs better than MQTT and XMPP at lower usage of the server. In the

contrary, if multi-threading is supported, XMPP is better than others.

The other research is presented by Naik [12] to compare [oT communication protocols. The
MQTT, CoAP, AMQP, and HTTP are compared and CoAP performs better in many network
metrics. However, MQTT is still the most preferred technology among the other protocols
for IoT applications. Tightiz et. al. [13] analyzed the protocols from the perspective of a
smart grid and the Data Distribution Service(DDS) and ZeroMQ emerged among all other

protocols due to security and reliability characteristics.

Anusha et. al. [14] reviewed the AMQP, CoAP, XMPP, MQTT, MQTT-SN (MQTT-Sensor
Network), and DDS with under packet loss, message size, bandwidth consumption, and
latency metrics. CoAP and XMPP have the highest packet loss rates than other protocols
when the actual telemetry loss rate ratio is increased. However, CoAP has better results on

the latency of packets since it is built on UDP.

The MQTT is the most common preferred protocol of any others in IoT application domains
[15, 16]. The main reason for more implementation of MQTT is that it has a more flexible
structure than other protocols and is more eligible for IoT environments. Also, since it was
developed earlier than others, the optimization and standardization parameters are better
when it is compared with other 10T protocols. A brief comparison summary of 10T protocols

is presented in Table 2.1.
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Protocol | Transport | Messaging | Architecture Security
Layer Type
CoAP UDP Request/ Client/ DTLS, IPSec
Response Server
MQTT TCP Publish/ Client/ TLS/SSL
Subscribe Broker
XMPP TCP Publish/ Client/ TLS/SASL
Subscribe Server
AMQP TCP Publish/ Client/ TLS/SSL IPSec
Subscribe Broker SASL
ZeroMQ UDP Publish/ Client/ TLS/SSL
Subscribe | Broker(Opt.)

Table 2.1 Summary of the IoT protocols

2.2. MQTT (Message Queuing Telemetry Transport)

The MQTT protocol, released by IBM in 1999 and standardized by OASIS in 2013, is the
most popular IoT protocol which has novel publish and subscribe architecture [17]. The
main focus of the protocol was built as an extremely lightweight. The efficient bandwidth
usage of the protocol provides to connect devices where the resources are constrained. The

use-case of MQTT has spread very wide variety in many application and research areas.

The MQTT runs over TCP/IP and messaging relies on the topic structure. It allows multiple
bidirectional connections for 10T devices. It has two different client types which are named
publisher and subscriber. Also, it has a server known as the broker for MQTT which is
used to exchange messages between clients through topics. The publisher clients transmit
messages to the broker with publish mechanism into the specific topics which are defined by

the user. The subscriber clients receive the message by subscribing to the specified topics.

The general publish/subscribe architecture is given in Figure 2.5.
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Figure 2.5 General MQTT Architecture

MQTT present 3 different Quality of Services (QoS) levels. The QoS 0 is the fire and forget
level. The message delivery is not guaranteed since the message is sent once. The QoS is
generally a good option where the connection is reliable or the packet loss is acceptable. The
QoS 1 level is guaranteed packet delivery but it is not guaranteed duplication of data. The last
QoS level 2 is certainly transmitting messages only once. Besides, QoS 2 is guaranteed the
delivery of messages to the broker. But, the trade-off for QoS 2 is that the time consumption
and workload are higher since it tries to send a message and waits for the acknowledgment
message from the broker. However, it offers a more reliable connection where packet loss is

not tolerated.
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Packet Name| Value [Direction of Message |Description
Reserved 0 Forbidden Not used
CONNECT 1 Client to Broker Request message for clients to connect to Broker.
COMNNACK 2 Broker to Client Acknowledgement message for connection
i Publish Message. This message will be sent from publisher client
Client to Broker/ ] ] L
PUBLISH 3 i to broker. Broker transmits the message to subscriber client if
Broker to Client i i i
subscribed topic valid.
PUBACK a Client to Broker/ Publish acknowledgement. There is no response for QoS 0. Also,
Broker to Client this message is used for QoS 1.
Client to Broker/ Publish received message. The message is used for QoS 2.
PUBREC 5 )
Broker to Client
Client to Broker/ Publish released message. The message is used for QoS 2.
PUBREL ] )
Broker to Client
Client to Broker/ Publish completed message. The message is used for QoS 2.
PUBCOMP 7 )
Broker to Client
. Subscribe message. Only subscriber client sends this message to
SUBSCRIBE 8 Client to Broker
Broker.
SUBACK 9 Broker to Client Subscribe acknowledgement.
UNSUBSCRIBE 10 Client to Broker Unscribe request from Subscriber client.
UNSUBACK 11 Broker to Client Unscribe acknowledgement.
PINGREQ 12 Client to Broker PING reqguest
PINGRESP 13 Broker to Client PING response
DISCONENCT 14 Client to Broker Request message for clients to disconnect from Broker.
Reserved 15 Forbidden Mot used

The packet format for MQTT consists of 3 main sectors: Fixed Header, Variable Header,
and Payload. The Variable Header and Fixed Header sectors are flexible and not always
presented. But the Header size is fixed and always presented. Control Header and Packet
length are part of the Fixed Header. The Control Header includes the message type which
is given in Table 2.2 and the control flag to introduce a message for the client or broker.
The control flag is used to specify the QoS level for publish message and it is not used for
other message types. The packet length is used to indicate the payload length sum of the
Variable Header and Payload. The Variable Header is not always used in MQTT packets. It
provides to specify packets and include protocol names. The payload carries the data to be

sent between the client and broker. The general structure of the MQTT packet is given in

Figure 2.6

Table 2.2 List of the MQTT messages
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Figure 2.6 MQTT General Packet Structure

2.3. UAY Protocols

The protocols for the low-cost UAVs are mostly developed as on open-source projects. Many
of them aim to establish communication between UAVs and ground stations. In preliminary,
the management of the UAV is provided by the remote controller with the RF signals from
Remote Controller by giving manual inputs to adjust rotor speed levels. In this situation,
the ground station is only used to monitor drone status, and protocols are often dedicated to
receiving status. With the development of the autopilot stage, the UAV has become a more
robotic device and predefined activities such as takeoff, arm, land, etc. could be provided by

the ground station. Thus, the protocols are also evolved to manage and control UAVs.

Many companies design their own protocol architecture since the applications of UAVs are
more used for military or commercial purposes. In this type of application, communication
infrastructure is called a Data Link which can be different variations. The most common
types are presented in Figure 2.7. These types of systems benefit Radio Frequency (RF)
signals to reach long-distance communication for sight-line operations. However, the RF is
only able to transmit signals between the ground station and UAV in the visible range. Thus,
satellite communication is the other option. The UAVs transmit the data to the satellite and

then the ground station receives signals from the satellite.

Besides, open-source protocols have been developed to support research on UAVs. Also,
these open-source protocols are not limited to specific architectures. But, the open-source

application layer UAV protocols are very limited. Khan et. al. [18] presented three different
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protocols with their pros and cons. Furthermore, the first one is UranusLink which is
designed for RF signals. The second one is the UAVCan which is designed for basic usage
and is not useful for mission-critical systems. The most negative side of UranusLink and
UAVCan protocols is that they have been developed for small overhead. The last one is the
MAVLINK which is more widely known and has a more mature packet structure. MAVLINK
is more stable than UranusLink and UAVCan. Also, MAVLINK supports many application

layer protocols and has a multi-programming language.

RFBased
Data Link

Figure 2.7 UAV Communication - Data Link

2.4. MAVLink

MAVLink which stands for micro air vehicle link is a protocol that provides communication
between unmanned systems and ground stations. MAVLINK uses minimal overhead to
provide lightweight communication. The approach of the protocol benefits serialization and

supports different layers of message transportation [19]. The typical network interfaces like
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UDP and TCP are also usable for MAVLINK to transmit messages. UDP provides more fast
messaging while TCP is more reliable, but the management of connections becomes more

difficult.

The typical message structure of MAVLINK depends on binary serialization. The
serialization converts the messages into binary series which is given in Table 2.3 and
transmits over different layers. The packet frame of MAVLINK includes the message types
to indicate which messages are delivered. Also, the message types are divided into command
and status messages. The status messages provide information about UAVs. The command
messages are used to manage or initiate predefined actions like take-off, arm, disarm, etc.

The frame of the MAVLINK is given in Figure 2.8.

Packet Name Packet Description Length (Bytes)
STX Start marker of new packet. 1
LEN Payload length 1
INCFLAGS. |Incompatibility Flags; Message compatibility checker. 1
CMP FLAGS . |Compatibility Flags; If not recognized can be discarded 1
SEQ. Sequence; Incerements for each MAVLINK 1
SYSID System ID; Unique number for each system that exists in network 1
Component ID; Unigue number for each sub-system that exists in
COMP ID 1
system
Message ID; Identifies the type of payload message. Decoders use the
MSG ID 2-4
ID of message to extract proper data.
PAYLOAD Entire message data that depends on message IDs its content. 0-255
CHECKSUM  |Checksum verifies each messages if they are received correctly. 2
SIGNATURE |Signature to ensure the link is tamper-proof. 13

Table 2.3 MAVLINK Packet Format

:
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Figure 2.8 MAVLINK 1.0 and 2.0 Packet Frame
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3. RELATED WORK

In this chapter, different studies are presented which are eligible to solve the IoFT

communication problem and manage to drone over [oT protocols.

In the few last years, the research area for the domain of IoT and UAVs has increased and
expanded significantly as non-terrestrial networks are much more popular nowadays. For the
UAV-enabled IoT network, the communication between [oT devices and unmanned systems
includes many different scenarios. However, most of the time, in related studies architecture
of their systems and information about the management of the highly heterogeneous network
are not given in detail which causes an insufficient review of the network requirements and
scalability factor from the perspective of communication protocols. For example, Boursianis
et. al. [20] reviewed IoT and UAV-assisted applications and prepared a survey on different
aspects. The researchers described some different metrics, and technology and included
different metrics in IoT and UAV-assisted agriculture application domain. Moreover, the
researchers cited that they analyzed a total of 65 different papers. However, the researchers
even mentioned to [oT protocols the participation of the UAV is not well covered. Also,
the total Scopus database presents 865 total papers from 2004 to the research published day
while the contributors do not go into detail about the UAVs management in IoT networks

with the communication protocols.

A similar issue can be observed in different application domains such as smart cities [21, 22]
disaster management[23, 24], virtually augmented reality [25, 26], edge computing [27, 28]
or data transferring/gathering in different formats[29-33] and much more different Machine
to Machine (M2M). The summaries of the research show us that the communication protocol
is not well-defined to specify the UAV management in IoT networks. According to [34],
the drone term should be kept as “things” in given domain sets. The researchers are
demonstrating the whole process where both terms are included. The key factor of the paper
is that the introduced framework supports loT-UAV-based applications. However, the given

aerial networking is not yet defined as the whole process of the UAV-supported network to
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manage and orchestrate the very-wide spread network without the detailed aerial protocol.

Only configurations are presented like MANETs, VANETSs, and FANETS grouped under

three main types: Proactive, Reactive, and Geographic.

Employed
Year Title Evaluation Metrics ploy Key features perspective of IoFT network
Protocol(s)
| ; fici s Latency + Implementation of authentication and
2022 EIE‘:: Oprr‘;ent;) anl\iQI‘T'lf:cyUAV * Network SSL/TLS certificates
atform Based on or
. . Memory Usage marr * ML model to detect DoS attacks on the UAV
Controlling and DoS Attack Detection
network
. Latency + Lower power consumption when compared
Remote Wireless Sensor Network .
. R . Power consumption to the current UAV protocols
2017 Range Extension using UAVs with Thread R
* Remote Control from a distance over UDP
Thread Protocol L i X
s Extending its range using radio telemetry
* Network joining time * Revealing that the IoT devices on the UAV
Industrial Internet of things at work: |¢* Memory platform are more efficient way for managing
2017 a case study analysis in robotic-aided |¢ Power consumption COAP them
environmental monitoring * Packet Loss * Proves that the loT protocols play essential
roles in gathering data with the UAV
o s Uplink sum-rate * Proposed new algorithm that optimizes
Cellular UAV-to-X Communications: Sense-and- |\ 1k UAV networks
2019 Design and Optimization for Multi- send - . .
* New communication technique is proposed
UAV Networks protocol to provide communication between UAVs and
Integrating UAVs into the Cloud Using|* Response time * Considering UAVs s a part of the Web of
the Concept of the Web of Things Things
2015 HTTP + Creating web services' resources for UAVs
+ Developing a server and clients to integrate
UAVs into the cloud
* Reliability * Proves that loT technologies are eligible to
i o * Polling Delay CoAP manage drone swarm
Ultra-Reliable loT Communications .
2018 R mQTT * States that IoT protocols are more reliable
with UAVs: A Swarm Use Case i . )
MAVLINK |and provide efficiency in terms of latency
* Average packet delivery * MQTT and MQTT-SN are used to transfer
EdgeDrone: QoS aware MQTT * latency MAVLINK messages to the UAV in mobile edge
2020 middleware for mobile edge s Memory MQTT + The energy consumption of 10T protocols is
computing in opportunistic Internet |¢ Bandwidth utilization MQTT-SN much better
of Drone Things ¢ Power consumption ¢ The performance of the MQTT and MQTT-SN
has been analyzed in terms of UAV
A Distributed Architecture for s latency + Shows that DDS is also suitable for UAVs
Unmanned Aerial Systemsbased on | Bandwidth utilization MAVLINK | The MQTT and DDS are developed to
2017 Publish/Subscribe Messaging and MmQrT communicate with distributed UAVs
Simultaneous Localisation and DDS + |oT protocols are strong candidates for a
Mapping (SLAM) Testbed large number of UAVs
Microservices for autonomous UAV  [* Response Time * Building network architecture for UAVs with
inspection with UAV simulationasa |¢ Load test MAVLINK cost-effective, energy-efficient, and robustness
2022 service + Developed cloud-based microservices
Fast DDS .
application for UAV network
DTUAV: a novel cloud-based digital [e Transmission time + The |0TF is transferred to virtuality to create
twin system for unmanned aerial * Packet size MQTT a digital twin
2022 vehicles MAVLINK * Proposed method is tested under different
network infrastructures such as 4G, 5G, WiFi,
Wired networks, Cloud

Table 3.1 Summary table of related works about IoFT protocols
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As a result of this, the complicated structures cannot be overviewed with the combined
communication protocols which suit [oT devices and UAVs. The different studies are
proposed to provide solutions to a given problem set by using UAV and loT-based
architecture. However, the main focus of these studies is solving the problems not comparing
protocols or handling communication architecture. Under these considerations, in this thesis,
the related work reviews are separated into 2 sections which are Multiple Protocol Based
Architectures and Single Protocol Based Architectures. The purpose of dividing the 2 major
sections is to show protocol differences in their own domains and IoFT domain. Also, the

summary of related works is given in Table 3.1

3.1. Multiple Protocol Based Architectures

The multiple protocol based studies for UAV-IoT communication on at least two different
protocols are presented in this section. Many studies benefit from different protocols for their
application domains. Also, the majority of studies focus more on applications and scenarios
without giving any details of network architecture [35-37]. The swarm technologies are
much similar to the IoT network architecture and studies published about managing UAV
swarms with [oT principle [38, 39]. Both terms need to deal with communication problems

about a large number of devices.

Regarding the IoFT structures, many architectures employ different protocols since the UAV
and IoT devices do not communicate with each other. For example, Yuan et. al. [40]
designed architecture to provide UAV swarm communication in the 5G domain. The testbed
consists of 30 different devices to reflect real-life conditions. The architecture consists of
software and hardware designs. Also, in software design, the CoAP and MQTT protocols
are suggested for the embedded operating system. But, the MAVLINK is used to manage or
control UAVs for data encapsulation in software design. The main key feature of the design

is that it provides more reliable and efficient connections in cellular networks.

Mukherjee et. al. [41] reviewed the Internet of Drones Thing (IoDT) concept and they

developed message transfer with enhanced MQTT and MQTT-SN to provide communication
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in edge computing. Also, they state that topology estimation is needed since the mobility of
drones is higher than standard IoT architecture. For this reason, they prepared an estimation
algorithm to provide reliability. By using an enhanced message transfer strategy, they aim
to decrease forwarding latency between routers and provide efficient bandwidth utilization.
They review the performance of the proposed approach in various metrics such as average
packet delivery, latency, memory, bandwidth utilization, and power consumption. They
achieve 30% better performance with enhanced MQTT-SN and 17% with enhanced MQTT
for average packet delivery. Furthermore, the MQTT-SN uses minimum energy consumption
when compared to other strategies. Experimental result shows that MQTT-SN with the

proposed algorithm has better performance for memory usage and bandwidth utilization.

Saib’s book [42] reviewed publish/subscribe mechanism on distributed UAVs architecture.
The message strategy of MQTT and DDS provides for managing UAVs in vision-based
Simultaneous Localisation and Mapping (SLAM) system. Since the complexity and
heterogeneous structure of these type of network is enormous level, the researcher states
that MQTT and DDS publish/subscribe mechanism serve better to overcome communication
problems. Also, the suitability and scalability factors can be enhanced by using IoT
protocols in a distributed environment. To build infrastructure between IoT devices and
UAVs, MAVLINK is employed. The latency and bandwidth utilization are measured for the
evaluation criteria. But, the observation is obtained internally by measuring given metric

sets.

Airborne measurements, inspections, or surveillance missions with UAVs are very common.
Matlekovic et al [43] designed a cloud system that provides to inspect infrastructures with
planning paths and assigning the task to UAVs. Microservices are defined to manage
UAVs and requested tasks. The complexity of the design tried to be under control by
defining different functional requirements and non-functional requirements. For providing
communication between all nodes and transferring obtained data to the web interface, Fast
DDS is operated. On the UAV side, the MAVLINK message protocol is supporting the
architecture. The evaluation criteria from the perspective of IoFT are provided by measuring

a response time and load test.
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The digital twin concept is another important topic in the last few years. Meng et. al.
[44] create a digital twin of the UAV-based IoT environment. The test scenarios include
different network types such as WiFi, 4G, and 5G. Both real and virtual frameworks consist
of MAVLINK and MQTT to establish a connection between IoT nodes and UAVs. The
frameworks are evaluated with the transmission time and packet sizes. The researchers
emphasize that creating a cloud-based digital twin of UAV systems makes them more

intelligent.

3.2. Single Protocol Based Architectures

In this section, the single protocol based architectures are presented. Vangimalla et. al.
[45] proposed a system architecture that aims to solve interoperability problems that exist in
constrained resource areas by using THREAD protocol for UAVs. Thread protocol is useful
regarding cost-effectiveness, low-power consumption, and reliability. It has no application
layer which encourages the researchers to build their own protocol. The network layer
of Thread protocol consists of UDP, IP Routing, and Low-Power Wireless Personal Area
Networks (6LoWPAN). The implementation of the paper shows that the proposed method
uses a Thread protocol between UAVs and IoT devices. The management of UAVs is still

provided with MAVLINK.

Silva et. al. [46] introduced MQTT-based UAV control architecture. The researchers
deployed MQTT. MQTT was used to receive commands from the controller and to transmit
the status of the drone to the controller. The evaluation criteria of the architecture have
three metrics: Platform Latency, Network, and Memory Tests. The measurement consists of
Ethernet and WiFi connections. The researchers suggested a new ML model that prevents
DDOS attacks for this type of architecture. The other contribution of the paper is data
balancing and Bayesian optimization. However, the main problem of the research is the lack
of comparison of their architecture with similar protocols and is more likely to test MQTT
performance in UAV communication. Also, the key point of the research is the deployment

of MQTT for the management of UAVs instead of solving communication problems in IoFT.
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Another research which is presented by Scilimati et. al. [47] proves that the IoT protocols
are much more effective where UAVs and IoT devices are incorporated. The researchers
built a test environment in Robotic Environment System (ROS) and the testbed consists of
IoT-aided UAV systems. To provide IoT communication and gather IoT sensor data with
UAYV, CoAP is employed with a bunch of message sets of PUT and GET. According to the
network joining time, memory usage, and packet loss ratio, the researchers state that the
performance of CoAP is sufficient regarding data gathering and message delivery. However,
the study does not include any comparison of other protocols or proof of sufficient criteria.
Furthermore, the architecture of CoAP is built only with PUT and GET messages which are
useful to gather data, but it does not consider receiving the status message of the UAV. The

scenarios are created to send only commands to UAVs and prepare mission items for them.

Integration of UAVs into the cellular networks is studied by various researchers [48—50].
Generally, UAVs were handled point of router protocols or case studies view in these studies.
Zhang et. al. [51] proposed a sense-and-send protocol by comparing networks between
UAV-to-UAYV, UAV-to-infrastructure, and UAV-to-anywhere regarding a sum of up-link rates.
Also, they proposed an iterative sub-channel allocation and speed optimization algorithm
(ISASOA) that organizes multi-UAV-based networks which run 10% better than a greedy
algorithm. However, this study has only been limited to gathering data through cellular

networks in terms of the IoFT.

Web services incorporating UAVs are also another popular topic. This topic is researched
in different studies [52, 53]. Mahmoud et. al. [54] used HTTP protocol to integrate UAVs
as a part of the cloud. By specifying HTTP’s RESTful Application Programming Interface
(API) and Request/Respond mechanism, the researchers aimed to adapt UAVs to the Web of
Things. The prepared architecture to communicate UAVs over web services consists of the
command and status messages of UAVs. The researchers present response time results for
each HTTP message. Even though the main purpose of the paper is that integrate UAV's into
the web domain, the paper has not sufficient evaluation criteria to prove managing drones

over web services is efficient or reliable.
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4. PROPOSED METHOD

The base problem of the protocol is the assumption that UAVs should be considered like
IoT nodes. Basically, the UAVs should have two vital functions: Receive Commands and
Transmit Status. These two basic principles are managed with the ground station. Thanks to
improvements in autopilot technology, many UAV behavior such as takeoff, land, cruise, etc.
can be managed without manual input [55]. In other words, the UAV rotors are controlled
through Remote Controller (RC) such as a joystick with a different signal. However, the
direct inputs to provide managing on the drone are not needed anymore for predefined
actions. The flight modes such as off-board are providing different predefined actions for

specific tasks.

Accordingly, the ground stations which are more focused the managing drones in visual
ways and interactions with MAVLINK protocol are not effective when it comes to scenarios
involving hundreds of UAVs and different locations. As mentioned in the background
section, the cloud is necessary to manage multi UAVs based networks such as swarm.
Although, the MQTT and other preferable IoT protocols are employed to deal with
multi-vehicle networking problems. Nevertheless none of them is not directly aiming to
consider UAVs as [oT nodes. The main concern is managing the swarm, rather than including

each UAV as part of the chain.

In the light of this information, the protocol should have a design that provides
communication with the UAVs while it can be useful for the IoT network [56]. The main
focus of the proposed method is re-configuring the MQTT with a MAVLINK interpreter
to deal with the long-distance UAV communication within the IoT environment to provide
communication among UAVs as the IoT node. The main principle of this perspective is
preserving the UAV as an 10T node and closing the gap in the protocol differences when
the UAVs are needed to manage from the end-user in the IoT network. Because the IoFT
term includes both systems of the UAVs and [oT sensor networks to achieve better distances.

However, the problem of the researchers is dealing to design 2 different network architectures
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to overcome the problem. One of them is needed to communicate with the IoT nodes while

the other one is needed to manage or communicate with UAVs.

The MAVLINK is the most common protocol among UAV management in various tasks.
It 1s specialized to communicate with ground-station and UAVs with RF signals. As the
requirement of the communication is changed at some point, the TCP/UDP packets also
support the MAVLINK frame. However, because of the nature of MAVLINK, it is really
talkative protocol than the IoT protocols since the main aim of the protocol is directly
controlling the drone, and the design approach of the protocol is only managing the UAV's and
receiving the status of UAV just in time. Even though the protocol provides communication
with multiple types of UAVs and it assigns unique identities for each of them, the cost of
managing all of them is a really challenging situation as it has many packet frames in a
couple of seconds. The router or different types of low-cost methods can be used to achieve
long-distance communication. But as mentioned before the fact is that each hop of the
network will demand more resources for each one of them. Also, MAVLINK is not tolerating

constrained resources.

For this issue, we provide the MAVLINK enabled MQTT (MQTT-XT) to provide more
flexibility for both systems where the MAVLINK is not needed to be considered to manage
drones anymore in the IoT network by embedding it in the UAV platform as MAVLINK
interpreter. The architecture of the MQTT allows one to specify the topics and separates
them for specific tasks. The publish and subscribe structure of the MQTT can be altered to
combine the MAVLINK frame which is preferred to manage the UAV system. These specific
topics are configured to manage, command, receive status, and other different functionalities
which are previously provided by MAVLINK. The MQTT allows to customize and organize
topics. The MQTT is designed on top of the TCP layer where it has its own abilities for
the publish-subscribe mechanism. In this thesis, we built our protocol with auto-generated
topics which aim to manage drones with specific topics. This layer is illustrated in Figure

4.1
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Figure 4.1 MQTT-XT Layers

Our next-generation structure of communication model design offers to decrease the
workload of the network by moving the MAVLINK packet structure to the closest point
to the UAV. The communication between the client-server is re-arranged to transmit UAV
status to the end-user and to allow command from the end-user. The general structure of our

communication protocol is given in Figure 4.2.

The architecture of the proposed method stands on three different client types and one cloud
server. The protocol waits for the connection signal from the end user. Each client component
of the protocol design has its own responsibilities. Each type of the MQTT-XT component

and their summarized functionalities are given below:

* Ground-station Client (End User): Typical ground-station that provides to connect,

send commands, and receive the status of UAVs which are connected to the cloud.

* Cloud (Server): The cloud server that provides to establish the connection between

Activator client and End-User with its specific topics

* Activator Client (FoG Area): This client provides to activate communication that
is not reachable by default for the end-user. It has its own broker that provides a
connection point for its area. Also, this client has some novel functions such as QDoS

and PSMI.
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* UAV Client (UAV Platform): UAV client is deployed on the UAV Platform and its

main aim is that interpret the MQTT message to UAV and UAV Messages to MQTT

topics.
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Figure 4.2 MAVLINK enabled MQTT (MQTT-XT) Top-Down level architecture flowchart

Since the motivation of the thesis is establishing communication of UAVs on the IoT network,

we communication approach is designed to be more flexible that fit the requirement of

the different areas.

The key point of the architecture is the MAVLINK interpreter and

auto-generated topics by clients. The subscribe and publish mechanism of the proposed
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protocol allows controlling UAVs more easily by generating custom topics over MQTT.
In Figure 4.2, the beginning of the process is presented. The subscribe events are colored
orange and publish events are colored purple. The sequential process of the protocol can be
easily tracked with blue arrows. However, each type of component has a unique task to keep
communication alive. Furthermore, even the backbone of the MQTT is preserved, as the
long-distance communication is aimed the structure is varied than MQTT. To demonstrate

each component functionalities’ detailed processes are presented following subsections.

4.1. Ground-station Client (End User)

The typical strategy to manage UAVs stands on establishing communication between UAV
and Ground-station [57]. As far as the communication or broadly known as data link is built,
the user can interact with UAV. From the perspective of the UAV flight modes, some of the
tasks require manual input from RC while some autonomous flight modes only require a
command to perform predefined actions. Furthermore, these autonomous flight modes do
not require active and robust communication as long as the commands are received once and

it knows what to do.

For this reason, MQTT-XT protocol is designed for UAVs by considering the network
connection is unstable like in many IoT environments. However, it is also useful where
manual inputs are not required. The ground-station client is acting like the typical controlling

center which is traditionally used for the command and control center illustrated in Figure

4.3

Unlike the traditional way, the end-user is connecting directly to the activator client in
different areas instead of UAVs. Actually, the activator clients are a more vital role than
the end-user in the perspective of the data link since the command and control are more
vulnerable on cloud messaging. The reason for this approach, providing more efficient
interaction with UAVs by providing a bridge on the edge of the FoG. A detailed explanation

of the approach for reason is given under Activator client.
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Figure 4.3 Typical communication between Ground station and UAVs

The ground-station (GS) client stands for 3 different publisher that allows sending message
and 3 different subscriber that listens to topics on the cloud for each FoG area connection.
The topics can be grouped under Connections, States, and Commands. The Connections
Topic class provides a connection between GS client and activator client. Also, reachability
information per drones that exist in the related connected area can be found under this group.
For example, if the user wants to connect FoG-1 and FoG-2 areas, the protocol sends the
connection message under "fog[X]/init_connect" and cloud responses this connect
message under "fog[X] /drone[Y] /reachable" where the X indicates FoG ID and

Y indicates the drone ID.

The topics are auto-generated on the cloud when the protocol is deployed. The user can
easily connect the FoG with only FoG IP. The IP table is also available via the activator
client. However, in order to ease case scenarios, the user interacts with the activator client
instead of each drone. The backbone of the MQTT-XT algorithm for the GS client is given
in Figure 4.4.

The State Topic includes the status of drones that are generated from autopilot and reported

29



Algorithm 1 MQTT-XT Backbone Algorithm for GS Client
1: function INIT_CONNECT(cloud_I P, fog-number) > To discover FoG nodes. Function accepts multiple FoG

number.
2: XT_Publish(cloud_IP,” fog-number [init_connect”, message)
3: if connection_Result then
4: generate_Listener_Topics(returned_fog_numbers|X|, returned_drones_numbers[Y]) > If user calls

with multiple fog numbers, X indicates array. Also, Y indicates the number of drones
5: end if
6: return Connection_Result
7: end function

8: function GENERATE_LISTENER_TOPICS( fog_-number) > Generates topics for GS client
9: XT_Subscribe(” fog-number /[QoDS”)
10: for A=0to X do

11: if Al = Reachable then pass > Do not subscribe drones which are not reachable
12: else

13: XT_Subscribe(” fog-number /drone[A]/reachable”)

14: XT_Subseribe(” fog-number /drone[A]/state/#”)

15: XT _Subseribe(” fog_number /drone[A] /command_result/#”)

16: end if

17: end for

18: end function

19: function PUBLISH_COMMANDS( fog_number, message) > To send commands
20: XT_Publish(cloud_IP,” fog-number /drone_number [commands”, message)
21: end function

Figure 4.4 MQTT-XT Backbone Algorithm for Ground station Client

by the activator client. The activator client automatically starts to publish the status of the
drone when the connect message is received. The functions are defined to receive each status
data which are received from all drones. When the user pulls the status data, cloud responses
messages under "fog[X] /drone[Y]/state/ [Status]" where the Status is a topic
that indicates the different status of the drone (e.g. Location, Battery Percentage, Flight
Mode, etc.).

The last topic which is named Commands Topics is used to provide giving the task
to drones. Each command has its result in the same topic group. When sending
a command, the end-user has two options. The first option is that give specific
drones that exist in FoG. For this command set, the user sends a message under
"fog[X]/drone[Y]/commands" topic and cloud responses this command under
"fog[X]/drone[Y]/commands_result" topic. The second option is related

to the FoG area. The protocol provides to receive one command that affects all
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nodes under FoG. To achieve this, the user can use a command to directly to
the activator client. The command message will be broadcast for all nodes under
"fog[X]/commands" topic and cloud responses this message for each drone again under
"fog[X]/drone[Y]/commands_result" topic. These typical message requests and
responses are given in Figure 4.5. The figure presents the typical connection, getting status,

and giving the command.

' Groundstation Client ~ Cloud

MQTTXT.Connect (31.223.9.181)

Y

Topic: fogl/init_connect
Message: Connect

CONN_ACK 3

f

Topic: fogl/dronel/reachable
Message: True

Topic: fogl/drone2/reachable
Message: False

Topic: fogl/drone3/reachable
Message: True

Topic: fogl/droned/reachable
Message: True

dronel get_statis.Location

A

PUBLISH DRONEZ1 STATUS [LOC]

A

Topic: fogl/dronel/state/location
Message: 1at:39.9207886,long:32.8540482 alt:871

dronel Set_command( Takeoff’)

Y

Topic:fogl/drone 1/commands
Message: Take off

PUBLISH DRONE1 COMM RESULT]

A

Topic: fog1/drone 1/commands_result
Message: Takeoff, Success

Y Y
MESSAGE Functiomr—»
_ _ _ Gererated MQTT _ —_
Topic and Message

Figure 4.5 MQTT-XT Messaging between GS Client and Cloud
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4.2. Server (Cloud)

The cloud component is providing a bridge between the end-user and activator clients. The
main focus of the cloud side is preserving topics that are generated from end-user and
activator clients. The topics are playing a vital role as the concept includes many different
connections among the network. The FoG number which is connected can be various
numbers as the main purpose of the protocol is to provide messaging between the activator

client and end-user. In Figure 4.6, the different types of connection can be noticed.

Y e (Y
o W o

Figure 4.6 Cloud - Type of Connections

The topics are automatically generated when the connection is established. Thus, the cloud
server settings are not needed as the activator client has its own server to provide services
for the edge side. The cloud should be deployed where clients can communicate without any
restrictions. Also, the messaging traffic will exponentially increase when the FoG node is
added. The limitation of the network on the cloud is limitless when it is compared to the
activator client. The activator client should have a more efficient load balance related to the
connected drone number. The total network load for the activator client is calculated using
the equation (1).
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k
L(z) = Z ByteStream,, (1)
n=1
Where the k indicates the number of the drone, x indicates the FoG number, and L courier
is used for the Total Load for FoG. Similarly, the total network load of the cloud can be

represented with the equation (2).

t
Total Load = Z L(z) (2)
=1
Where the t represents the number of FoG that is connected to the cloud. As can be seen
in the equations, the load of the cloud is highly increasingly related to the FoG number.
Furthermore, the resources of the cloud can be assumed as infinitely. Contrarily, the activator
client has a limited process and connection capacity due to the decreased cost of the edge

node.

4.3. Activator Client (Fog Area)

Activator client has the most vital role in protocol architecture design. The activator client
has its own broker to communicate different UAVs. In other words, the broker is embedded
for each FoG node. It receives the drone status and transmits them to the cloud. It also

receives commands from the end-user client and publishes them to the related UAV clients.

The client has a communication infrastructure with two different servers. The cloud side has
two subscribers and four publishers while the fog side has two subscribers and one publisher.
The topic groups for the cloud are the same as the ones mentioned in the end-user client:
Connections, States, and Commands. Except for the connection topic group, the states and

commands groups are existing in the FoG broker.

For the connection topics, the activator client listens to the initialization from the end user.

The name of the client comes from that function. The message publish mechanism for the
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cloud is not activated until the message received from "fog[X] /init_connect" topic.
The approach for the communication between the cloud and activator client is reactive. The
user needs to send connect message to activate communication. Also, the disconnect message
means deactivating message streaming. As the connect message is received, the activator
client publishes each drone reachability under "fog[X]/drone[Y]/reachable"

topic.

The messaging between UAV client and the activator client is proactive. As the
systems are alive, each UAV generates the status messages and publishes them under
"drone[Y]/state/ [Status]" topic. The activator client adds a tag with its ID and
publishes the same messages under "fog [X] /drone[Y]/state/ [Status] " topic as
the connection message is received. Figure 4.7 presents the activation and deactivation of

message traffic.

T10 8 B

Figure 4.7 Activator Client Activation and Deactivation Message Traffic

For the command messages, the activator client listens to two different topics

to process data.  The first one is the drone-specified command messages under
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"fog[X]/drone[Y]/commands" topic and forwards the command by
publishing under "drone[Y]/commands". The second one is received through
"fog[X]/drone[Y]/commands" topic. When the command is not specified
for the drone, the user can use "fog[X]/commands" topic. The activator client
processes the command whether it is broadcast or Prioritization on Selectable
Mission Item (PSMI). The command result message will be forwarded under
"fog[X]/drone[Y]/commands_result" topic. The backbone of the MQTT-XT

algorithm for the activator client is given in Figure 4.8.

For the common command message, related to its function, the activator client broadcasts or
prioritizes the command. This function provides a more effective way to communicate with
multiple nodes. For the broadcast message, the activator client publishes a message for each

drone. However, the PSMI includes the calculation to assign a task for the specific drone.

4.3.1. Prioritization on Selectable Mission Item (PSMI)

The PSMI is a useful feature to manage and organize comprehensive tasks. The main aim is
to create a decision support system for some commands. For example, if the user wants
to send a drone to X location, for this request, the command message is received from
"fogl/commands/goto" topic. If drone A location is assumed as Y and drone B as

Z, for the geological distance calculation, the Haversine Formula (3) can be used [58].

A A\
27¢ + coSp X coSpy X sz’n27

c =2 x atan2(+v/a, V1 — a) 3)
d=Rxc

a = sin

where the latitude is ¢, longitude is A and R represents earth’s radius. The value for Y can
be calculated as d4_,x and the value for Z can be calculated as dz_, x. If the Z value is less
than Y, the activator client will forward go to command for drone B. In this case, the PSMI

value for ”go to” mission will be [2,1].
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Algorithm 2 MQTT-XT Backbone Algorithm for Activator Client

1:
2
3
4:
5:
6
7
8
9

10:
11:
12:
13:

14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

27:
28:
29:
30:
31:

32:
33:
34:

35:
36:

37:
38:
39:
40:

41:
42:
43:
44:
45:
46:

function CLOUD_BROKER_LISTENER(cloud_I P) > Listens cloud broker to send commands
if init_connection then
cloud_connection = True > This variable provides activation to send status

Publish_drone_reachable_states(cloud_IP)
Publish_drone_status(cloud_I P)
Publish_qods(cloud_I P)
else
cloud_connection = False > This variable provides deactivation to send status
end if
if command_message then
if broadcast-message then
if PSMI _message then
XT_Publish(own_broker _IP,” drone[A]/commands”, message) > The drone is selected with
Haversine formula then Wait Command Result
XT_Publish(cloud_IP, " drone[A]/commands_result/[command_type]”, message)
else
for A=0to X do
XT_Publish(own_broker_I P, ” drone[A]/commands”, message) > Wait Command Result
XT_Publish(cloud-IP, ”drone[A]/commands_result/[command_type]”, message)

end for
end if
else
XT _Publish(cloud_I P, ” drone[A]/commands”, message) > Wait Command Result
XT _Publish(cloud_IP, ” drone|A]/commands_result/[command_type]”, message)
end if
end if

end function

function PUBLISH_DRONE_REACHABLE_STATE(cloud_I P) > Send drone reachable states
for A=0to X do
XT_Publish(cloud_IP,” fog-number /drone[A]/reachable”, message)
end for
end function

function PUBLISH_DRONE_STATUS(cloud_IP) > Send dromne states
for A=0to X do
XT_Publish(cloud_IP, ” fog_number /drone[A]/state/|data]”, message) > Data variable can be
various. The topics are auto generated from received messages”
end for
end function

function PUBLISH_QODS(cloud_I P) > Send QoDS values
Analyze_Drone_Status()
XT_Publish(cloud_IP,” fog-number /qods”, message)

end function

function GENERATE_LISTENER_TOPICS() > Generates topics for Activator client
for A=0to X do
XT _Subscribe(”drone[A]/state/#”)
XT_Subscribe(” drone[A]/command_result/#”)
end for
end function

Figure 4.8 MQTT-XT Backbone Algorithm for Activator Client
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However, the PSMI value is not only calculated based on the distance factor, the status of the
drone is also included to calculate PSMI. The battery drainage to arrive at that location is the
mostly used factor. For this reason, the estimated remaining distance for a drone is another
filter. If the drone is not eligible to arrive at that location, the PSMI will be not listed for the
end-user. Also, the distance between the commanded location and the drone location is not
the only factor to estimate for PSMI. The protocol promises to be suitable for any kind of
drone. So, the maximum groundspeed of the drone should be added PSMI calculation for
the commanded location after filtering eligible ones. The PSMI values will be ordered with

their time to arrive related to (4) formula.

d
TimetoArrive = ——— 4
imetoArrive groundSpeed 4)

4.3.2. Quality of Drone Services

The Quality of Drone Services (QoDS) is the function that presents the best available UAVs
which is ready for mission based on their status of them. The list is prepared by using
the battery percentage and maximum ground-speed attribute. The QoDS is published under
"fog[X]/QoDS" as the connection message is received. The user can call this list to see
the best option for the task. The function provides decision support for a user similar to

PSMI. Unlike the PSMI, the calculation is not related to any input from the user.

For the first step, the filter is defined to make a group of UAVs based on their battery
percentage. The filter works by dividing tenths of a hundred for battery percentage. A total
of ten groups are sorted for the first step. The higher battery percentage means to a higher
QoDS order. The second filter is used to separate and sort the UAVs that are sorted into the
same group. For this reason, the ground speed is used to sort. The higher ground speed takes

first place in the list. The example filter and sort operations are given in Figure 4.9.
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UAV 6
UAV 2
UAV 1
UAV 5
UAV 4
UAV 3

Figure 4.9 QoDS List Example

4.4. UAV Client (UAV Platform)

The last component is the UAV client which is placed on the UAV platform to communicate
with Autopilot over the serial bus. The main attribute of the UAV client is the interpreting
function. This function converts the MAVLINK message to the MQTT message and
transmits the MAVLINK message through MQTT topics. The protocol automatically does

the interpreting phase.

The MAVLINK message frame has a minimum packet length is 8 bytes while the maximum
packet length can be up to 263 bytes. The MQTT-XT is receiving this various byte array from
autopilot with serial interface and replaces it with predefined topics. Topics are generated
over the activator client with a UAV number tag. Thus, UAV client creates access points
for the end-user over the activator client. The activator client transmits its own status to the
activator client broker when the system is activated. The topics are designed according to the

MAVLINK packet structure and they are generic for all UAVs.

The user will be able to receive the status of desired UAV system with the
"fog[X]/drone[Y]/state/[Z]/" topic where the X indicates the FoG number,
Y indicates the UAV number, and Z is related to the directly MAVLINK topic
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like location, battery status, heading, etc. UAV client listens to commands
from the activator client under "drone[Y]/commands" and responses under
"drone [Y]/commands_result/ [A]" where the A has received a command message.
The command result includes the success or failure message to inform the end user.
The MAVLINK packets’ interpreting operation is designed by imitating the MAVLINK
messages. The serialization structure of MAVLINK supports different communication
methods for UAV communication. The UAV client of MQTT-XT is built on the serial
interface of the autopilot. The MAVLINK messaging is active between autopilot and UAV
clients. However, the user no anymore to struggles with MAVLINK packets since the

communication is provided by MQTT topics. The UAV client interpreter is given in Figure

4.10.

Activator Client |
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UAV Client | |

= : @
-— — — 4 ' I /
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Figure 4.10 UAV Client MAVLINK Interpreter

The main purpose of UAV client is to make MAVLINK protocols accessible via MQTT
topics for the any type of IoT network. This client structure can be used in one drone and
can be used for dozens of different types of platforms. Deploying it on the drone is enough
to start the communication. The backbone of the MQTT-XT algorithm for the UAV client is

given in Figure 4.11.
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Algorithm 3 MQTT-XT Backbone Algorithm for UAV Client

1

: function MAVLINK_INTERPRETER_TO_MQTT() > Listens MAVLINK on serial interface, convert messages
to publish on broker

status = Convert_Serial_Data()

XT_Publish(fog|X]|-IP, "dronelY|/state/[data]”, status)

4: end function

10:
11:

: function MQTT_INTERPRETER_TO_MAVLINK() > Listens MQTT topics’ messages, convert MQTT
messages to MAVLINK to send through serial interface
command_result = Convert_Serial_Data()
XT_Publish(fog[X]-IP,”dronelY]/command_result/[data]”, command_result)
: end function

: function GENERATE_LISTENER_TOPICS() > Generates topics for UAV client
XT _Subscribe(” drone[A]/commands /#”)
end function

Figure 4.11 MQTT-XT Backbone Algorithm for UAV Client
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5. EXPERIMENTAL RESULTS AND DISCUSSION

This section presents the experimental results by comparing the payload, time delay, mission
time, and packet loss between MQTT-XT and MAVLINK protocols. The protocols are
deployed within the different levels of the network to measure for given metric sets.
Furthermore, the experimental results are divided into two major sections: Message set

comparison and Scenarios.

The message set section includes the 10 types of messages that are provided to control UAV's
and to receive their status of them. The 5 vital status messages are selected for experimental
results: Battery, Location, Groundspeed, Flight mode, and Heading. The other message types
are commands to manage UAV movements with pre-defined functionalities: Arm, Takeoff,

Land, Offboard, and Go-to.

The scenarios are created with the same conditions and environments as the message set, but
they cover the complete task to manage drones. The last scenario is including the IoT packet
transfer with three different sensor types while still including the management of UAVs. On

the other side, the first three scenarios are only related to managing UAVs.

These two major experiments are tested in the same testbed; however, the number of UAVs
is 6 in the scenarios while this number is limited to one in message sets. Also, the number
of IoT nodes is different from each other since the scenarios are more focused on the
performances of protocols while the message set tests aim to measure individual messages

and have only 1 node per network level.

The key difference between the protocols is the network layers. The MQTT-XT benefits
from the TCP protocol while the MAVLINK is built over UDP. The MAVLINK has been
developed to provide RF communication to achieve long distances when the UAV is in line of
sight. However, as the demands of the user are changed, it has implementations for different
application layers. In this thesis, we prefer to use the UDP layer since it is more mature and

widely used.
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5.1. Testbed and Simulation Environment

The simulation environment is built using the Gazebo, which is an open-source project that
provides the deployment of different types of UAVs and PX4 autopilot. The simulator is
generally preferred to simulate robotic applications with its 3D physics engines. It generates

the sensor data for UAVs and it has the ability to interact with drones with the defined topics.

The PX4 flight controller is used to simulate the UAV platform autopilot. PX4 autopilot has
a strong open-source community. This flight control project is started at ETH Zurich and
it is low-cost and has a plug-and-play architecture to use in different research projects and
environments. It allows to use of different modes which are named Software in the Loop
(SITL) and Hardware in the Loop (HITL). The SITL provides to run the autopilot software
in the simulator without using any physical device while HITL needs a real device which is
connecting the simulator with the serial bus. The HITL is useful for testing flight controllers
in a simulator before deploying them on a UAV platform. Our experimental testbed is built
on the SITL since the controller does not need to be tested. The view of the gazebo is given

in Figure 5.1

The testbed is varied for the two major experimental results. For the first experimental
results, the architecture was designed to receive and transmit messages for both protocols.
The testbed includes one end-user computer, one cloud, one node, and one UAV node. For
the MQTT-XT, the cloud is used to deploy MQTT. The FoG node has the activator client
and the end-user has the ground station client to provide interaction with the nodes. Lastly,
the UAV platform has the UAV client and it simulates the UAV platform by using the UAV

Gazebo simulator.

For the MAVLINK, the cloud, FoG, and UAV nodes have the MAVLINK router. The user
interacts drone with the MAVSDK library. The MAVSDK is developed to be used in different
applications with software-based implementation. The MAVLINK router has the ability to
forward the MAVLINK packets to both sides like a bridge. To decide on the MAVLINK

router, two different candidate applications put themselves forward: mavproxy and mavp2p.
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Figure 5.1 Gazebo Simulator

Both of them serve the purposes of the experimental results. However, from the perspective
of the simulation environment, the mavp2p promises to serve under constrained resource
conditions. For this reason, mavp2p is used as a MAVLINK router for all test scenarios. The

UAV platform has the same structure as the MQTT-XT side except for the UAV client.

The UAV client uses the MAVLINK router like other nodes. The general structure of the
testbed for MQTT-XT and MAVLINK protocols is given respectively under Figure 5.2 and

Figure 5.3.

The second major experimental result aims to test protocols under specific tasks to reveal
the performances of the protocols under heavy load. For this reason, four different scenarios
are defined. All scenarios have six UAV Clients with the two FoG nodes. The first 3 UAVs
are connected to the FoG 1, while the last 3 of them are connected to the FoG 1. The
number of cloud and end-user clients is 1 node for each of them. However, scenario 4 has
an extra 6 IoT sensor nodes which produce temperature, humidity, and light data to transmit

end-user. Thus, the main aim of Scenario 4 is to present the performance capabilities under
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Figure 5.2 Testbed Structure for the MQTT-XT Protocol on Message Sets
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Figure 5.3 Testbed Structure for the MAVLINK Protocol on Message Sets

an IoT environment while the first three scenarios aim to manage UAVs. For the first three
scenarios, the general structure of the testbed for MQTT-XT and MAVLINK protocols is

given respectively, under Figure 5.4 and Figure 5.5.

Scenario 4 has a unique architecture while the UAV management is the same as the 3
scenarios. The key difference is related to IoT sensor networks. The scenario includes
directing UAVs to specific tasks where the UAVs receive three different sensor types and
transmit these data over their FOG nodes. A total of 18 sensor data is transmitted to the
end-user in Scenario 4. The Scenario 4 problem definition helps to understand the differences
between MQTT-XT and MAVLINK protocols from the point of IoT network view. UAVs
are in service as the IoT node in MQTT-XT, while the MAVLINK lacks the transmission
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or interact with other IoT nodes. For this reason, the basic MQTT structure is built for
MAVLINK to transmit sensor data over existing networks. The simulation view can be seen

in Figure 5.6.

Furthermore, the detail of scenario expectation is given in Figure 5.7. Each UAV has a task
to do such as go to given coordinate to obtain data. The range of the sensor is not able to
transmit the sensor data to FoG. Thus, UAVs create a bridge by obtaining data from sensors
and transmitting them directly to FoG. The MQTT-XT has the flexibility to create topics that
serve the communication with other 10T nodes. Thus, UAVs can be considered a part of the

IoT node. The UAVs are connected only to their FoG and this is pre-defined.

AREA 1 i
AREA 1 UAV ACTIVATOR | ——————» seRaLCOM
CLIENTS CLIENT | > MAVLINK
[T ——— P SUBSCRIEE
GAZEBO T B> puBLIsH

SIMULATION

COMPUTER

'
I
I
|
|
|
I
I
I
I
I
]
]
]
]
]
1
1
1
1
]
1
1
1
1
1
1
1
]
|
|
1
1
1
1
|
|
|
I
1
I
I
|
L
I
I
I
I
|
|
|
1
I
I
I
1
]
|
I
I
]
]
|
]
I
1
]
]
]
]
|
]
1
|
]
]
]
]
1
1
|
1

AREA 2
AREA 2 UAV ACTIVATOR CLOUD END-USER
PLATFORMS CLIENT

Figure 5.4 Testbed Structure for the MQTT-XT Protocol on Scenarios
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Figure 5.6 Gazebo Simulator for Scenario 4
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5.2. Performance Metrics

The evaluation criteria of performance metrics for the network-based methods depend mostly
on the time delay, packet size, and packet loss. Because, these three types of metrics
are affected by the other types of metric data such as throughput, bandwidth, jitter, etc.
For this reason, 3 different types of metrics are selected for evaluating MAVLINK and
MQTT-XT protocols when comparing the message set: Packet size, Time delay, and Packet
Loss. Furthermore, the other important metrics are the message traffic size after establishing
a connection between nodes and the number of messages exchanged between all nodes.

Consequently, it is aimed to compare the protocols over 5 different metrics.

The packet size is measured independently for the transmitted command message and
received status message. The time delay metric for the message set is calculated end-to-end.
In other words, required time for messages to reach the end-user node from the UAV node or
vice versa. Packet loss is one of the most important metrics since UAVs are more susceptible
than IoT devices regarding packet loss if they are not received a command message, and the

given task is not able to execute.

The packet count and message traffic size metrics present the message traffic that occurs
when the user needs to send a command or receive a status. The base architecture is not
changed for MAVLINK or MQTT-XT. Since both protocols have their architecture to provide
communication among nodes, the protocols can send or receive different messages other than
the selected ones. The main purpose of the metrics is to present that the packet size which is
consumed by the protocols to provide communication does not only consist of the messages
sent or received but also the different types of messages that should be taken into account
since the MAVLINK streams many different packets, even if the user needs the specific ones.
Also, MQTT-XT has internal processes between nodes e.g., SYNC, CONNECT, ACK. In

this way, traffic density can be observed among all nodes.

The packet loss is the other important criterion since the message types consist of required

information for both UAV and end-user clients. For this reason, the QoS level of the
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MQTT-XT is used as O to provide a more fair comparison. Because the QoS 1 and 2 levels
guarantee the packet delivery. Also, the QoS level is not defined as 1 or 2 since the density of
the message is high. Furthermore, QoS 2 is the slowest alternative among quality of service
levels. The packet loss is calculated for only transmitted or received messages. The other
message types are not taken into account since the main purpose is evaluating the compared

messages and both protocols have different types of messages.

Lastly, the above 3 of 5 metrics are different for prepared scenarios. Because the point of
the scenarios is to measure the robustness and efficiency of the protocols in the different
conditions and tasks. The time delay metric is changed as the mission complete time to
measure the response of the protocols under heavy-load conditions and pressure of the high
density of traffic. The packet loss is obtained for the whole traffic which is produced by
the protocols. The packet size is not used for the scenarios. However, message traffic size
and packet count metrics have not changed. Also, unlike the message set tests, packet loss
is calculated for all messages that are taken as part of scenarios. In other words, the whole

packets which are transmitted or received by nodes are measured to obtain packet loss.

5.3. Command and Status Messages Evaluation

The various number message set is defined under MAVLINK to manage UAVs. These
different message sets have their responsibilities. MQTT-XT imitates each MAVLINK
message under MQTT topics to transmit one node to another. To provide a comparison
between MAVLINK and MQTT-XT, the 5 different status messages and 5 different command
message is used. Especially, the command message benefits the autopilot structure to direct
UAVs and the command set does not require manual input continuously. These 10 different
message types and their description is given in Table 5.1 and these types are evaluated with

explanation in following subsection.
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Message Name | Type Description

Arm Command | Provides to start (arm) the motors of the UAVs.
Takeoff Command | Provides to take-off the UAVs vertically in current position.
Land Command | Provides to land the UAVs vertically in current position.
Go to Command | Provides to direct the UAVs given location and altitude.
Offboard Command | Provides to direct the UAVs with given attitude.
Battery Status Provides remaining battery information of UAVs.
Location Status Provides current location and altitude of UAVs.
Heading Status Provides current heading of UAVs.

Groundspeed | Status Provides current speed of UAVs relative to ground.
Flight Mode Status Provides current flight mode information of UAVs.

Table 5.1 Evaluated message types and their description

5.3.1. Time Delay

The time delay of each message is tested individually. This metric is obtained by measuring
message transmission time for an end-to-end node. For each message type, 100 messages
are used to eliminate intruders. The summary results of the time delay for MQTT-XT and

MAVLINK are presented under Figure 5.8.

The results show that both protocols produce close values to each other. However,
MAVLINK performs better since it is based on the UDP stream. Also, the MQTT has only
a 6 ms difference from MAVLINK when the Go-To message type is analyzed. The highest
difference between them is obtained for the location data. The time difference is 200 ms for

this message.
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Average UAV Messages Time Delay Comparison
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Figure 5.8 Average Time Delay for 100 Messages

The maximum and minimum points of time delay data have very different results when the

message types are inspected individually. For example, in Figure 5.9, the maximum time

delay is observed as 3202 ms for MQTT-XT where the value is 1450 ms for MAVLINK. A

similar result can be seen in Figure 5.10. The maximum value is 2727 ms for MQTT-XT
where the value is 1967 ms. The key difference between MQTT-XT and MAVLINK is
related to their architecture. The principle of the MAVLINK stands on streaming that aims

to fire and forget. This situation differs for MQTT-XT. Because MQTT-XT tries to transmit

a message at least once since the QoS level is set as 1.
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Figure 5.9 Time Delays for 100 Arm command message
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Figure 5.10 Time Delays for 100 Battery status message

The time delays for the command message set are given in Figure 5.11, Figure 5.12, Figure
5.13, and Figure 5.14. The result of the command message set shows similar trends to each
other. When the time delay is inspected for command messages, the maximum value to
transmit a message is offboard command with 2112 ms among the command messages. For
the MQTT-XT side, this maximum value is received for the Takeoff command with 5938.
However, the time delay is the exception and the average time delay of the commands is too
far between MQTT-XT and MAVLINK.
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Figure 5.11 Time Delays for 100 Takeoff command message
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Figure 5.12 Time Delays for 100 Land command message
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Figure 5.13 Time Delays for 100 Go to command message
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Figure 5.14 Time Delays for 100 Offboard command message

The time delays for the status message set are given in Figure 5.15, Figure 5.16, Figure 5.17,
and Figure 5.18. The sudden rise in time delay is observed for the location status message
and the linear decrease that follows it. The main root cause is that location data is the heaviest
payload data. So, the time delay trend on the location can be considered as a result of this
reason. The status message has a similar result to the command message set. Comparing
both protocols, the MAVLINK has better time delay performance. The maximum value for

transmitting a message is obtained in location status with 2678 ms among all status messages.
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Also, the maximum value between status messages is received in the same Location status
message for MQTT-XT status with 5523 ms. However, the time delay is the exception and
the average time delay of the commands is too far between MQTT-XT and MAVLINK.
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Figure 5.15 Time Delays for 100 Flightmode status message
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Figure 5.16 Time Delays for 100 Groundspeed status message
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5.3.2. Packet Loss

The packet loss of the message set for MQTT-XT is a very low percentage when compared to
MAVLINK. Thanks to TCP and QoS mechanisms, the packets are transmitting more reliably
for MQTT-XT. On the other side, the MAVLINK is only streaming the packets and there is no
control mechanism for re-transmission. However, this situation causes more time delay for
MQTT-XT, but the trade-off gap is not so close between MQTT-XT and MAVLINK as in the
time delay metric. The packet loss is obtained only for the exact number of transmitted and
received packets. The other packet types are ignored since the main purpose of the metric is
presenting a demanded message set. The command message has a lower packet loss when it
is compared to the status message for both protocols. Among the message sets, the location
and the heading have the most packet loss percentage than any other type. A total of 15
packets out of 100 are lost in MAVLINK while the packet loss rate is 5 for location and 1
for heading in MQTT-XT. For the different loss rate between Location and Heading message
types in MQTT-XT is related to the MQTT-XT. MQTT-XT separates the heading data from
other data and not transmits other data, unlike MAVLINK. The payload size can be up to 255
bytes. So, some of the packets have many data instead of the desired ones. The packet loss

for all message sets are given in Figure 5.19.
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Figure 5.19 Packet Loss for Command and Status Messages
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5.3.3. Packet Size

The packet size metric directly aims to present the size of the packet for both protocols.
For this reason, all status and command messages are obtained to give perspective for
performance evaluation considering only packet types. Also, the packet sizes are obtained
between only 2 nodes. If the architecture has 3 different hops to be able to transmit a message,
packet sizes will be increased relative to node number. The packet sizes for 10 different

messages are given in Table 5.2.

Message Name | MAVLINK (bytes) MQTT-XT (bytes)
Arm 86 95
Takeoff 86 99
Land 86 96
Go to 86 96
Offboard 87 103
Battery 86 97
Location 124 242
Heading 124 112
Groundspeed 71 118
Flight Mode 70 95

Table 5.2 Packet size comparison for 10 message types between MAVLINK and MQTT-XT

The evaluation shows that the MQTT-XT has more payloads than the MAVLINK. The main
reason for the packet size difference is related to MQTT-XT topics. MQTT-XT specifies
the topic to indicate the address of nodes. Also, it carries the data with the same payload.
However, MAVLINK fundamentally aims to stream data. The MQTT-XT reduces the
MAVLINK heavy payload by interpreting messages for specific nodes and publishing them
under specific topics. Also, MQTT-XT extracts the required data and transmits it when the

end-user client sends the connection message.
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5.3.4. Packet Count and Message Traffic Size

Both protocols have other message types other than the selected message set. When the
communication is established protocols produce the traffic rather than only transmitting
a specific message.

and clients like SYNC, ACK, PUBACK, etc.

For example, MQTT-XT has different processes between broker
when it deals to transmit one single
message. MAVLINK also has a message stream between nodes to provide communication
continuously and this function is the fundamental part of it. Therefore, the packet count and
the total message traffic size for protocols are measured to reveal the traffic density even if
for one particular message type. However, the 100 command messages are sent continuously
for both protocols and the connection is not broken until the last message is received. Also,
MQTT-XT does not include status messages since it can prefer listening message topics
or not. Also, the total sizes of ongoing messages are obtained between the first and last
commands. The consumed total size to transmit 5 different 100 command messages is given

in Figure 5.20.
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Figure 5.20 UAV Command Messages Comparison in MB
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The result shows that the packet size of MQTT-XT is at least 5 times smaller than MAVLINK.
Also, the message sizes are changed between commands while the MQTT-XT remains
almost the same size for each command message. For the Arm command, the amount of

packets and their distribution for the MAVLINK is given in Figure 5.21

Total Number of Message Length Distribution for Total Number of Message Length Distribution for
MAVLINK Arm Messages MQTT-XT Arm Messages
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40-79 5447 7141 52 79 31.85 0.38897 40-79 4312 70.42 68 76 83.96 0.303651
80-159 10913 90.35 80 124 63.82 0.98593 80-159 824 90.9 82 107 16.04 0.074302
160-319 740 286 286 286 4.33 0.21164 160-319 0 0 0 0 0 0
Total 17100 92.78 52 286 100 1.586538 Total 5136 73.71 68 107 100 0.349248

Figure 5.21 Traffic Message analysis for the Arm command message

The total size of the command is 5 times greater if MQTT-XT and MAVLINK are compared.
However, the packet count does not fit the same trend line. The MAVLINK is 3 times
greater for the number of packets than the MQTT-XT which is caused by the packet density.
The most packet density for the MAVLINK is between 80-159 bytes while it is between
40-79 for the MQTT-XT. The MQTT-XT can transmit the same command messages with
smaller packets. Furthermore, the payload can be up to 160-319 for MAVLINK. As a result,
traffic will exponentially increase for MAVLINK when the other nodes are added to the same

network. Another example can be observed for offboard command in Figure 5.22.
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Total Number of Message Length Distribution for
MAVLINK Offboard Messages

Total Number of Message Length Distribution for
MQTT-XT Offboard Messages
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Figure 5.22 Traffic Message analysis for the Offboard command message

The packet size difference is almost 8 times while the packet count is only 6 times. The
correlation between message traffic size and packet count is similar to each other. The other
command messages Takeoff, Go to, and Land are respectively given in Figure 5.23, Figure

5.24, and Figure 5.25.
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Figure 5.23 Traffic Message analysis for the Takeoff command message
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Total Number of Message Length Distribution for Total Number of Message Length Distribution for
MAVLINK Go to Messages MQTT-XT Go to Messages
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Figure 5.24 Traffic Message analysis for the Go to command message

Total Number of Message Length Distribution for Total Number of Message Length Distribution for
MAVLINK Land Messages MQTT-XT Land Messages
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Figure 5.25 Traffic Message analysis for the Land command message

Status messages have different results than command messages for the MAVLINK. Status
messages are transmitted continuously and automatically at specific rates by MAVLINK.
However, obtaining exactly 100 selected status messages cause to increase in the size

significantly on the status message set. The consumed total size to receive 5 different 100

status messages is given in Figure 5.20.
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Consumed Total Length for 100 Messages

UAV Status Messages Comparison in MB
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Figure 5.26 UAV Status Messages Comparison in MB

The same payload distribution can also be seen for status messages. For example, the battery
status is given in Figure 5.27. The packet count and sizes are still the same density level with

the same byte lengths as obtained for command messages.
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Figure 5.27 Traffic Message analysis for the Battery status message
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The traffic message size result for the battery is almost 3 times greater than the command
message set. However, the result is not changed dramatically for MQTT-XT since the stream
function is not defined for MQTT-XT. But, as the packet lengths are increased, the traffic

message size is also increased for MQTT-XT, which can be observed in Figure 5.28.

Total Number of Message Length Distribution for Total Number of Message Length Distribution for
MAVLINK Location Messages MQTT-XT Location Messages
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Figure 5.28 Traffic Message analysis for the Location status message

The location data is formed of longitude, latitude, and altitude data. Also, this data includes
long numbers to transmit among the network. Therefore, unlike other MQTT-XT message
sets, the location status message has a packet distribution between 160-319. But, it still
outperforms the MAVLINK. The other status messages Heading, Groundspeed, and Flight
Mode are respectively given in Figure 5.29, Figure 5.30, and Figure 5.31.
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Figure 5.29 Traffic Message analysis for the Heading status message

Total Number of Message Length Distribution for
MAVLINK Groundspeed Messages

40-79 ™ 80-159 W 160-319%

Total Number of Message Length Distribution for
MQTT-XT Groundspeed Messages

¥ 40-73 W 80-158

Average Min Max Total Average Mi Max Total
Packet  Noof Percent of Packet  Noof Percent of

Value Value Value ) Length Value Value Value Length
Lengths Message Dist. Lengths Me

(Byte) (Byte) _(Byte) () (Byte) (Byte) _(Byte) (m8)
40-79 33067 71.07 52 79 27.14 2.350072 40-79 5495 68.45 66 74 84.73 0.376133
80-159 82356 90.19 80 146 67.59 7.427688 80-159 950 97.97 20 121 15.27 0.09699
160-319 6417 285.96 162 314 5.27 1.835005 160-319 o o o o o o
Total 121840 | 95.32 52 314 100 11.61379 Total 6485 72.96 66 121 100 0.42801

Figure 5.30 Traffic Message analysis for the Groundspeed status message
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Total Number of Message Length Distribution for Total Number of Message Length Distribution for
MAVLINK Flight Mode Messages MQTT-XT Flight Mode Messages

v

40-79 ™ 80-159 ® 160-319 = 40-79 80-159

Average Min Max Total Average Min Max Total
Packet  No of Percent of Packet  Noof Percent of

Value Value Value N Length Value Value Value N Length
Lengths Message Dist. Lengths Message Dist.

(Byte) (Byte) (Byte) (mB) (Byte) (Byte) (Byte) (wE)
40-79 41552 71.02 52 79 26.93 2.951023 40-79 4222 68.42 66 74 84.07 0.288869
80-159 79362 90.22 80 148 67.75 7.16004 80-159 200 89.38 80 98 15.93 0.071504
160-319 6235 285.99 260 314 5.32 1.783148 160-319 o o o o o o
Total 117149 | 95.47 52 314 100 11.18422 Total 5022 71.76 66 28 100 0.360379

Figure 5.31 Traffic Message analysis for the Flight Mode status message

5.4. Drone Management and IoT Sensor Data Gathering Scenarios

Evaluation

The experiments of the scenarios are designed to reveal the performance of the protocols
in different situations. The first 3 scenarios are related to managing a drone with a couple
of messages. The task flow first scenario starts with the Arm command and continues with
the takeoff, hold for 15 seconds and then land. For the second scenario, each drone has
certain coordinates to arrive after an arm, takeoff sequence. After this step, they return to
their takeoff positions and land. The third scenario includes only the arm, takeoff, and land

command sequence.

The last scenario is similar to the second scenario except for the data transmission task. The
task sequence starts with the arm, takeoff and continues with arriving given coordinates.
After reaching a mission point, the transmission of [oT data starts and after finishing the

transmission operation they return to the takeoff points and land exact position.
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54.1.

Mission Complete Time

The mission complete time is measured from the first arm command to disarming the last

UAV. The mission complete time includes all processes of the mission. A total of 10 mission

complete times are obtained per scenario to compare protocol behaviors.

Mission complete time is presented in Figure 5.32
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Figure 5.32 Average Mission Complete Time

The results show that the MQTT-XT completes missions approximately 30% faster than

MAVLINK. The MQTT-XT utilizes communication for multiple vehicles with its broadcast

function. Since MAVLINK aims to manage drones with peer-to-peer connections, some of

the tasks are performed just in time. Also, for every 6 UAVs, the end-user and cloud need

MAVLINK routers per connection and each fog needs 3 routers. The first 3 scenario mission

complete time for 10 attempts and its distribution over time is given in Figure 5.33, Figure

5.34, and Figure 5.35.
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Figure 5.35 Scenario 3 - Mission Complete Time

The scenario 4 mission complete time also is originated from the extra connection for the
IoT sensors’ data gathering. The MQTT-XT uses its connection to transmit the data while
the MAVLINK is not able to receive and transmit data to FoG. For this reason, alongside
the MAVLINK connection, MQTT is established to provide sensor gathering operation. The

mission complete time result of Scenario 4 is presented in Figure 5.36.
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5.4.2. Packet Loss

Unlike the result of the message set, the packet loss is increased for the MAVLINK. As
the MAVLINK streams different variables to the end user, most of them do not even arrive
at the end user. Also, as the number of nodes is increased from 1 to 6, the MAVLINK
has remarkable performance issues in terms of packet loss. However, the main aim of the
MAVLINK is not to guarantee packet delivery. But, the MQTT-XT performs extremely
better since the infrastructure of the MQTT-XT stands on the TCP. Thus, the packet loss

ratio is approximately between 1-2% for MQTT-XT while this ratio goes up to 28%.

Packet Loss for Scenarios
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Figure 5.37 Packet Loss for Scenarios

5.4.3. Packet Count and Message Traffic Size

This evaluation criteria has the most remarkable results. The packet count and message
traffic size rise drastically for MAVLINK, while these values are very significantly low for
MQTT-XT. Since the MAVLINK is more talkative, the packet counts are extremely increased

for it. In figure 5.38, the total consumed message sizes are given.

There is a directly proportional relationship between the elapsed time and the number of

packets counted. On the other hand, the high number of UAVs greatly affects traffic density.
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Consumed Total Length of Messages for Mission
200 -
150 A
£
[
L]
s
100 A
50 —
0 A
Scenario 1 Scenario 2 Scenario 3 Scenario 4
| u MAVLINK 50.687821 78.11792604 50.720292 235.02008
| = maTT-XT 0.509256 2.723424 0.29799 0.348432

Figure 5.38 Total Consumed Message Size for the Scenarios

Because MAVLINK supports only peer connections for the UAVs and routers are only

responsible for forwarding packets to end-users. The results of Scenario 1-3 are presented in

Figure 5.39, Figure 5.40, and Figure 5.41.
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Total Number of Message Length Distribution for
Scenario 1 (MAVLINK)

40-79 W 80-159 W 190-319

Average i X Total
Packet Noof Percent of
Value Value Value " Length
Lengths Message Dist.
(Byte) _(Byte) (Byte) (MB)
40-79 65870 70.13 54 76 12.84 4.619463
80-159 | 422719 5247 80 154 82.43 39.08883
160-319 | 24238 | 288.03 288 316 4.73 6.981271
Total 512827 98.84 54 316 100 50.68782

Total Number of Message Length Distribution for
Scenario 1 (MQTT-XT)

® 40-79 = 80-159 160-319

Average Min Max Total
Packet  Noof Percent of
Value Value Value . Length
Lengths Message Dist.
[Byte) _(Byte) (Byte) (MB)
40-79 6378 68.38 66 74 B82.66 0.436128
80-159 1120 93.92 80 116 14.51 0.10519
160-319 218 241.53 219 249 2.83 0.052654
Total 7716 76.98 66 249 0 0.509256

Figure 5.39 Traffic Message analysis for the Scenario 1

Total Number of Message Length Distribution for
Scenario 2 (MAVLINK)

Total Number of Message Length Distribution for
Scenario 2 (MQTT-XT)

40-79 =™ §0-159 ®™ 160-319

Average Min Max Total

Packet  Noof Percent of

= 40-79 ™ 80-159 160-319

Average  Min Max Total

Packet  Noof Percent of

Value Value Value ) Length Value Value Value . Length
Lengths Message Dist. Lengths Message Dist.
(Byte) (Byte) (Byte) (MB) [Byte) _(Byte) (Byte) [MB)
40-79 1251394 68.88 54 78 13.94 8.623363 40-79 34713 68.45 66 74 84.13 2.376105
80-159 | 772609 89.95 20 142 86.06 69.49618 80-159 5877 52.52 80 134 14.24 0.54374
160-319 1 160 160 160 0 0.00016 160-319 674 244.92 232 261 1.63 0.165076
Total 897804 | 87.01 54 160 100 78.11793 Total 41264 74.76 66 261 100 2.723424

Figure 5.40 Traffic Message analysis for the Scenario 2



Total Number of Message Length Distribution for Total Number of Message Length Distribution for
Scenario 3 (MAVLINK) Scenario 3 (MQTT-XT)

40-79 W 80-159 160-319 ® 40-73 W 80-159 160-319

Average  Min Max Total Average  Min Max Total
Percent of Packet  Noof Percent of

Value Vvalue Value Length Value Value Value Length

Lengths Message

Packet  Noof

Lengths Message [Byte] (Byte) (Byte) Dist. (MB) [Byte) (Byte) (Byte) (MB)

40-79 82538 68.87 24 78 14.17 2.684392 40-79 2906 68.38 66 74 82.67 0.198712
80-159 | 500119 | 90.05 80 142 83.83 45.03572 80-159 335 93.56 80 116 15.22 0.050055
160-319 o 0 0 o 0 0 160-319 74 239.81 233 247 2.11 0.017746

Total 582657 | 87.05 54 142 100 50.72029 Total 4515 75.82 66 247 100 0.29799

Figure 5.41 Traffic Message analysis for the Scenario 3

Scenario 4 has the most traffic messages among scenarios. It is almost 4 times greater than
Scenario 1 and Scenario 3. However, the elapsed time is also greater by almost 5 times
than others. However, the MQTT-XT does not spend much effort to complete a mission.
Moreover, the great ratio of the message size comes from the sensor data. The MQTT-XT

still has the same result as Scenario 2. The result of Scenario 4 is given in Figure 5.42.
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Total Number of Message Length Distribution for Total Number of Message Length Distribution for
Scenario 4 (MAVLINK+MQTT) Scenario 4 (MQTT-XT)

@
%
LC

W 40-79 ™ 80-159 ® 40-79 ® 80-159 160-319
Average Min Max . Total i Total
Packet No of Percent of Packet No of Percent of
Lengths Message B e e Dist. oL Lengths Message - Dist. (nses
(Byte) _(yte) (Byte) (mB) (Byte) (mB)
40-79 | 1203175 | 74.39 78 42.89 89.50419 3.749207
80-159 | 1602211 | 93.32 80 140 57.11 149.5183 80-159 11289 89.23 80 156 17.04 1.007317
160-319 8 22 202 202 0 0.000176 160-319 149 245.23 236 257 0.22 0.036539
320-639 6 376 376 376 0 0.002256 320-639 0 0 0 0 0 0
Total | 2805400 | 96.43 55 314 100 270.5247 Total 66267 72.33 66 257 a 4.373622

Total Number of Message Length Distribution for
Scenario 4 (MQTT)

O

W 40-79 W 80-159

Average  Min Max Total
Packet  Noof Percent of
Value Value Value Length
Lengths Message Dist.
(Byte)  (Byte) (Byte) (MmB)
40-79 51548 68.38 66 79 82.66 3.524852
80-159 10813 89 80 116 17.34 0.962357
Total 62361 71.96 66 116 100 4.487498 |

Figure 5.42 Traffic Message analysis for the Scenario 4

5.5. Discussion

For the evaluation, UDP-based MAVLINK and TCP-based MQTT-XT are compared in the
Gazebo simulation environment. The evaluation is based on 2 different experimental results.
The first experimental summary results, which are given in Table 5.3 present the 10 different
command and status message types that provide to manage UAVs and to receive their status

of them. For the first experimental results, 1 UAV platform, one Raspberry Pi to simulate

74



FoG, one cloud, and one End-user client were used. Each message type is sent or received

100 times for both protocols to obtain results.

ML(;T;;O;;:"(‘I\TI;) Tot:llul':llne::rage Average Time Delay (ms)| Packet Loss (%)

Message Types| MAVLINK MQTT-XT MAVLINK MQTT-XT MAVLINK MQTT-XT MAVLINK MQTT-XT
ARM| 1.58653800 0.349248 17100 5136 549 719 0 0
TAKEOFF| 2.32475760 0.344488 | 24585 5066 820 762 1 0
LAND| 1.68513516 0.347956 | 17742 5117 559 632 0 0
OFFBOARD| 2.62453531 0.348432 | 27217 5124 689 671 11 0
GOTO| 1.58762592 0.350812 | 16524 5159 832 838 0
BATTERY| 11.28254589 0.500109 | 117051 6976 720 738 0
GROUNSPEED| 11.61378880 0.428010 | 121840 6485 500 627 14 1
LOCATION| 11.36261700 0.502854 | 119105 7619 669 868 15 5
FLIGHT MODE| 11.18421503 0.360379 | 117149 5022 706 534 12 2
HEADING| 10.99875102 0.328284 | 115134 4974 567 458 15 1

Table 5.3 Summary table of the experimental results for 100 command and status messages

The result shows that the MQTT-XT utilizes packet size at least 5 times better than
MAVLINK for the command message set. In the status message set, MQTT-XT outperforms
by shrinking at least 20 times. The main reason for the enormous difference between
protocols is that MAVLINK streams many different messages, while MQTT-XT is more
likely to focus on UAVs as 10T nodes and is designed to minimize packet sizes. Also, the
number of packets to transmit or receive required messages is costly for MAVLINK. Even to
receive or transmit 100 messages among nodes, it spends packets of at least more than 17000

for command types; 110000 for status types.

For the average time delay, the MAVLINK performs slightly better for 6 different message
types since the principle of MAVLINK is fire and forget while MQTT-XT offers a more
reliable connection for constrained environments. However, this difference causes packet
loss for MAVLINK. The packet loss ratio is higher on MAVLINK. Especially, in the status

message set, the packet loss ratio ups to 15 percent where it is 5 percent in MQTT-XT.

The second experimental result aims to reveal protocols’ performances under more
complicated network architectures with designed 4 different scenarios. For the first three
scenarios are designed to control and manage six UAVs on two Raspberry Pi which simulate
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different located FoGs, one cloud, and one end-user is used. Scenario 4 includes the first 3
scenarios’ purpose, but it is also designed to obtain three different sensors for each UAV and

transmit data to the end user. The summary of the results for four different scenarios is given

in Table 5.4.

Total Con.sumed Total Message Average. Mission Packet Loss (%)
Message Size (MB) Number Complete Time (MM:SS)
MAVLINK  MQTT-XT | MAVLINK MQTT-XT | MAVLINK MQTT-XT |[MAVLINK MQTT-XT
Scenario 1| 50.6878207 0.509256 | 512827 7716 01:04 00:44 28 1
Scenario 2| 78.1179260 2.723424 | 897804 41264 02:06 01:25 20 2
Scenario 3| 50.7202919 0.297990 | 582657 4515 01:08 00:42 21 1
Scenario 4| 239.020080 0.348432 | 2805400 66267 06:15 04:29 20 2

Table 5.4 Summary table of the experimental results for 4 different scenarios

The density of message traffic for MAVLINK is high. Also, as the MAVLINK has a
heavy payload, the message sizes are extremely costly. The MQTT-XT uses packet sizes
100 times smaller than MAVLINK. Furthermore, in Scenario 4, the cost ups to 239 MB
while it is only 0.34 MB for the MQTT-XT. The MQTT-XT also utilizes the network to
serve better performance for multiple UAVs and mission complete time is 30% better than

MAVLINK-based architecture.

The other main evaluation criterion is the packet loss ratio. The situation also differs from
the message set test. Under heavy workload, the MAVLINK packet loss is between 20% and
28%. The MQTT-XT protocol provides a more reliable connection with its architecture and
the packet loss ratio is between 1% and 2%. The main problem for the MAVLINK is that it
aims to send packets as soon as possible and is not optimized for packet loss. The MQTT-XT
is designed to work on constrained resources and it is more robust to communicate with

enormous numbers of connected nodes.
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6. CONCLUSION

In this thesis, a novel MQTT-XT protocol, also known as MAVLINK Enabled MQTT, is
proposed to provide communication with UAVs over 10T networks while considering these
devices as a part of the IoT. The main motivation is to close the gap between IoT devices
and UAVs. The main problem is that the UAVs protocol differs from IoT protocols and
the management of UAVs is not possible with the current IoT protocols. Since UAVs have
their dialect protocol like MAVLINK, IoFT researchers are struggling to implement different
protocols. Furthermore, the protocols are generally built on RF signals that are useful for

line-of-sight operations but not for cloud operations.

With the advancement in technology, the requirements of the UAVs are changed and the
MAVLINK provides communication over network layers to spread more different network
layers. Thus, the researchers have the capability to build the MAVLINK with the network
layer protocols like UDP and TCP. However, there are still problems with the perspective
of IoFT. As well known, the IoT term includes many different devices which cause
heterogeneous structures. When the number of UAVs is increasing, controlling and managing

the network is becoming more complex.

For this reason, MQTT-XT plays a vital role in solving existing problems in IoFT, while
on the other hand, it serves as an IoT protocol. The MQTT-XT has the capability of
communicating with UAVs and IoT devices over MQTT. To provide this, MQTT-XT
introduces 3 different client types, unlike the traditional MQTT approach client-server logic.
The first client named UAV client has the responsibility to interpret MAVLINK and MQTT
messages to each other. The main purpose of the UAV client is to be a bridge between
IoFT devices by removing the limitation of MAVLINK. The second one is the activator
client. It is designed for the FoG area and can be used on the cloud if the UAVs have direct
communication with the cloud. The activator client provides communication between UAVs
and users over FoG. The UAVs are directly connected to the activator client. The activator

client has 2 different useful functions which are named QDoS and PSMI. Also, the user can
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use broadcast messages to communicate with all drones that are connected wtih activator
client. Lastly, the end-user client is designed like the ground station, which aims to manage

and control UAVs.

The future direction of this thesis is that implement all MAVLINK messages and prepare the
MQTT-XT dialect with the MQTT topic structure. The activator client has a heavy workload
when compared to other client types. The different artificial intelligence approaches can
be applied to improve efficiency, reliability, and robustness. Also, the proposed protocol
is designed with primitive functions and it is also not optimized. The main purpose and
contribution of the protocol are to close the gap between IoT nodes and UAVs. Since the
IoFT term is gaining more research areas, the network becomes a more complex structure.
The MQTT-XT is designed to decrease the implementation process time and complexity of
the IoFT area by offering a single protocol. Lastly, MQTT-XT is built on MQTT topics and
security approaches are not considered in this thesis. The vulnerability of the MQTT-XT

protocol can be reviewed in other studies.
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