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The only way to be aware of the risks and threats of Facebook, the most commonly used social networking
site in the world and Turkey, is to be a careful user changing the default settings or simply not to have a
Facebook account. In Turkey, there is still no study in which personal information shared though social

KeJ/}/VOTdS-' networking sites has been evaluated in terms of privacy. For this reason, the findings obtained of this study
Social networks have a great importance in the general picture of the current situation and drawing attention to the risks of
Facebook " the issue in Turkey where there are no legal arrangements effectively protecting the users from such sites.
Personal and sensitive data . . . . . . . .

Privacy This study aims to investigate the Facebook privacy of information professionals who are members of

KUTUP-L, and to determine the sensitivity and level of awareness of information professionals in Turkey.
Facebook user profiles of 400 information professionals, all KUTUP-L members, have been analyzed in
a study examining 32 different privacy settings. A privacy score has been calculated for each user, and
the relations between privacy results have been analyzed. The findings at the end of the study show that
information professionals in Turkey do pay attention to privacy, and most of the users change the default
settings in order to protect their personal information.

© 2014 Elsevier Ltd. All rights reserved.

1. Introduction

Social networks have an important place among the tools which
are used both as digital information infrastructures in which per-
sonal or institutional ideas, messages and news are produced,
shared and consumed, and as an interface to access new infor-
mation. Being information access and communication tools, social
networks are widely used, and they enable different cultures to
interact one another. Among the most visited internet sites whose
pages are the most displayed ones throughout the world and in
Turkey, the popular social networking site Facebook comes the
first (Alexa, 2013). The site has become one of the largest infor-
mation sharing platforms and is used by more than one billion
users actively per month. One can access important personal infor-
mation or links through searching on Facebook. There are risks
and responsibilities that may leave the users in difficult situations
with regard to the protection of information on social network-
ing sites and the privacy of personal data. The increase of security
risks due to the proliferation of information sharing services on the
internet, increasing amount of information, and the rapid develop-
ment in information and communication technologies has caused
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the protection of privacy to be one of the most controversial
and worrisome issues (King & Raja, 2012). The largest amount of
information in the internet comes from social networking sites
(European Commission, 2011). The main reason for the need to
be conscious about the use of social networking sites and attach-
ing importance to privacy is the misuse of personal information
by social networking sites or the misuse of the viewable content
by other users. Awareness by the content owner concerning the
administration of digital information has a crucial role in the pro-
tection of personal data. It is impossible to foresee and follow in
where in the world the information shared in the internet would
be used within a few minutes and how many copies of the infor-
mation would be produced. Legal and technical precautions on the
issue, on the other hand, are usually ineffective. Furthermore, many
social networking sites improve their advertising policies using the
personal data they have already obtained and they place ads on
the site in accordance with the personal interests of the users. Use
of personal data for such purposes is clearly indicated in the user
agreement accepted by the user when signing up for the site. More-
over, the service provider can change the content of the agreement
without having the confirmation of the user (Facebook, 2012a).

It is necessary to make the personal information secure through
making the legal arrangements about the way social network-
ing sites can use personal data, and the use or distribution of
the information not allowed to be displayed by the user with-
out his/her confirmation. Nevertheless, an important and essential


dx.doi.org/10.1016/j.ijinfomgt.2014.07.006
http://www.sciencedirect.com/science/journal/02684012
http://www.elsevier.com/locate/ijinfomgt
http://crossmark.crossref.org/dialog/?doi=10.1016/j.ijinfomgt.2014.07.006&domain=pdf
mailto:kulcu@hacettepe.edu.tr
mailto:ozgurkulcu@gmail.com
mailto:henkoglu@hacettepe.edu.tr
dx.doi.org/10.1016/j.ijinfomgt.2014.07.006

762 O. Kiilcii, T. Henkoglu / International Journal of Information Management 34 (2014) 761-769

responsibility falls to the user in the protection of privacy since
personal information is provided and shared on social networking
sites by the user himself/herself. It is impossible to legally protect
the information in the social network because the information, over
which changes are made by the user, is provided by the users by
their own will. The fact that there is not any legal arrangement
about personal data in Turkey increases the importance of the issue
and imposes more responsibilities on the users. For this reason,
user awareness comes into the forefront in the secure use of social
networking sites and studies emphasize the important position of
users. In the literature, there is no study analyzing user profiles in
Turkey which puts forward the sensitivity and awareness level of
the users on the protection of personal data and privacy. In this
study, unlike previous ones, the issue of protection of privacy has
been analyzed considering legal approaches; Facebook user profiles
have been analyzed directly for the first time in Turkey, and an eval-
uation of the current situation has been made on the basis of clear
findings. This study reveals the deficiencies in the legal arrange-
ments, and the users will benefit from the findings of the study in
the sense of being able to act more consciously against the risks in
the current situation. The research questions to be answered in this
study are

e Whatis the awareness of the members of the Turkish Professional
Librarians’ Discussion List (KUTUP-L) using social networking
sites in information services concerning the protection of per-
sonal information on Facebook?

¢ In what categories in the rate of sensitivity is higher?

e What is the attitude of group members concerning hiding sensi-
tive information (religious beliefs, political views, etc.) that might
lead to discrimination?

e What are the categories about which group members share infor-
mation?

e What is the attitude of group members about the protection of
personal data by gender?

¢ [sthere any difference in the level of protection of privacy accord-
ing to the year of signing up?

¢ Isthere any difference in the number of friends and photos shared
by the users according to privacy levels?

2. Security, privacy and personal data on Facebook

Information for which privacy needs to be protected can be
classified into two categories: personal data of primary impor-
tance and sensitive data of secondary importance which might
affect the attitude of the society toward the individual in case of
sharing. Personal data is defined in the data protection directive
95/46/EC of the European Union (EU) as any information relating
to an identified or (directly and/or indirectly) identifiable natural
person (European Council, 1995). The same definition is adopted
by the “Draft Law on Protection of Personal Data” which was pre-
pared in accordance with the data protection directive of EU in
Turkey in 2008. The draft law also includes the expression “legal
person” along with “natural person” taking place in the EU direc-
tive. As clearly stated in the draft law, the personal data which
might pose a risk to the privacy of private life and family life
are composed of the information about individuals’ race, political
view, philosophical belief, religion, sect or other beliefs, foundation,
association and union membership, health, private life and convic-
tion (T.C. Premiership, 2008). Among the primary data concerning
user privacy are telephone number, identity records, address infor-
mation, e-mail address, photos, identity number, institutional or
student number, education background, online user accounts, posts
on social networking sites, banking information and health records
(European Commission, MEMO/12/41, 2012a). IP address, genetic

information, biometric information, location information, online
identity and cookies taken from the visited internet sites are other
important data that reveal cultural and social identity.

The protection of the users’ privacy on Facebook has been a
matter of discussion since the first day the social platform began,
which causes privacy policies to change each year. In the beginning,
in 2005, visibility of personal information was restricted by Face-
book; yet, in 2010, these data were opened to everyone and the
users were offered the choice of restricting the visibility of their
personal information (Opsahl, 2010). On one hand, this alteration
in Facebook default settings enabled everyone to see the data in
the user profile; on the other hand, the users were provided with
the choice to change all settings in the profile to protect their pri-
vacy. However, the alterations based on the services agreement
have sometimes become disconcerting for the users. The users who
do not frequently visit their Facebook accounts, even though they
are informed via their e-mail address, ignore their account infor-
mation, which increases the possible risks. Another important issue
is the complexity in accessing and applying the privacy settings
which have to be offered to the users due to legal obligations,
even though the settings contrast with the fundamental sharing
principle of Facebook. The privacy settings of the time tunnel is
one of the examples of the complexity of user’s access (Vaknin,
2011).

Use of Facebook in a secure way requires users to be more
and more conscious and professional each year, and partic-
ularly to be more aware of the protection of personal data.
Users who are not well aware of the protection of personal
data or who do not have enough information about the sett-
ings to protect their privacy on Facebook do not know which of
their personal information is available. One can access all of an
individual’s personal data and characteristics based on the infor-
mation acquired through Facebook (Kosinskia, Stillwella, & Graepe,
2013).

The information defined when signing up for Facebook can be
displayed by any Facebook user unless the privacy settings are
changed. For this reason, in order to measure the privacy of a Face-
book profile, in other words the sensitivity of a user on privacy, one
must consider the restrictions on the default settings which enable
other users to display the Facebook profile. Through a Facebook
profile of which privacy settings are not changed, one can access
the personal data of primary importance and, in the case of shar-
ing, sensitive data of secondary importance which might affect the
attitude of the society toward the individual.

2.1. Legal approaches to data protection in social networks

Establishing a system in which data protection is efficiently
provided and the freedom of transferring personal data is not
restricted by social networking sites is only possible with improve-
ments in the quality of laws on data protection. The report of a
research study conducted by the European Commission in 2011
puts forth the users’ concerns about data protection in social net-
working sites and also includes details about the reasons for the
necessary reforms in the law on personal data protection titled
95/46/EC (European Commission, 2011). In fact, the new draft
directive on data protection dated 25/01/2012 with reference num-
ber IP/12/46 was prepared in order to eliminate the concerns
indicated in this report due to the ineffectiveness of the cur-
rent directive 95/46/EC in practice the EU (European Commission,
2012b).

When the legal conditions in Turkey are analyzed, it can be seen
that the current regulations are generally related to the owner-
ship and removal of content. Although the issues about publishing
and information sharing in the internet in Turkey are regulated by
the law numbered 5651 (Law on Regulation of Publications on the
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Internet and Suppression of Crimes Committed by Means of Such
Publication), there are controversial practices that are not clearly
determined by the law. The practices which are not clearly deter-
mined by the law are provided with legal grounds by means of the
articles within the agreements made with users. This approach is
adopted universally (APA, 2013). Having analyzed the user agree-
ments of social networking sites that have become popular, it is
astonishing to read that social media management do not have
responsibility for controlling the content and it is only the user pro-
viding the content who is responsible for illegal content (Facebook,
2012b).In addition, the case of republishing or sharing the link of an
illegal content belonging to another user should not be overlooked.
In case it is convinced that “the content is adopted”, as indicated in
the paragraph 2 of the article 4 of the law numbered 5651, the
responsibility of the content provider continues (Law no. 5651,
2007). Therefore, each sharing on social networking sites means
an individual responsibility for the sharing user. It is not always
possible to withdraw and control or lay a claim on the illegal con-
tent published via social networking sites. This is also referred in
the user agreements of social networking sites, and it was laid down
as a condition that posts of the third parties must be evaluated in
terms of legal conditions (Facebook, 2012b). Within the framework
of legal arrangements in Turkey, the strategies that can be applied
with regard to content do not serve the purpose of the protection
of users’ privacy or regaining privacy. These strategies can only be
used for preventing contents from being republished and displayed
by more people.

In the article 135 and 136 of the Turkish Penal Code, recording,
illegal delivery or acquisition of personal data is regarded as crime.
However, itis unclear in which situations these acts are illegal. With
a paragraph added to the Article 20 of the Constitution, everyone
has been provided with the right to request the protection of his/her
personal data, the right of being informed of, having access to, and
requesting the correction and deletion of his/her personal data, and
to be informed whether these are used in consistently with envis-
aged objectives. It was also stated in the same paragraph that the
principles and procedures regarding the protection of personal data
shall be laid down in law (T.C. Constitution, 1982). Nevertheless, in
Turkey, there is not yet any law on the protection of personal data
which regulates the principles and procedures regarding the pro-
tection of personal data. Various proposals were prepared within
the framework of the attempts to enact a law on the protection of
personal data which began in 1989. However, the process could not
be completed. Finally, the draft law prepared in 2008 was declared
void due to the interruption by elections'. Studies to renew this
draft law have been proceeding since 2011.

3. Literature review

Since one can access many characteristics of users by means
of the information acquired from the social networking sites for
various purposes, the issue of privacy and security draws great
attention. Having the largest rate of use, Facebook has been the
most popular subject matter for the studies in this field. There
are many studies in the literature carried out using the methods
such as survey, face-to-face interview, and analysis of user profiles.
The common purpose of these studies is to measure the existing
level of privacy and user awareness, and to draw attention to the
risks and dangers of the issue. It is stated that survey and interview
methods are preferred in studies concerning user behavior while

1 Article 77 of the Rules of Procedure of The Grand National Assembly of Turkey:
Government bills and private members’ bills that are not concluded in a legislative
term are deemed null and void. However, the Government and the members of the
Grand National Assembly of Turkey may renew these bills.

the most reliable method to evaluate the existing levels of privacy,
security and awareness of users is collecting data from the user
profiles. There are many studies in the literature in which, using
this method, the existing situation is presented and the change in
the level of awareness is measured after analyzing the same user
profiles some time later.

In McKeon'’s study, in which the development of privacy on Face-
book is shown in graphics, the increase in the rate of personal data
obtained regularly from the profiles of Facebook users each year
between 2005 and 2010 is analyzed. It was found out in the study
that, in 2005, one could only access the information such as the
name, photo(s), gender and profession/education of the users at a
moderate level while in 2010 it was possible to access any infor-
mation in the profiles of the same user group, except for contact
information and birth date (McKeon, 2010). Stutzman, Grossy and
Acquisti carried out a study using 5076 Facebook user profiles,
users’ sensitivity on privacy, and behavioral change in disclosing
personal data between the years 2005 and 2011. It can be seen
in the study that there is a decrease in the amount of personal
data available to everyone while there is an increase in the amount
of sharing with the users in the friend list. The study also draws
attention to the fact that the alterations made in 2010 based on
Facebook privacy policies led the personal data hidden by users to
become available to everyone and the degree of privacy to decrease
(Stutzman, Grossy, & Acquisti, 2012).

Within the framework of a study conducted by Kosinskia, Still-
wella and Graepe, “likes” sections of more than 58,000 Facebook
user profiles were analyzed in order to determine what kind of
information can be accessed and how one can easily access the
information. It was stated in the study that the analysis of digital
records through which personal data that indicate user tenden-
cies and affect the user behavior can be used in product promotion
and can be one of the reliable methods to measure individuals’
psychological characteristics (Kosinskia et al., 2013).

Protection of privacy in social networking sites is also a key
item of the studies conducted within the scope of “EU Kids Online”
project which aims to provide children with secure internet usage
in the EU countries. It is considered important that such studies
raise awareness about the issue among children, 59% of whom, use
social networking sites. Findings from the EU Kids Online project
show that profiles of 26% of the children in the EU are available to
everyone. This rate is 46% in Turkey and occupies second place in
this statistic after Hungary (EU Kids Online, 2012).

The study in which Nosko, Wood and Molema analyzed the
information on Facebook user profiles group by group includes
interesting findings about protection of privacy. The study which
systematically analyze what information is more frequently shared
by whom, puts forward that age and gender are important factors in
hiding sensitive information. It is also noted in the study that sen-
sitive data that might pose a risk to users can be accessed through
Facebook, and these views are supported by the findings (Nosko,
Wood, & Molema, 2010).

4. Method
4.1. Sample

Facebook profiles of 400 users whose user accounts are accessi-
ble were randomly selected out of 2458 information professionals
who are members of the KUTUP-L group and were analyzed in the
study. It aimed to reach unquestionable findings about users’ atti-
tudes to and awareness of privacy practices by investigating the
user profiles through content analysis. The members of the KUTUP-
L group are composed of information management graduates and
professionals and academicians working in the related fields. Being
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the common and single platform by means of which most of the
information professionals serving in various information centers
in Turkey, follow professional developments, KUTUP-L plays an
important role. The age of the users? which might affect the results
of the study was taken into consideration while selecting the group
whose profiles were to be analyzed.

Hiding personal data on Facebook is also related to the abil-
ity to manage the privacy settings. Information professionals have
been widely using social networking sites in recent years not only
as a personal communication tool but also for providing informa-
tion services and as a professional tool for in-house communication
in libraries. Furthermore, information centers have initiated new
services on social networks because of the rapid increase in the
rates of usage in all age groups. For this reason, it was decided, in
order to assess the privacy situation in Turkey, to collect data from
Facebook user profiles of KUTUP-L members most of whom were
educated in departments of “Information Management” and who
are assumed to have enough awareness about the rules of sharing
on social networking sites.

4.2. Data collection and research method

E-mail addresses of 2458 information professionals who are
KUTUP-L group members were acquired from their Facebook pro-
files. The e-mail addresses which are used by the information
professionals in their Facebook accounts and open to everyone
were put into order using a random listing method and every user
in the list was assigned an identity number to be used in random
selection. Although randomly selected, 975 members who do not
have a Facebook account or whose on Facebook s different from the
one they use as a member of KUTUP-L, and also the KUTUP-L mem-
ber accounts created to represent the institution or organization
were not included in the sample. However, so as not to change the
possibility of selection, the process was repeated without exclud-
ing these e-mail addresses. Using this method, Facebook profiles of
400 KUTUP-L members accessed through Facebook user accounts
were analyzed between March 20 and April 25, 2013. It was con-
firmed whether the Facebook accounts included in the analysis
belonged to the KUTUP-L members in the sample by matching the
e-mail addresses with names. Considering the possibility of mul-
tiple Facebook profiles belonging to a single user and analyzing
the profiles using the e-mail addresses contributed to the reliabil-
ity of the research. Facebook accounts without any friend list or
group/network membership were used in the process of matching
the users with their Facebook accounts in order to eliminate the
possibility of affecting the result of the study.

Thirty-two user profile sections were determined (according
to the setting of being accessible by “everyone”) via a Facebook
account created for determining the sections of Facebook profiles
to be analyzed. These sections were classified into 10 main sections
by considering the definition of personal data of primary impor-
tance and sensitive data of secondary importance within the legal
framework, which has been described in Section 2, and the classifi-
cations of sections based on the features similar on Facebook. One
point was given for each section accessible to everyone classified
under the 10 main sections determined beforehand, and each user’s
total points were calculated in accordance with the data collection
algorithm in Appendix. It was accepted that, in the evaluation (out
of 10 points), the user profiles with higher scores would have lower

2 Although Facebook does not allow users under the age of 13 to create accounts,
it applies a different configuration for minors within the framework of its privacy
policies. Minors between the age of 13 and 18 can only share their contact informa-
tion, photos, status updates and other sharings with “friends of friends”. The choice
of “everyone” referring to all users in the internet can only be chosen by adults.

Table 1
Distribution of percentage and frequency of the protection of privacy.
Main sections Subsections N %
Friends 214 53.5
Photos 119 29.8
Contact information Website, e-mail, Networks 296 74.0
Phones 399 99.8
Address 396 99.0
Basic information Religious views 391 97.8
Languages 371 92.8
Political views 398 99.5
Birthday 383 95.8
Favorites Music 288 72.0
Books 320 80.0
Movies 329 82.3
TV Programs 312 78.0
Likes Games 345 86.3
Athletes 371 92.8
Sports teams 351 87.8
Sports 384 96.0
Activities 364 91.0
Other likes 182 45.5
Interests 360 90.0
Inspirational people 394 98.5
Living/Town 193 48.3
Work/Education 198 49.5
Relationships/Family 323 80.8
Sharings 233 58.3

privacy than the profiles with lower scores. In order to evaluate the
relationships between privacy status and variables in the user pro-
files, data on the 22 subsections listed in Table 1, in addition to the
10 main sections in each user profile, analyzed.

Within the scope of the research questions related to the data
acquired from user profiles of KUTUP-L members under 10 cate-
gories, the following investigations have been carried out:

e Privacy states of each element, being a part of personal data on
Facebook set by the users were noted.

¢ Considering the users’ dates of signing up for Facebook, privacy
states of Facebook users signed up between the years 2007-2009
and of those signed up between the years 2010-2013 have been
compared.

e [t has been investigated how changes in Facebook settings

affected the users.

It has been detected which personal data have been given more

importance by the users.

¢ [t has been investigated what kind of private data can be reached
through information shared by users (such as photos).

¢ The difference between the sharings (e.g. friend and photo shar-
ings) of the users who do or do not pay attention to the protection
of personal data has been investigated.

e The importance levels given by women and men to privacy have
been compared.

In order to determine the rate of privacy according to the years
of signing up for Facebook, 313 users whose signing-up dates are
known for certain were divided into two groups according to the
signing-up periods as 2007-2009 and 2010-2013, and privacy state
was analyzed over 10 main sections. In another measurement, the
privacy scores calculated over 10 points were divided into three
groups namely high, moderate and low privacy levels, and the dis-
tribution over these groups was evaluated depending on gender.
In addition, an independent sample t-test was applied in order
to measure the difference in the privacy states based on signing-
up dates and gender. Kruskal-Wallis (K-W) and Mann-Whitney
(M-W) tests were applied to measure the difference in the number
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Table 2
Privacy rates according to signing-up dates and gender.
Users signed up in the Users signed up in the Female Male
period of 2007-2009 period of 2010-2013
N % N % N % N %
Photos 82 325 26 42.6 63 30.4 56 29.0
Likes 104 41.3 32 52.5 93 44.9 81 42.0
Living/Town 114 45.2 36 59.0 105 50.7 88 45.6
Work/Education 135 53.6 24 39.3 106 51.2 92 47.7
Friends 143 56.7 21 34.4 118 57.0 96 49.7
Favorites 153 60.7 51 83.6 134 64.7 120 62.2
Sharings 153 60.7 40 65.6 137 66.2 96 49.7
Contact information 173 68.7 56 91.8 151 72.9 139 72.0
Relationships/Family 208 82.5 50 82.0 168 81.2 155 80.3
Basic information 222 88.1 56 91.8 188 90.8 163 84.5

of friends and photos shared by the users depending on levels of
privacy. Independent sample t-test, K-W test and M-W test were
applied during the analysis of the data, and SPSS 20 was used to
acquire frequency, percentage and mean values of the data.

As in previous studies (Stutzman et al., 2012) the content of
users’ profile sections were also examined in detail, yet no discrim-
ination was made between the profiles with no data entry and the
ones with data hidden from others (not to be seen by everyone). In
other words, the information content in the sections which were
blocked to others were also analyzed, and it was assumed that the
privacy was protected unless there was information in the sections.
One can realize whether the sections such as time tunnel were
restricted by the user so as not to be seen by everyone. However,
it is not possible to have certain information about the availability
or restriction of the information about photos and friends. The fact
that users make less information on Facebook publicly available
due to their concern about whether their personal data would be
collected by Facebook is regarded as one of the indications of aware-
ness and that privacy is protected. For this reason, nonavailability
and restriction of personal data on Facebook profile are regarded
as the same in measuring the users’ privacy and awareness levels.

The user profiles in the analysis are available to all Facebook
users. Even so, as a matter of respect for privacy of the users, per-
sonal data acquired through Facebook profiles have been preserved
in a database with a timestamp.

5. Findings

Each rate and number value for the main sections and subsec-
tions shown in Table 1 was calculated independently of others. If
a user did not have privacy in any of the subsections (e.g. address,
telephone or e-mail), then he/she was regarded as not having pri-
vacy in the main section (e.g. contact) related to the subsection
either. As it is possible to access the information about gender of
users through their names, users’ restriction of information about
their gender was not evaluated as a separate parameter. Accord-
ing to the distribution of percentage and frequency related to the
protection of privacy shown in Table 1, more than 95% of Face-
book users, who are KUTUP-L members, do not share personal
information namely address, phones, political views, birthday,
inspirational people, sports and religious views. The most shared
information is photos, followed by other likes, living/hometown
and work/education.

Privacy rates of Facebook users in relation to main sections
depending on signing-up dates (of 313 people whose signing-up
dates are known for certain) and gender (207 female and 193 male
KUTUP-L members) are shown in Table 2.

Fig. 1 shows the data obtained from Table 1 and the privacy
rates according to years of signing-up for Facebook. According to
Fig. 1, there is not a significant difference between privacy rates of

61 users who signed up for Facebook in the period of 2010-2013
and 252 users who signed up in the period of 2007-2009. There is
a decrease in the privacy rates of the data such as friends, family
information and work/education information in the profiles of the
users who signed up for Facebook in the years between 2010 and
2013.

Depending on the data obtained from Table 2, Fig. 2 shows the
privacy rates according to gender. Female users are more sensitive
than male users particularly in the privacy of sharings, friends, basic
information and town/living information. There is not any category
in the graphics in which male users are more sensitive than female
users while it is an interesting fact that the section the privacy of
which was given the least importance both by females and males
is photos.

The distribution of percentage and frequency of 193 male and
207 female Facebook users can be seen in Table 3. The distribu-
tions were calculated according to the levels of privacy which were
determined over the privacy scores of the users. Approximately the
half of the female users (50.2%) take part in the high level of privacy
while males have an equal distribution in the high and moderate
level of privacy. Only 83 (20.8%) out of a total of 400 users composed
by males and females take place in the low level of privacy.

Two independent sample t-tests were applied in order to under-
stand whether the average privacy scores of the users differ
depending on the dates of signing up (2007-2009 and 2010-2013)
and gender (female-male). Before each test, Kolmogorov-Smirnov
(K-S) test was applied to test the appropriateness to normal dis-
tribution, and, in case the normal distribution would be affected
by the number of samples (Field, 2009), coefficient of skewness
and coefficient of Kurtosis were calculated as well. As a result
of the K-S test, average privacy values of the years 2007-2009,
the years 2010-2013, males and females were statistically signifi-
cant (respectively D(252)=0.134, p=0.000,D(61)=0.135, p=0.007,
D(193)=0.109, p=0.000, D(207)=0.157, p=0.000). Nevertheless,
according to the coefficient of skewness and coefficient of Kur-
tosis values, it was observed that measurements showed normal
distribution.

According to the independent sample t-test results shown
in Table 4, the difference between the averages of the years

Table 3
Distribution of male and female users based on the level of privacy.
Gender
Male Female Total
N % N % N %
High level of privacy 74 38.3 104 50.2 178 445
Moderate level of privacy 74 38.3 65 314 139 34.8
Low level of privacy 45 233 38 184 83 20.8
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Fig. 1. Privacy rates according to the years of signing-up for Facebook.
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Fig. 2. Privacy rates according to gender.

“2007-2009” (X =4.10) and “2010-2013" (X = 3.57) is statisti-
cally insignificant (t(311)=1545,p=0.123). The difference between
the averages of privacy scores of males and females, on the other
hand, is statistically significant (t(398)=2003, p = 0.046). The aver-
age privacy score of males (X = 4.37) is higher than that of females
(X =3.90).

Of 400 KUTUP-L users whose Facebook profiles were analyzed,
216 (54%) users hide their friends while 119 (29.8%) users hide
their photos. The average number of friends of the users who do
not hide their friends is 293.8 while the average number of photos
of the users who do not hide their photos is 79.4. The average
number of friends and photos based on the privacy level of the
users is shown in Table 5. Depending on the levels of privacy (low,

Table 4
Privacy states according to dates of signing up for Facebook and gender.
Grouping strategy (Factor) N X SH SD t P
Date of signing up for
Facebook
2007-2009 252 410 2377 311 1.545  0.123
2010-2013 61 3.57 2405
Gender
Female 193 437 2474 398 2.003  0.046
Male 207 390 2263

moderate, high), K-W and median tests were applied in order to
measure the difference between the number of friends and photos
which were permitted by the users to be available to everyone due
to the fact that the result of K-S test applied to test the normal
distribution of number of photos and friends was significantly sig-
nificant (p=0.000) and similarly the coefficient of skewness and
coefficient of Kurtosis were not valued +1 (there was not a normal
distribution).

Depending on the privacy levels, there is a significant differ-
ence between the number of friends (H=75.972, SD=2, p=0.000)
and between the number of photos (H=62.573, SD=2, p=0.000).

Table 5
Kruskal-Wallis test results of number of friends and photos.
N Rank mean H SD p
Friend
High level of privacy 178 154.83 75.972 2 0.000
Moderate level of privacy 139 214.72
Low level of privacy 83 274.63
Photo
High level of privacy 178 154.75 62.573 2 0.000
Moderate level of privacy 139 217.60
Low level of privacy 83 269.96

Note: Bonferroni correction used to adopt the significance level 0.0167 for each
effect.
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This result is also confirmed by the median test. The numbers of
photos and friends available to everyone in the three groups are
not equal. As a result of K-W test, it can be seen that the users
permitted more of their friends and photos to be seen by every-
one through Facebook depending on the privacy level. As a result
of M-W tests applied to find differing sections, it was found that
there is a significant difference between the numbers of friends
and photos of the subjects in all privacy levels (p<0.0167). A sta-
tistical difference was found in terms of number of friends in
the levels of high-moderate, high-low and moderate-low formed
depending on privacy level (respectively U=8575, r=-0.300,
U=3053, r=-0.524, U=3949.500, r=—0.271). Similarly, a statis-
tical difference was observed in terms of number of photos in
the levels of high-moderate, high-low and moderate-low formed
depending on privacy level (respectively U=8365.500, r=-0.284,
U=3249.500, r=-0.461, U=4140.500, r=—0.236). After analyzing
2 values in the comparison of two groups, it was seen that rates
of total varience in the numbers of friends and photos in between
5.76% (rmin = —0.236) and 27.04% (rnak = —0.524) differ depending
on privacy level.

6. Data analysis and evaluation

The distribution concerning KUTUP-L members’ sensitivity to
the protection of their personal data and their privacy on Face-
book has been shown in Table 1 in detail. It can be seen that
more than 95% of Facebook users hide important and sensitive
personal data, namely address, phones, birthday, inspirational peo-
ple, sports, political views and religious views. The sections having
the lowest privacy rates are photos, town/living information and
work/education information. As a result of the K-W and M-W
tests carried out to measure the difference between the number
of friends and photos, depending on the privacy level, it was found
that as the level of privacy increases there is a decrease in the avail-
ability of friends and photos. This proves that the number of friends
and photos shared on Facebook is related to the level of privacy
and awareness. Nevertheless, although one can draw this conclu-
sion from the statistical data, the difference value in the number of
photos and friends is relatively low depending on the level of pri-
vacy, which means that further variants, not included in the study,
might have a role in this difference. In the study carried out by
Stutzman, Grossy and Acquisti, it was stated that more than 70% of
the users shared their birthday, living/town, work/education and
e-mail/networks information. It is observed in this study that only
32% of KUTUP-L members shared these data. From this point of
view, it can be said that KUTUP-L members are sensitive in protec-
ting personal and sensitive information. However, in some cases, it
is possible to come across some profiles on which the user shares
birthday party photos with date/location stamp although he/she
does not share his/her birthday in the basic information section.
Similarly, in some profiles, one can get information from the likes
section about the user’s political view, while the user does not share
any information about his/her political view in the same section.
As Kosinskia, Stillwella and Graepe stated in their study, one can
access many data and characteristics of an individual through data
mining on such information (Kosinskia et al., 2013). The findings
of this study has shown that there is a difference in the attitudes
of users concerning the conception of delicate data and informa-
tion behavior expressed in the definitions in the Section 2.1. It is
clear that all users make changes that could protect their privacy
while customizing their privacy settings; however, they have inef-
ficiencies in discriminating between the sensitive and unimportant
information.

In the study in which Stutzman, Grossy and Acquisti investi-
gated the changes in Facebook user profiles between the years 2005

and 2011, it was put forth that the privacy increased between the
years 2005 and 2009; yet, due to the changes in the default settings
and interface policies of Facebook in 2010, the amount of personal
data available to everyone increased, which led to a decrease in the
level of privacy (Stutzman et al., 2012). In 2010, there was a rapid
increase in the amount of information available to everyone in the
accounts of the users who are not sensitive about privacy or who
are not aware of the change made by Facebook. It can be seen that
similar results were obtained in McKeon’s study (IMcKeon, 2010).
In his study, depending on the results of the previous studies, the
users’ dates of signing up for Facebook were taken into consider-
ation and the privacy states of Facebook users signed up between
the years 2007-2009 and of those signed up between the years
2010-2013 were compared in order to measure the reaction of the
users to the changes made by Facebook and their consciousness
about the issue. It is know that, within the context of the changes
that have been made in the Facebook interface since 2010, the data
unavailable to everyone were not disclosed and there were not any
changes that might affect the analysis in the last three years. There-
fore, itis possible to determine what kind of behavior the users, who
signed up for Facebook in the years between 2007 and 2009, exhib-
ited upon the interface changes made in accordance with Facebook
policies. According to the test results shown in Table 4, the changes
made by Facebookin 2010 (Opsahl, 2010) did not cause a significant
difference in the privacy level of the users who are KUTUP-L mem-
bers. This fact reveals that, in the three-year period as of 2010, the
old users were aware of the changes and customized their privacy
settings in the same level with the new users. Also, the research
findings put forward that the shortcomings upon which attention
was drawn in previous studies (Stutzman et al., 2012) are not true
for the awareness of KUTUP-L users. Another interesting figure
shown in Table 4 is that the users signed up between the years
2010 and 2013 show an average of privacy over 60%. Configuration
of the default privacy settings, on account of Facebook policies, in a
way that are available to everyone did not make a negative effect on
the privacy level of the users in the last three years. This fact indi-
cates that KUTUP-L users have made changes in the default settings
on Facebook in order to protect their personal data.

It can be seen in Table 2, which shows the levels of privacy in
10 main sections according to the year of registration, that privacy
rates of the users, signed up between the years 2010 and 2013, con-
cerning friends (34.4%) and work/education (39.3%) are lower than
that of the users registered between 2007 and 2009 in the same
categories: friends (56.7%) and work/education (53.6%). It can also
be seen in the table that privacy rates of the users, who signed up in
the period of 2010-2013, with regard to the data such as contacts,
photos, living, basic information, favorites and likes, all of which
might affect individual’s status in society, are higher than that of
those who registered in the period of 2007-2009. The “likes” sec-
tion on Facebook is normally one of the empty sections of the site
on which only the items, added by the users, can be displayed. In
this respect, although about half of all the users hide the informa-
tion in this section, the data not hidden by the remaining half of the
users is of great importance.

According to the test results in Table 4, there is a significant dif-
ference between the averages of privacy score of male and female
users. As in the previous studies in the literature, it can be seen in
this study that women are more sensitive about privacy and they
put more restriction on their profile than men via privacy settings.
Many studies investigating tendencies and behaviors concerning
privacy show that women are more cautious compared to men. It is
obvious that women are generally more careful than men in shar-
ing information, accepting friendships, joining a new group, and
examining the privacy policies. This situation is associated with
the fact that social pressure on women are much greater (Nosko
et al., 2012). The similar result obtained at the end of this study
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supports the views explaining the behavior based on gender. The
figures in Table 3, which show the distribution of men and women
according to the level of privacy, indicate that men are equally
(38.3%) distributed in high and moderate privacy levels; however,
itis interesting that half (50.2%) of the women take part in the high
privacy level.

Contrary to the results of the studies concerning privacy of chil-
dren in Turkey carried out within the scope of the “EU Kids Online”
project conducted by the EU, it can be seen that adult informa-
tion professionals pay attention to privacy on Facebook. In this
respect, it can be said that, in Turkey, information professionals
are more inclined to protect personal data, and they are more cau-
tious depending on the age factor, which supports the results of the
study carried out by Nosko, Wood and Molema. This conclusion is
thought to result from the fact that information professionals are
more experienced in using social networking sites than other users,
and that age factor does not play an important role in the percep-
tion of risks and dangers stemming from the misuse of personal
data.

In order to avoid the risks of Facebook, which has become one
of the largest information platforms in which four billion pieces
of content are shared everyday, there are three precautions a user
can follow. These are as follows: choosing the “only friends” option
which provides the privacy protections at a higher level; decreasing
the shared information; or simply not having a Facebook account
(Wilson, Gosling, & Graham, 2012). The protection of personal data
has become one of the most crucial issues of our time. Personal
data acquired in various ways may frequently be used in cyber
crimes and for promotional purposes. They are also known to be
causing dangers that might affect an individual’s social status. It
is a fact that in Turkey, where there is not yet any legal arrange-
ment on protection of personal data, all the responsibility about
this issue is taken by the users. For this reason, the users in Turkey,
compared to other countries, need to be more conscious about the
processes and sharings on Facebook. The legal connection between
the user and Facebook, pertaining to the data collected or dis-
tributed for various reasons (advertising, etc.) by Facebook or many
applications working on the site, is restricted to the user privacy
agreement put forward by Facebook itself. Therefore, besides the
information shared by users, the privacy level of personal data they
have entered into the system is equal to the level of their trust
in Facebook. That social networking sites do not take the neces-
sary responsibility causes users to face many dangers due to the
risks deriving from the indifference of users and the legal deficien-
cies.

7. Conclusion and suggestions

When legal conditions are investigated in Turkey, it can be
clearly seen that legal arrangements are short of protecting per-
sonal rights and freedoms. Therefore, it is of utmost importance
for users to be more conscious when sharing their personal data in
social networks. It is clear that information professionals in Turkey

pay more attention to privacy and change their profile settings
to protect their personal data compared to those users analyzed
in previous studies in the literature. It was concluded that users
particularly exhibit more sensitivity in the protection of basic and
contacts information which is accepted as personal data of primary
importance. Women are more sensitive in the protection of pri-
vacy than men, while there is not a significant difference between
the level of privacy of those who signed up for Facebook in the
last 3 years and those registered earlier. Facebook’s decision to
change its users’ privacy settings in a way that made users’ per-
sonal information available to the public without their consent,
on the other hand, did not make any change in the level of pri-
vacy thanks to information professionals’ conscious attitude. It was
also seen that a few users did not pay attention to the category
of bits of information they shared (e.g. photos, etc.) and over-
looked the fact that one can access private information through
such sharings. This deficiency can be overcome by organizing edu-
cational programs on secure internet usage for all ages of users and
by carrying out studies to raise awareness on misuse of personal
data.

If Facebook users become more conscious about privacy and
they exhibit the required sensitivity on the issue, they can be
avoid of risks by protecting their personal data from other users.
Moreover, making the legal arrangements that would prevent the
limitless use of personal data by service providers is of great
importance. Looking through the EU lens, it has been seen that pre-
cautions taken by means of legal arrangements and conventions
are reflected in user service agreements, and there has been an
effort to protect user rights via new legal arrangements (Facebook,
2013). In Turkey, on the other hand, since there is not any legal
arrangement concerning the protection of personal data, more
responsibilities fall to users in the protection of privacy. A law on
protection of personal data should be passed in Turkey. The law
should clearly include the articles concerning social networking
sites’ obligation to inform the users themselves about the attempt
to process, store and access the users’ personal data, and collec-
tion of personal data at the lowest level. Also, the law should
include arrangements such as configuration of default settings in
a way that would protect users’ privacy, receiving the confirma-
tion of the user for the use of personal data, granting the user
the right to ask the social networking site to permanently delete
his/her personal data, and providing the freedom to transfer per-
sonal data.

The findings obtained from 400 KUTUP-L members’ Facebook
profiles, which were analyzed within the framework of the risks of
information acquired through Facebook user profiles and existing
legal arrangements, allowed the measurements of the information
professionals’ level of sensitivity and privacy related to the protec-
tion of personal data on social networking sites. Dealing also with
the shortcomings of the existing legal arrangements, this study con-
tributes to the protection of personal data on social networks and to
the awareness on sharing sensitive information which might lead
to discrimination within society.
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Fig. A1. Data collection algorithm.
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