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ABSTRACT

BLOCKCHAIN-BASED SECURE MANAGEMENT FRAMEWORK
FOR UNMANNED VEHICLES, INTERNET OF THINGS AND

AVIATION

Ozan ZORLU

Doctor of Philosophy, Computer Engineering
Supervisor: Assoc. Prof. Dr. Adnan OZSOY

May 2024, 132 pages

Data management is a crucial requirement due to the autonomous and constrained nature of

Unmanned Aerial Vehicles (UAVs), Internet of Things (IoTs), and the aviation domain. The

autonomous and restricted nature of these sectors increases the need for a shared, distributed

database, strong access control management, consensus in autonomous decision-making,

and effective communication across diverse protocols and devices. This research presents

a comprehensive approach and offers a new viewpoint to the field of blockchain while

establishing a fundamental baseline for future improvements in data management systems

and addressing the shortcomings of previously proposed existing frameworks in order

to fulfill the complex needs of secure data management. This study contributes to the

advancement of secure and efficient data management systems by implementing robust

data monitoring for error detection, ensuring data integrity, and enabling encrypted or

anonymous data sharing based on sensitivity levels. Additionally, the integration of

diverse devices, enforcement of immutable regulations compliance, and development of

permissioned blockchain systems for identity management further enhance the system’s

capabilities, offering comprehensive solutions for modern data management challenges.
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In our tests, the proposed framework showed increased successful transactions in all rate

controllers. Besides, effect of the validator number on throughput and latency is tested and

analyzed thoroughly.

Keywords: Unmanned Systems, Flight Management System, Data Security, Blockchain

Framework, Autonomous Decision-making, Access Control, Secure Communication and

Storage
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ÖZET

İNSANSIZ ARAÇLAR, NESNELERİN İNTERNETİ VE HAVACILIK
İÇİN BLOKZİNCİR-TABANLI GÜVENLİ YÖNETİM ÇERÇEVESİ

Ozan ZORLU

Doktora, Bilgisayar Mühendisliği
Danışman: Doç. Dr. Adnan OZSOY

Mayıs 2024, 132 sayfa

İnsansız Hava Araçları (İHA), Nesnelerin İnterneti (IoT) ve havacılık alanındaki otonom

ve kısıtlanmış doğası nedeniyle veri yönetimi hayati bir gerekliliktir. Bu sektörlerin

otonom ve sınırlı doğası, paylaşılan, dağıtılmış bir veritabanı, güçlü erişim kontrol yönetimi,

otonom karar alma süreçlerinde uzlaşma ve çeşitli protokoller ve cihazlar arası etkili

iletişim ihtiyacını artırmaktadır. Bu araştırma, blok zinciri alanına kapsamlı bir yaklaşım

sunmakta ve veri yönetim sistemlerinde gelecekte yapılacak iyileştirmeler için temel bir

çerçeve oluştururken, güvenli veri yönetimi ihtiyaçlarını karşılamak üzere önerilen mevcut

çerçevelerin eksikliklerini gidermeyi amaçlamaktadır. Bu çalışma, hata tespiti için güçlü

veri izleme, veri bütünlüğünün sağlanması ve duyarlılık düzeylerine bağlı olarak şifreli

veya anonim veri paylaşımının mümkün kılınması yoluyla güvenli ve etkin veri yönetim

sistemlerinin gelişimine katkıda bulunmaktadır. Ayrıca, çeşitli cihazların entegrasyonu,

değiştirilemez düzenlemelere uyumun sağlanması ve kimlik yönetimi için izinli blok zinciri

sistemlerinin geliştirilmesi, sistem kapasitesini daha da artırarak modern veri yönetimi

zorlukları için kapsamlı çözümler sunmaktadır. Yapılan testlerde, önerilen çerçeve tüm hız

kontrol cihazlarında artan başarılı işlem oranları göstermiştir. Bunun yanı sıra, doğrulayıcı
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sayısının işlem hacmi ve gecikme süresi üzerindeki etkisi de detaylı bir şekilde test edilmiş

ve analiz edilmiştir.

Keywords: İnsansız Sistemler, Uçuş Yönetim Sistemi, Veri Güvenliği, Blok Zinciri

Çerçevesi, Otonom Karar Alma, Erişim Kontrolü, Güvenli İletişim ve Depolama
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1. INTRODUCTION

Blockchain technology, recognized for its inherent decentralization, absence of reliance on

trust, immutable storage, and capacity to anonymously transmit information, is increasingly

being adopted across various industries. Common applications include insurance [1],

healthcare [2], land registry cadastre [3], voting [4], industry [5], finance [6], supply chain

[7], social media [8], and ticket sales [9]. Its burgeoning popularity in specialized sectors

such as aviation, the Internet of Things (IoT), and unmanned aerial vehicles (UAVs) domain

underscores the critical importance of maintaining data precision and trustworthiness in these

autonomous and restricted fields [10].

The efficacy of blockchain is demonstrated by its heightened security attributes, including

immutability, authentication, authorization, and encryption. These features are especially

well-suited for tackling the challenges encountered in sectors where safeguarding privacy

and data security are of utmost importance [11, 12]. This technology has a wide range of

uses and has the potential to completely transform present operational systems because of its

benefits, including improved security, decentralization, and fault tolerance.

Entities in the aviation, IoT, and UAV industries sometimes operate in clusters or

independently, as illustrated in Figure 1.1. Attributes such as data integrity, confidentiality,

availability, increased access control, traceability, and seamless integration are vital in these

sectors. Blockchain’s inherent characteristics effectively address these issues. For instance,

Umran et al. utilized blockchain to enhance privacy and security in IoT data exchanges [13],

while Raj et al. developed a customized access control system for healthcare monitoring

[14]. These applications validate the technology’s suitability and effectiveness. Despite these

advances, a significant gap remains in developing a comprehensive framework to manage the

intricate requirements for secure data management in these critical fields [15, 16].

The scholarly focus on blockchain indicates a broader transition toward a secure and

interconnected digital future, highlighting its pivotal role in creating safe, streamlined, and

user-centric digital frameworks. An analysis of the literature reveals insights into specific
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Figure 1.1 An overview of clustered structure of problem domain.

blockchain applications and challenges encountered in these areas. Hirtan et al. [17] describe

a blockchain-based architecture for privacy protection in intelligent transportation, which

necessitates robust communication and processing capabilities. This architecture changes

central authority while maintaining its presence, recommending deployment in trusted or

permissioned environments to ensure identity anonymity.

The impact of blockchain on managing crises such as the COVID-19 pandemic has also been

explored in literature. A bibliometric study identified key areas of blockchain application in

organizational settings, focusing on artificial intelligence research methodologies, addressing

business sustainability during the pandemic, and studying its effects on the supply chain

industry [18]. Further research is dedicated to improving privacy protection and data

management in the domains of intelligent transportation and aviation [19]. Concerns about

maintaining privacy in smart city contexts, especially in systems using UAVs, remain a

significant challenge [20].

In the aviation sector, blockchain has been used to replay flight events in compliance

2



with Flight Operations Quality Assurance (FOQA) criteria [21, 22], and to manage and

safeguard flight data, demonstrating its operational efficiency [23]. The cross-sectoral

interaction and integration of blockchain applications underscore its versatility and potential

as a fundamental component of future digital systems. This is further exemplified by its

use in enhancing security within the Industrial IoT for Electric Smart Grid [24]. Despite

the success of pilot projects and theoretical support for blockchain’s value, it is crucial to

recognize that the technology is still in the early stages of practical application in industry and

commerce [25]. Nevertheless, blockchain is advancing significantly towards achieving the

development level necessary for its widespread implementation in industrial and commercial

environments.

After conducting a comprehensive analysis of the key topics discussed in section

following sections, it has been determined that the fields of aviation, the IoT, and UAVs

face various obstacles such as inadequate storage capacity, unreliable communication

links, insecure data-sharing channels that prioritize data confidentiality, substantial

administrative requirements for maintaining connectivity, lack of transparency in central

authority management for users, and numerous other challenges. Despite notable

advancements in blockchain applications, there is a requirement for a comprehensive

framework that integrates the underlying principles of blockchain to adequately tackle

the overarching challenges of data management. The objective of this research is to

rectify this inadequacy by presenting a comprehensive framework that ensures both security

and confidentiality. Additionally, it facilitates smooth communication across various

protocols, maintains self-management in accordance with confidentiality requirements, and

preserves unchangeable data in a distributed domain. This configuration necessitates the

implementation of a distributed database, streamlined data management, collaboration, safe

data transfer, decentralized decision-making, and communication across several protocols

and devices. Although there has been much research on data management in several sectors,

a comprehensive framework is not specifically developed to address these challenges in data

management.

This study introduces a comprehensive and adaptable framework that seeks to address
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Figure 1.2 The system model of the proposed blockchain-based secure management framework.

the previously mentioned challenges and build a strong basis for future enhancements, as

illustrated in Figure 1.2. The framework is specifically designed to guarantee the secure

management of data. Blockchain technology is utilized in the aviation, IoT, and unmanned

systems sectors to create this framework. The architecture is designed in a clustered

manner to address deficiencies in current research, enhance scalability, and efficiently

handle the intricacies of node interactions in large networks. This architectural style

enables the incorporation of customized consensus mechanisms that are specifically designed

to fit the unique operational needs of the framework. The system employs a rigorous

methodology to safeguard data from both internal and external threats. The framework

ensures comprehensive security by incorporating role-based access control, authentication,

and authorization mechanisms, which are essential for handling sensitive data and meeting

crucial security requirements.

Moreover, the model’s hierarchical structure enables smooth integration and ongoing

development, showcasing its capacity to predict technological changes and the necessity

for digital adaption. The categorization of segments into inter- and intra-cluster groups,

along with a modular organization of contracts and responsibilities, guarantees efficient and

safe data storage and retrieval. Moreover, this attribute provides the flexibility necessary to

accommodate the distinct requirements of various industries. The suggested framework aims

to resolve existing and anticipated challenges in data management across many industries by

employing a clustering methodology, implementing stringent security measures, and offering

a customizable design, hence creating a resilient and flexible solution. The study presents
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a blockchain-based architecture that sets itself apart from existing systems by introducing

numerous notable advancements. The system utilizes a modular and layered architecture,

dividing it into separate layers for blockchain, data management, access management,

communication, and presentation. This approach improves scalability, maintenance, and

interoperability when compared to typical monolithic systems. The framework utilizes

a hybrid storage technique that combines on-chain, off-chain, and dynamically requested

data storage. This approach optimizes data availability and integrity, resulting in a more

versatile and efficient system compared to traditional methods. In addition, the framework

integrates sophisticated clustering techniques such as inter-cluster, intra-cluster, and hybrid

clustering, which enhance the efficiency and capability of managing greater workloads. The

incorporation of this intricate framework into contemporary systems is anticipated to make a

substantial contribution to the advancement of self-governing, protected, and effective digital

infrastructures. The main contributions of this research are:

• Facilitating the secure transmission of data between nodes using cryptographic

techniques entails permitting data sharing in either encrypted or anonymous formats,

depending on the level of sensitivity of the information. This strategy entails

safeguarding the integrity of the data, ensuring that it remains unaltered, undamaged,

and immune to any unauthorized interventions or alterations.

• The integration of a diverse array of devices, including drones, IoT devices, and

airplanes, is being done. Each device is specifically built to do certain duties, and they

vary in terms of their processing capabilities and access to blockchain technology. This

involves ensuring that all participants adhere to immutable regulations throughout the

entire procedure.

• Updating databases efficiently is achieved by leveraging the distributed framework’s

structure and reducing storage needs through inter-cluster and intra-cluster designs.

This entails enabling seamless communication and information sharing within and

among clusters, potentially incorporating diverse blockchain technology.
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• Developing a tailored blockchain platform with limited entry, specifically engineered

for the purpose of overseeing IDs. This solution provides restricted visibility to

safeguard the confidentiality of either private or sensitive corporate data. This involves

the implementation of authentication and authorization systems to fulfill access

management requirements. Designated individuals are granted explicit authorization

to conduct data inquiries on the blockchain. They can employ monitoring systems to

assess activities and guarantee adherence to regulations. Furthermore, the inclusion

of data monitoring capabilities enables the identification of faults, enabling analysis in

both online and offline scenarios.

• The suggested architecture exhibited a greater number of successful transactions across

all rate controllers. An investigation is conducted to examine the influence of the

validator number on both throughput and latency.

The remaining portions of this research are organized as follow: Section 2. provides

the background in the field and our motivation, focusing on the difficulties and proposed

solutions discussed in the existing literature. A thorough examination of the literature is

conducted in Section 3. to identify similar studies, followed by a full comparison and

analysis. The system concept of the secure management framework based on blockchain

is thoroughly explained in Section 4. in the themes depicted in Figure 1.2. Ultimately,

our proposed framework is implemented, an experimental analysis is carried out, and our

obtained results are presented in Section 5. in order to verify its suitability, usability, and

relevance.

In order to evaluate our proposed framework an Ethereum platform is employed to construct

a consortium network of blockchains, where experiments are conducted to initialize data

on the chain in Section 6.. The evaluation bed is initialized and tests are run using our

developed application that utilizes Hyperledger Caliper to benchmark the framework in terms

of throughput and latency. As stated in Section 7., the findings demonstrate that the suggested

framework is applicable, suitable, acceptable, scalable, and viable. Moreover, additional
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assessments and improvements are planned to ensure the level of preparedness for actual

deployment in real-life implementation.
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2. BACKGROUND OVERVIEW

2.1. Blockchain Fundamentals

Bitcoin is a digital currency system introduced in 2008 by an individual or group known as

Satoshi Nakamoto [26]. The exact nature of this entity or entities remains uncertain. The

concept established the blockchain as a data format for storing monetary transactions, in

addition to an agreement to guarantee the chain’s reliability. The contributors conceived

the blockchain as a database that adheres to a sequential arrangement of blocks. Every

block includes cryptographic hashes that establish a connection between the previous and

current blocks, ensuring the integrity and immutability of the blockchain. The Bitcoin

network employs this database to store contractual agreements and financial transactions.

The technology facilitates decentralized electronic payments between peers in an immediate

and safe way, depending on electronic evidence instead of trust. The consensus mechanism,

facilitated by a distributed ledger, forms the fundamental basis of Bitcoin’s operation [27].

The ledger hold data that is safeguarded from deletion, alteration, and tampering [28].

While the distributed ledger innovation was originally developed for Bitcoin, it has

applications that extend beyond the scope of Bitcoin. This is because of the intrinsic

characteristics of the blockchain, which is a decentralized database that is copied and

maintained around a network of nodes. Each block in the chain consists of a body and a

header.

Blockchain technology utilizes a network of interconnected blocks, with each block

being successively linked in a chain, as depicted in Figure 2.1 [29]. Every individual

block comprises transaction data that has undergone authentication by network nodes,

preamble information that validates the preceding block’s integrity, and the Merkle root,

an indispensable component for transaction validation. The use of cryptographic techniques

such as public key infrastructure (PKI) and hash algorithms in this architecture guarantees

the permanence of data, which is why this technology is gaining increasing traction.
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The key feature of blockchain is its decentralized governance structure, which eliminates the

requirement for central authorities and instead use consensus methods to verify transactions

and generate new blocks [30]. These methods are essential for preserving the network’s

integrity and functionality. Proof of Work (PoW) is a consensus mechanism that uses

computationally demanding activities to build blocks, while Proof of Authority (PoA) only

allows authorized nodes to validate transactions. Proof of Stake (PoS) presents an alternative

method in which the likelihood of validating transactions is directly linked to the quantity

of currency held by a node. This system encourages the security and involvement of

stakeholders with greater wealth.

Considerable research is being directed towards improving the speed and efficiency of

consensus algorithms in order to enhance the scalability and performance of blockchain

systems [31]. Finality denotes the irrevocable verification that a block of transactions is

legitimate and endorsed by the network. Blockchain consensus solutions guarantee finality

by proving that once a block is appended to the chain, it becomes unchangeable and

cannot be undone. Although PoW offers a level of certainty that a block can be reversed

with sufficient processing power, the Istanbul Byzantine Fault Tolerance (IBFT) algorithm,

which is a modified version of the Practical Byzantine Fault Tolerance (PBFT), guarantees

immediate finality. Under the IBFT consensus algorithm, once a transaction is recorded on
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the blockchain, it becomes immutable, ensuring robust protection against tampering. This

security feature remains effective even if up to one-third of the nodes in the network are

faulty or dishonest [32].

Blockchain technology combines sophisticated cryptographic techniques with reliable

consensus algorithms to provide a secure and transparent way of conducting transactions

without the requirement of centralized supervision. Due to its essential qualities of trust,

integrity, and accessibility, this technology serves as a fundamental tool for a wide range of

applications, including financial services and supply chain management.

Consensus algorithms play a crucial role in blockchain technology by guaranteeing the

reliable and consistent processing of all transactions across a distributed network. These

techniques facilitate consensus among network participants regarding the present condition

of the distributed ledger, thereby deterring fraudulent activities and assuring synchronization

of all ledger copies. Here are some of the key consensus algorithms commonly employed in

blockchain technologies:

2.1.1. Proof of Work (PoW)

PoW is a consensus technique that necessitates a member node to solve an intricate

mathematical problem in order to authenticate transactions and generate new blocks. The

act of resolving this issue is referred to as mining. PoW ensures security by imposing a

high computational cost on any attempt to modify any part of the blockchain. The initial

node that successfully resolves the problem is granted the authority to append a block to the

blockchain and receives a compensation in the form of cryptocurrency. The complexity of

the difficulties guarantees that the addition of fraudulent blocks is not feasible because of the

significant computing expense.

10



2.1.2. Proof of Stake (PoS)

PoS is a consensus algorithm that chooses transaction validators based on the amount of

coins they are prepared to stake or lock up as a kind of security. In the PoS consensus

mechanism, a node’s probability of being selected to validate transactions and generate new

blocks increases in proportion to the number of coins it has staked. Unlike PoW, PoS does not

necessitate significant computational effort, hence rendering it more energy-efficient [33].

2.1.3. Proof of Authority (PoA)

PoA is a consensus process that relies on the reputation of transaction validators, who are

chosen in advance based on their identity and reputation. PoA is seen superior to PoW and

PoS due to its reliance on the credibility of designated validators rather than computational

capacity or the quantity of staked coins. This approach is well-suited for permissioned

blockchains, as it enhances accountability by providing openness regarding the identities

of validators [34].

2.1.4. Practical Byzantine Fault Tolerance (PBFT)

PBFT is specifically designed to function in asynchronous systems and has the capability

to handle a maximum of n−1
3

malicious nodes, where n represents the total number of

nodes. PBFT operates through a series of consecutive processes that involve the selection

of a principal node responsible for proposing the value to be unanimously agreed upon.

Subsequent nodes verify and transmit this proposition to achieve a consensus. PBFT

is especially advantageous in settings that necessitate minimal delay and maximum data

processing capacity [35].
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2.1.5. Istanbul Byzantine Fault Tolerance (IBFT)

IBFT is a modified version of the PBFT algorithm designed specifically for the Ethereum

blockchain. It is capable of functioning in both permissioned and public blockchain

networks. IBFT guarantees that all transactions are approved by a supermajority and offers

instant transaction finality, ensuring that once a block is added, it becomes immutable. This

serves as a preventive measure against forks, a frequent occurrence in PoW blockchains [36].

2.1.6. Quorum Byzantine Fault Tolerance (QBFT)

QBFT is an enhanced variation of the IBFT algorithm that improves its performance and fault

tolerance. QBFT improves upon the constraints of IBFT by enhancing the consensus process

to increase transaction throughput and minimizing the communication overhead between

nodes[37].

Each of these consensus techniques possesses unique strengths and applications that are

contingent upon the specific requirements of the blockchain system, including factors such

as speed, security, and decentralization. As the technology of blockchain advances

2.2. Blockchain as Emerging Technology

Bitcoin presents the initial blockchain solution to the problem and is promoted as a feasible

financial substitute for conventional currencies by reducing the requirement for a central

bank [38]. Financial money transactions may only be made in an anonymous, decentralized,

and immutable manner [39]. When the benefits came to the fore after releasing Bitcoin,

different blockchain technologies emerged with diverse capabilities [40]. Ethereum’s use of

smart contracts has significantly expanded the application scope of blockchain technology,

making it a pioneering breakthrough [41]. While Bitcoin technology is only capable

of creating unspent transaction output (UTXO) to store monetary transactions, Ethereum

blockchain is a Turing complete, programmable, solution that enables building distributed
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trusted applications. In other words, blockchain technology has advanced from being an

unchangeable cryptocurrency trade ledger into a programmable interactive environment [42].

Another initiative, Hyperledger, develops a business consortium blockchain to address all

types of requirements for an open-source, cryptocurrency-supported, adaptable, and secure

blockchain [43].

Conventional information technology systems, social media platforms, and other services

that depend on users’ data necessitate obtaining consent before utilizing the data, and

preserving the secrecy of this information is crucial. Nevertheless, as demonstrated by the

Wikileaks incident, the act of revealing sensitive and classified information can result in

detrimental consequences for the economy, politics, and human rights [44]. Facebook’s

influence was evident in both the 2016 US presidential election and the Taiwanese

presidential election, as highlighted by several sources [45, 46]. These occurrences

highlighted the need to treat every piece of data as valuable and refrain from sharing it

without the owner’s consent. Information has become a potent force and a valuable resource

on a global scale. Blockchain is a potential remedy for these problems, as it is known

for safeguarding the confidentiality of personal information by employing cryptographic

identification and access control methods that ensure anonymity.

Blockchain is being utilized across various areas, including IoT, aviation, and UAV to tackle

privacy breaches in both academic and business environments. The smart cities community

is primarily focused on safeguarding the personal data that is processed, exchanged, or stored

[11]. Moreover, the utilization of IoT devices has created novel study prospects in the domain

of smart cities, which are regarded as intricate and challenging. Ensuring data confidentiality

is of utmost importance since individuals with access to personal navigation or location

monitoring data can disclose information about their habits, acquaintances, employment,

preferred places to visit, interests, and other potential issues.
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2.3. Flight Management System (FMS)

The aviation sector has greatly benefited from technology improvements, including the

creation of the Flight Management System (FMS), which has improved safety, efficiency, and

regulatory compliance. The FMS, which was first introduced in 1982 [47], was created with

the purpose of minimizing the workload of pilots by automating crucial duties during flights.

Over time, the Flight Management System (FMS) has developed to have a considerable

influence on different elements of aviation, enhancing approach speeds, flight patterns, and

compliance with strict regulatory criteria.

A contemporary Flight Management System has various essential subsystems, including the

Control Display Unit (CDU), flight plan management module, performance and guiding

module, and navigation module. These components function collaboratively, aided by

networked databases that guarantee streamlined data transmission, as seen in Figure 2.2.

FMS
Computer

Navigation
Module

Navigation
Database

Performance &
Guidance
Module

Performance
Database

Display and Control
Interface

 Autopilot
Interface

Figure 2.2 Flight Management System (FMS) Modules and Interaction with Databases
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The Flight Management System (FMS) improves automation throughout every stage of a

flight, starting from takeoff and ending with landing, and plays a crucial role in contemporary

aviation avionics. The system utilizes data from many sensors, including the Global

Positioning System (GPS) and Inertial Navigation System (INS), to precisely calculate and

direct the aircraft’s path. Furthermore, the system is essential in determining the best route

by utilizing comprehensive navigation and performance databases to reduce mistakes and

improve flight safety through meticulous data integration and analysis.

The functionality of the FMS relies on data from several sources, such as the performance

database (PerfDB), navigation database (NavDB), numerous sensors, and pilot inputs.

The NavDB, which comprises crucial aeronautical information, is a vital asset for FMS

producers, aviation management, and pilots. The software complies with the ARINC 424

standard, which governs the structure of flight plans and necessitates updates every 28 days

as specified by the International Civil Aviation Organization (ICAO). The dependability,

uninterrupted availability, and trustworthiness of the NavDB are of utmost importance in

order to minimize potential delays in aviation operations.

Extensive research has been performed to address the issues involved with efficiently

maintaining NavDB data, recognizing its value [48]. There is a growing interest in

investigating blockchain technology as a possible solution to these difficulties [49].

Subsequent research has extensively investigated the security requirements of aviation

communication systems, specifically emphasizing availability, authentication, authorization,

secrecy, integrity, privacy, and non-repudiation [50]. The objective of these studies is to

enhance comprehension of intricate matters associated with these systems.

Conventional airline communication networks, commonly dependent on radio or Wi-Fi

signals, are vulnerable to security risks. Although traditional approaches are available

to reduce the effects of cyber-attacks, the introduction of blockchain technology presents

potential improvements in data security and user privacy in peer-to-peer aviation networks.

Conventional systems are typically centralized and lack strong protocols to guarantee

safe communication between different parties, such as authorities, service providers, and
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end-users. In addition, current systems frequently lack efficient means to enforce airspace

laws. Contemporary literature promotes the implementation of decentralized protocols

to oversee the allocation of airspace usage rights and ensure security goals including

confidentiality, reliability, and accessibility [51]. The purpose of these decentralized

protocols is to improve the overall security and guarantee compliance with regulations in

the aviation industry.

2.4. Access Control Management

One of important aspect of security is the authorization of nodes, that is, the act of permitting

or refusing access to network services depending on the identification and credentials of

the node making the request. Authorization offers a vital role in controlling access to

resources and functionalities among IoT ecosystems that utilize blockchain technology. Once

a node is successfully authenticated and deemed a legitimate participant, the process of

authorization begins. Authorization is the process of either allowing or refusing access

privileges to specific resources or functionalities within the network. In the context of

blockchain-enabled IoTs, authorization can be enforced through the utilization of smart

contracts. Smart contracts define rules and conditions for accessing and utilizing network

resources. These contracts can specify which nodes have permission to perform particular

operations, access certain data, or control specific network functionalities. By utilizing

smart contracts for authorization, IoTs can ensure that only authorized nodes can access

and manipulate resources, enhancing security and maintaining the integrity of the network

and its generated data.

Studies in this area mainly focus on authentication, authorization, security issues, different

architecture proposals, and device or network limitations. These concepts are categorized

as the following: authentication and authorization, security considerations, and system

architectures. This subsection discusses these categories with respect to their relation to

the authentication and authorization schemes.
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2.4.1. Authentication and Authorization

In some studies, authorization is not thought of beyond authentication. Such systems simply

accept the traffic from authenticated devices and drop that of unauthenticated devices. In

[52–55]; however, various authorization schemes that are applicable post-authentication are

discussed. Access to different services supplied by various organizations is required and

who can access what is determined by policies deployed on the chain. In addition, there are

further requirements or expectations from such a system:

2.4.1.1. Single-Sign-On Even if the services are from different organizations or systems

the same credentials should be applicable to all of them [52].

2.4.1.2. Scalability The system should be city-scale scalable so that it can work with

millions of devices or different policies, [53].

2.4.1.3. Delegated Policies In some cases, it might be desired that when a certain entity

is given some kind of an access right, this access right should be also able to be used by a

related entity, such as an underling. This comes with its own issues such as non-interactivity

and out-of-order delegations [53].

For the implementation of policies, various access control mechanisms for example

Attribute-Based Access Control (ABAC), Role-Based Access Control (RBAC), and

Capability-Based Access Control (Cap-BAC) etc. are available. The traditional

implementations of these cannot be employed as that would endanger decentralization and

scalability. However, blockchain technology offers also a beneficial solution for this kind of

cases. As with blockchain, replicates of data, distributed over different nodes while being

consistent with other replicates can be stored [52]. Furthermore, blockchain allows updating

policies consistently on all nodes of the system. Thus, if some policy cannot be verified

by one verifier because that verifier is unavailable, another verifier of the system can do the

verification as they have the exact same policy data.
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2.4.2. Attribute-Based Access Control (ABAC)

A full authentication and authorization system for smart city applications that utilizes

OAuth2 and OpenID Connect has been proposed in the literature [52]. OpenID Connect is

employed in a way that authorization has identity claims where stolen access tokens cannot

be used without proving the identity. Access control is realized by eXtensible Access Control

Markup Language (XACML) compliant ABAC policies. According to the study, OAuth2

protocol can realize delegated access but it is not clear in the article whether the proposed

implementation has this feature or not. The blockchain utilization in the study is for data

decentralization and not directly linked to the authentication and authorization mechanisms.

2.4.3. Role-Based Access Control (RBAC)

The study in [53] implements an RBAC based authorization system, called WAVE, that

considers many important use cases. In the system, blockchain is not accessed or modified

frequently, rather it is only used to store the permissions. All privileged access occurs outside

the blockchain thus blockchain does not slow down the system. The system has also role

delegations which are implemented using smart contracts. These are called Delegations of

Trust (DoTs) and they can be visualized as a graph. Features offered by DoTs could be

summarized as follows:

2.4.3.1. Non-Interactivity: Assume there is a role delegation from entity A to B. This

delegation is non-interactive role delegation if it can be carried out successfully even if both

A and B are offline. When entity B is online again, delegated permissions can be utilized.

2.4.3.2. Out-of-order Delegations: Assume an entity A delegates one of its roles, call R,

to entity B. Next, assume that R is given further access to a previously non-existent resource.

Now B, which has delegated role R, must also immediately have access to this new resource.
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2.4.3.3. Revocation: A permission can be granted or revoked and this may be triggered

by another entity or the permission itself might have a limited life time such that it expires

eventually.

2.4.3.4. Private Permissions: Since permissions are stored on blockchain, and

blockchain is accessible, all permissions are visible. This creates a security hole as

permission content may contain sensitive data, such as permission to Alice’s office that is

described as ”BuildingCENG/PartB/Room201”. Anyone who can see that Alice has access

to this room will know that Alice is likely to work there ([53]). However, the system employs

identity-based encryption to permissions. Thus, only the identified related user can decrypt

their permissions.

Due to the above-mentioned features, the system initially looks promising for IoT

ecosystems and is implemented and emulated in a 150-node network over 500 hundred days.

Additionally, the authors claim that the system supports city-scale deployment while being

low cost such that it can even be deployed on the Ethereum main chain.

2.4.4. Capability-Based Access Control (Cap-BAC)

The study in [56] implements a Cap-BAC system on parity consortium blockchain with PoA

consensus mechanism. Unlike most other studies reviewed, the implementation is highly

interactive. In the system, owners register themselves, their devices and the capabilities of

the devices to the smart contracts on the blockchain. Owners can give access to their devices

by registering capabilities for other users. These capabilities are invalidated when they expire

or when they are revoked. Users with capabilities can access the device through a server after

proving that they have access. If an owner loses their Decentralized Identifier (DID), they

can recover their identifier by creating a recovery request and subsequent voting process.
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2.4.5. Security Considerations

Security considerations of studies in the field mainly focus on the security of IoT

communications and secure authentication as some systems consider authenticated nodes

as authorized and vice versa. Without proper security measures, IoTs and their integral

part WSNs are vulnerable to a range of attacks, such as eavesdropping, tampering,

denial-of-service or routing attacks [57, 58]. In the following paragraphs of this subsection,

some of the key security considerations that must be taken into account when implementing

authentication mechanisms in IoT ecosystems using blockchain and other approaches are

discussed.

2.4.5.1. Key Management: One of the most critical aspects of authentication in IoTs

is key management. Since IoT ecosystems typically consist of managed and unmanaged

devices, it is essential to ensure that cryptographic keys employed for authentication are

secure and protected against theft, loss, or compromise. This can be achieved through the

use of secure key generation, distribution, and storage mechanisms. Numerous proposals

related to this consideration reside in the literature and interested readers may refer to [59]

for a sample study which utilizes PKI.

2.4.5.2. Data Integrity: Data integrity is another critical security consideration in IoT

ecosystem. The data collected by nodes is often sensitive and can be abused for malicious

activities if it is tampered with or altered in any way. Therefore, it is essential to ensure

data protection against tampering using mechanisms such as digitally signed messages,

message authentication codes, and hashing techniques. An example architecture of digital

signatures and elliptic curve methodology is implemented by [60] and an example of using

hash functions is proposed by [61].

2.4.5.3. Attack Detection and Mitigation: Since the ecosystem is sensitive to various

attacks, to integrate lightweight defense and mitigation mechanisms in place in order to
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detect and counter such attacks is crucial. This can be accomplished by utilizing intrusion

detection and prevention technologies which can perform network surveillance to detect any

signs of potentially malicious behavior and take necessary action in real or near-real time.

Because the IoT ecosystem has limited resources, lightweight mechanisms for detection

of malicious intent and activities are gaining interest among researchers lately. With the

implementation of such low-cost techniques, the network can revoke the node to ensure the

safety of ecosystem when detected.

2.4.5.4. Privacy: Another crucial consideration in the ecosystem is privacy, particularly

in applications where sensitive data and/or Personally Identifiable Information (PII) is being

disseminated. In such environments, it is essential to ensure that the privacy of users is

protected, and their data is not exposed to unauthorized parties.

2.4.5.5. Scalability: Finally, scalability is a critical security consideration when

implementing authentication mechanisms in the ecosystem. Since IoTs can consist of

thousands or even millions of nodes, it is essential to ensure that the utilized mechanisms

are scalable and can handle the high volume of traffic that could be generated by such dense

or sparse networks.

Considering the security concerns outlined before, it is feasible to establish a robust security

framework in an IoT ecosystem, enabling its use for many applications.

2.5. Airport Access Management Control with Blockchain

Airports are classified as restricted facilities due to their use for air travel and logistics, which

necessitate a tight policy of zero tolerance. One of the key challenges in these facilities is

the monitoring and reporting of various types of information, as well as keeping track of

workers’ access records. This issue has also been highlighted in the literature [62]. In this

study, we focus on airports that are distinct, isolated facilities without direct interconnections,
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mirroring typical real-life scenarios. Within mentioned problem area, admission logs are

reported on an specific basis as depicted in Figure 2.3.

Airport [1] Airport [2]

Airport [3] Airport [4]

Airport [n-1] Airport [n]

Figure 2.3 Illustration of the access management control problem domain.

The subject of security of airport is a matter of concern and has been extensively examined in

the literature. Recent advancements in technology have surfaced, leading to the recognition

of their advantages. Various solutions have been devised to address the aforementioned

challenges, particularly in the realm of airport security, with a particular focus on ensuring

data security. Qingbin et. al. proposed a blockchain-based approach to tackle the difficulties

and barriers encountered by airport managers, authorities, and regulators. This system is

regarded as a proficient substitute for conventional methods due to its decentralized and

autonomous nature, high level of confidentiality, openness, and ability to safeguard against

altered data [63]. The consortium blockchain guarantees the protection of data and efficiently

carries out the tasks of monitoring and traceability.

[64] offers a comprehensive elucidation of the fundamental principles of blockchain

technology in the context of the IoT. Moreover, this study proposes an optimal framework

for improving security and constructing a reliable architecture. The main obstacles in the
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IoT usually revolve on the capacity for data processing and the duration of battery life.

The recommended architecture should have robust security measures while also preserving

a streamlined design. The paper explores the concerns related to security, trust, and

identification that arise with IoT devices, and subsequently presents a solution that utilizes

blockchain technology. Next, the methods for combining IoT and blockchain are analyzed.

By employing Swarm technology, they were able to circumvent the need for a private

blockchain. Their investigation, which compares the setups of public and private networks,

shows that reveals that nearly all categories of nodes’ private blockchains use less storage

as well as memory. The allocation of responsibilities within the blockchain network for

IoT devices has been identified, with power consumption emerging as the key concern.

Therefore, the utilization of Blockchain technology in conjunction with Long Range (LoRA)

for the purpose of linking IoT devices, as well as utilizing Swarm for data storage, were

suggested as promising areas for future investigation.

A dedicated access control application has been developed exclusively for Hyperledger

Fabric [65]. Hyperledger Composer is employed for the management of access to

physical locations. They employed blockchain technology to meet the requirements of

non-repudiation and enduring record-keeping. This technology offers a distributed and

unchangeable data records. Components are compact modular entities that are bundled as

a singular entity and disseminated over the network. The main elements of the composer

module consist of an access control language, a query file, and JavaScript files. The access

control policies were implemented in the access control language module. Then the authors

examined performance metrics and resource utilization. Their suggested model, when

assessed against a benchmark for comparison, showcases its feasibility as a solution for

the specific situation at hand. The outcomes validate that the model remains consıstent and

exhibits the possibility for scalability.

Zhang et.al. have presented a smart contract for the purpose of access control for IoT devices

[66]. A smart contract is created in the study to oversee designated responsibilities in the

context of access management. The proposal involves the registration and adjudication of

contracts to achieve decentralization of access management. Hardware-based testing are
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performed and the resulting evaluation outcomes indicate that the contracts are suitable for

real-world situations.

Access control methods are extensively employed to safeguard important data and vital

infrastructure, such as facilities. The authors of this study, Maesa et al. (cite), suggest

a mechanism for access control on a blockchain that is based on policies. Established

protocols ensure that policies stored on the blockchain are openly available and observable.

The proposed methodology significantly enhances audibility. In addition, any malevolent

entities are unable to refuse the privileges that have been given. To verify the audibility and

consistency of policy checks. Another advantage of utilizing public and distributed policies

is the enhanced audibility.
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3. RELATED WORK

In recent times, the aviation and UAV sectors have started utilizing blockchain technology

to improve the administration, security, and efficiency of data. The unchangeable and

distributed characteristics of blockchain are being utilized to enhance regulatory adherence,

guarantee the authenticity of flight information, and effectively and securely handle air traffic.

These technological breakthroughs have resulted in creative solutions that specifically tackle

the distinct obstacles encountered by the aviation sector, including the secure exchange of

data, dependable storage of flight records, and the efficient administration of UAV operations.

With the ongoing expansion of the IoT, there is a growing demand for strong and secure

authentication methods. Authentication is a fundamental component of authorization, which

controls access to IoT resources and guarantees the security and privacy of data. Integrating

blockchain technology into IoT ecosystems has emerged as a promising approach to tackle

security concerns. It provides decentralized, tamper-proof, and secure infrastructures.

This section examines the current body of literature on the use of blockchain technology in

many fields, with a specific emphasis on its impact on improving aviation, UAV operations,

and IoT security. Our objective in this section is to demonstrate the current status of

research and highlight the impact of our proposed framework in these important disciplines

by conducting a thorough review of their contributions.

3.1. Blockchain in Aviation and UAV Domains

There is a growing number of commercial applications in the aviation industry that are

being developed to utilize blockchain technology for accurate data usage [67, 68]. The

growing recognition of blockchain technology’s ability to transform data management and

bolster security in several industries is evident as we advance into the digital era. This

recognition is demonstrated by a significant increase in academic research focused on

solving industry-specific problems through the use of blockchain applications, leading to
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a fundamental change towards systems that have improved security, transparency, and

efficiency.

By performing a search on the Web of Science database using the specified keywords

aviation, blockchain, blockchains, data sharing, security, smart contract, smart contracts, it

is evident that there is a noticeable and distinct trend towards research in this field, as depicted

in Figure 3.1. The inclination to investigate this domain is apparent from the publication

dates of the uncovered works.

Figure 3.1 An overview of the prevailing areas of research in blockchain technology within the
aviation industry. The percentage for each year is determined by its proportionate
contribution to the overall number of papers identified in the search.

The rise in the quantity of such solutions can be attributed to the advancements achieved

in the blockchain domain. Originally created as an immutable ledger for digital currency

transactions, blockchain has undergone a substantial transformation and now functions as a

flexible platform, especially with the integration of smart contracts [69]. These autonomous
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code segments, deployed on platforms such as Ethereum, facilitate intricate computations.

The convergence of blockchain technology improvements and the aviation industry’s demand

for consistent reliability has led to the development of innovative solutions aimed at tackling

regulatory compliance and overcoming challenges in aviation.

Considering these essential factors, blockchain technology emerges as a resilient framework,

consisting of unchangeable data records distributed in blocks, resistant to deliberate or

accidental modifications [70]. The decentralized, trustless, and immutable structure of

blockchain makes it inherently resistant to single points of failure (SPoF), making it a highly

secure storage management solution for important information.

Scientists and companies are investigating the industrial uses of UAVs and drones [71].

The objective of Jensen et.al. is to showcase the practical use and technological progress

of blockchain in terms of bolstering security, guaranteeing availability, and preserving

immutability, surpassing conventional use cases and scenarios [72]. The study examines

the potential utilization of blockchain technology in the mentioned domains, but it omits the

actual execution or a comparison of various blockchain systems. Boeing and SparkCognition

joined together to establish SkyGrid, a firm that provides a comprehensive solution for

unmanned and autonomous aircraft in the aviation sector [25]. This is an another instance

of the utilization of blockchain technology in commercial contexts. After the company is

founded, its primary objective is to guarantee the safe and efficient management of package

transfers using drones, as well as the operation and oversight of air taxis and other aircraft.

Blockchain technology is being used to regulate unmanned aerial system (UAS) traffic,

while artificial intelligence will help meet the needs of enterprises. Furthermore, they

plan to engage in cooperation with regulatory agencies. Their infrastructure is specifically

engineered to enable and support both commercial and personal aviation travel.

Given the emergence of solutions to known difficulties in the aviation and UAV arena, it

was necessary to conduct a literature investigation in this field. Therefore a comprehensive

academic study is conducted to ensure compliance with aviation regulations for the

utilization of UAVs, drones, and airplanes, alongside the advancement of commercial
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applications. UAVs are strictly forbidden by aviation regulatory agencies in the vicinity

of airports, military zones, and essential infrastructure [73–75]. Moreover, the growing

availability of economical and efficient drones has resulted in an uncertain airspace,

necessitating more stringent rules. Clarke et.al. performed a thorough examination of the

dangers that drones present to public safety and the protection of personal privacy in order

to clarify these issues [76]. Wild et.al undertook a thorough examination of 152 events

involving remotely piloted aircraft systems (RPASs) that took place from 2006 to 2015. The

objective of this investigation was to identify and evaluate the potential hazards linked to

unmanned vehicles, commonly referred to as drones, in order to devise efficient strategies for

mitigating risks [77]. Their research illustrates that uncontrolled advancements in aviation

technology present a higher level of danger compared to errors made by pilots. Regulating

these miniature airborne vehicles is a current concern in the field of aviation safety. There

have been numerous drone-related incidents in the aviation industry. In 2015, a drone and a

plane collided during a drug smuggling operation in Mexico [78]. In 2017, a drone and an

airplane collided in Canada [79]. Thankfully, the aircraft landed safely with minor harm, but

the flight was later canceled. In 2018, the operations of over 58 aircraft at Gatwick Airport

were disrupted as a result of the presence of two UAVs (drones) flying over the airport [80].

In 2019, Heathrow Airport in England had another occurrence of flight cancellations due to

the presence of drones[81]. In order to address this issue, Kapitonov et. al. have developed a

framework known as AIRA, which is designed to provide the accessibility of reliable data for

the control of semi-autonomous robots [82]. The vulnerability of the environment in which

robots function and plan their next move in the cyber-physical domain emphasizes the need

of dependable data. The Drone Employee project use the AIRA protocol to authenticate that

the UAV follows the assigned path by accessing information stored on the blockchain by the

dispatcher [83]. The proposed protocol is simple and allows for the coordination of air traffic

management and communication between numerous entities.

Drone or IoT device attacks can occur in two ways: through the transmission of gathered data

from the drone to the central system, and through the receiving of new commands from the

control center to the drone. Both forms of communication, encompassing data provenance
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and permission, are vulnerable to modifications and adverse consequences [84, 85]. Ensuring

the security of the channel is essential for protecting the storage, confidentiality, integrity,

and availability of the information. Most IoT devices and UAVs are connected to each other

and depend on cloud servers to fulfill their computing needs. The cloud infrastructure is

regarded as secure and effectively resolves the storage limitations of small devices [86].

These devices are commonly used in regions that lack security or are vulnerable to attacks

[87]. An additional crucial feature in the field is the precise placement and scope of their

coverage, together with their level of connectivity [88]. In order to address these concerns

DroneChain serves as an intermediary between the cloud server and the drones to address

the issue of unsecured communication channels [89]. The goal is to ensure the integrity

of the data and commands collected, rendering them resistant to alteration and accessible

for scrutiny by external entities. The present study conducts a comprehensive analysis and

evaluation of DroneChain in order to assess its efficacy in ensuring the integrity of drone

data during the process of transferring and storing data in the cloud. In contrast, drones

consistently receive instructions by storing hash values of directives from the central system

or data from other drones. Nevertheless, due to its dependence on immutable data stored on

the blockchain and in the cloud, the design fails to provide a comprehensive communication

solution.

Flight Data Recorders (FDR) are primarily designed to securely retain data in a durable

and easily accessible manner. They are also built to survive impact shock, penetration,

static crushing, high-temperature fire, and immersion in liquid following an accident [90].

Another functionality is to offer comprehensive aeronautical data for subsequent playback of

the flight. Technological advancements have enabled the conversion of flight data recorders

(FDRs) into digital format. This allows for the analysis of recorded data to discover

anomalies, hence enhancing flight safety in the future. The utilization of recorded onboard

data analysis, investigations, and various anomaly detection techniques improves the Flight

Operations Quality Assurance (FOQA) standards. The aviation industry predominantly

utilizes blockchain technology to address several challenges related to data management,

sharing, storage, and analysis. The Flight Data Recorder (FDR), a crucial component in
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aviation, is designed to remain operational even in the event of an accident [23]. The system

is accountable for overseeing aircraft, enhancing safety protocols, identifying issues, and

foreseeing any future incidents. Studies have been carried out in the literature to reduce the

size and weight of these bulky containers for UAVs. Over time, digital flight data recorders

have advanced to store more precise information and allow for the analysis of flights to

detect any irregularities pertaining to flight safety. The Red Cat firm has created a flight

recorder for UAS that makes use of blockchain technology [91]. This recorder enables the

examination and reproduction of flight data, which is encoded to ensure security. Moreover,

the recorder is furnished with artificial intelligence (AI) functionalities to aid in diagnostics.

Additionally, this article presents a decentralized storage framework built upon blockchain

technology, which guarantees the safe transmission and retention of information through

the utilization of encryption methods. The solution they offer features an open-source and

flexible framework, with the goal of assisting regulators, insurance firms, and operators of

drone fleets.

Analyzing the flight data is important to ensure the correctness of the information stored in

the Flight Data Recorder (FDR) and to discover the causes of a crash or any abnormalities

that occurred during the flight using deterministic playback. It serves a vital role in both

the speed at which the data is obtained and the precision of the data that is captured. The

research conducted to collect flight records and capture access status in the utilized data

meticulously takes into account deterministic replay, operating system input and output

(OS-I/O) management, and hardware support [22].

FlightChain, a research initiative introduced by SITA, seeks to leverage the inherent

immutability of blockchain technology to securely store flight data within the aviation

sector [92]. FlightChain specializes on utilizing blockchain technology for the purpose of

data management, going beyond the capabilities of IoT devices and UAVs. Blockchain

is commonly acknowledged as a distributed and immutable database. The suggested

concept employs a permissioned blockchain architecture, which allows authorized entities

to access data. The testing include British Airways, Geneva Airport, Heathrow, and

Miami International Airport. FlightChain has employed smart contracts developed on
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Ethereum and Hyperledger Fabric to alter and securely store more than two million

flight records. FlightChain continues to experience unresolved issues without receiving

satisfactory responses. The introduction of permissioned blockchain has resulted in

management challenges arising from the system’s inherent deficiency in self-management

capabilities. Actually, it is not a challenge, but an opportunity to supervise a network that

can be enlarged and has some level of transparency. This network also facilitates consensus

on crucial managerial decisions by utilizing smart contracts. Hyperledger Fabric surpasses

Ethereum in terms of sophistication and complexity. Nevertheless, it boasts an impressive

transaction output of approximately 100,000 transactions per second, beyond any potential

need for more. Testing relies solely on a restricted amount of flight data.

In the field of aviation management, blockchain technology is demonstrated through the

implementation of the Blockchain-Based Flight Operation Data (BFOD) sharing scheme and

the BlockTrust model [48]. The models illustrate the capacity of blockchain technology to

guarantee the security of data and improve the efficiency of operations in the aviation sector

[93]. The BFOD system employs cryptographic methods, like as zero-knowledge proofs,

to strengthen the privacy of flight operational data. Empirical data has shown a substantial

reduction in the time needed to reach an agreement. BlockTrust is a significant progress in

the creation of dependable aviation information systems. It achieves this by establishing a

secure protocol for transmitting data on Air Traffic Management (ATM) networks, even in

the presence of communication delays resulting from the usage of blockchain technology.

Moreover, there is a specialized data-sharing platform designed exclusively for aviation

vendors [94]. This platform demonstrates the application of blockchain technology to

improve transparency and address the ongoing problem of limited information accessibility

in supply chains. The combination of these achievements indicates a positive direction in

aviation management towards a unified ecosystem facilitated by blockchain technology. This

signifies a shift from individualized solutions to a holistic framework within the sector.
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3.2. Blockchain in IoT Domain

An emerging trend in the use of blockchain technology inside an IoT environment is the idea

of blockchain-enabled networks. This entails incorporating blockchain technology into these

networks to establish a decentralized, tamper-resistant, and secure network infrastructure.

The decentralized nature of blockchain guarantees that there is no central authority governing

the network. All devices have the ability to participate in the decision-making process of

the network according to their privileges, which are determined by the kind of blockchain.

As a result, this enhances the network’s ability to withstand and recover from attacks

and failures. Moreover, the inherent tamper-resistant quality of blockchain technology

guarantees that any data saved on the network cannot be modified or removed, thereby

ensuring a superior level of data integrity and authenticity. The combination of these

characteristics renders blockchain-enabled IoTs highly appealing and auspicious for use in

applications that necessitate a robust level of security, privacy, and trust, such as critical

infrastructure, healthcare, and supply chain management. By employing blockchain-enabled

IoT technology, it is feasible to create a secure and reliable environment for gathering and

analyzing data from various physical objects, including sensor nodes and other devices.

Similar with the IoT, the healthcare industry utilize blockchain technology to safeguard

confidential patient information and empower individuals with more authority over their

medical records. HierChain’s hierarchical storage solution enhances the administration of

health data across many blockchain platforms, ensuring a harmonious equilibrium between

the security and efficiency of IoT networks [95]. The Health Information Exchange (HIE) is

a patient-centered method for sharing health information at the same time. The utilization of

smart contracts improves privacy and grants patients independent authority over their health

records. The integration of blockchain technology, together with decentralized principles, in

the healthcare industry highlights an upcoming future in which data management is not only

highly safe but also places a strong emphasis on individuals’ privacy. An example of this is

the research undertaken by Nguyen et. al., which presented a resilient intrusion detection

system that utilizes blockchain technology to provide safe data transmission [96]. The
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researchers utilized a specialized categorization model tailored for Cyber-Physical Systems

(CPS) in the healthcare industry. By conducting extensive simulations, they have proven that

their proposed methodology is very accurate, effective, and feasible.

The IoT domain demonstrates how blockchain technology enhances data management and

improves operational efficiency. The decentralization of data management is accomplished

by the integration of clustering, edge computing, and blockchain in a three-tier architecture.

Emerging designs are being developed to tackle the increasing concerns around privacy and

trust in IoT networks [97]. The MSLShard architecture employs an advanced adaptive

network sharding strategy to enhance the scalability and security of shared IoT resources.

The complex interconnections of smart city infrastructures are of utmost importance [98].

There are numerous methods that utilize different features of blockchain technology. The

swift progress in the IoT has transformed numerous businesses by facilitating effortless

connectivity and data interchange across devices. Nevertheless, a key focus in this field

is to guarantee safe and dependable authentication. Authentication is essential because it

forms the basis for authorization, which determines the access and control of IoT resources.

In order to tackle this crucial feature, a multitude of studies and research endeavors have

been focused on creating strong authentication techniques. The objective of these initiatives

is to strengthen security measures, safeguard confidential information, and deter unwanted

entry, thereby guaranteeing the reliability and credibility of IoT systems. Newly developed

methods range from using cryptocoin-like authentication where the nodes earn coins by

verifying the messages on the network and get authenticated after earning enough coins

[60] to using hash functions [61] that are lighter than other approaches. Moreover, in the

literature, there are also studies that utilize the public key cryptography and elliptic curve

algorithm [99].

In common sense, there are three requirements that an IoT system should fulfill to be referred

to as secure. These requirements are also known as the CIA triad. In recent years, there have

been significant advances in the development of security mechanisms for IoT ecosystems.

These methods range from traditional access control models that use id-password pairs with
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some additional layers as detailed in [100–103] to more advanced techniques such as the

method that utilizes Reinforcement Learning (RL) [104].

Authentication is the procedure of recognizing users and nodes inside a network and

authorizing access exclusively to authorized users and unaltered nodes. As stated in

[105], authentication remains the predominant approach for access control and management,

accounting for approximately 60% of all studies. It is a crucial part of security inside the

IoT ecosystem. Authentication provides nodes with the assurance of the identity of the

entities they are linked to. Having a master authority for authentication and trust management

ensures a strong level of privacy and security in the network. Numerous research in the

literature have been conducted on this particular form of authentication, which will be further

upon in the subsequent paragraphs. Nevertheless, the primary governing body, which has the

potential to become the sole weak link in the network and the central focus of security,

also presents a significant risk. Due of the inability of any node to consistently supply

connectivity, this method is not feasible in dispersed, decentralized, or large-scale ad-hoc

networks. However, the master authority, which may serve as the network’s single point of

failure (SPoF) and the focal point of security, raises a serious concern too. Since no node

can provide connectivity at all times, this strategy is not a viable option in a distributed,

decentralized or large-scale ad-hoc networks.

In the literature, Transport Layer Security (TLS)-based solutions for IoT authentication were

proposed in [106] and [107]. In these studies, Public Key Infrastructure (PKI)-provided

certificates were employed. While these techniques do provide for secure data transmission

and dependable authentication, the Rivest Shamir Adleman (RSA) and other asymmetric

algorithms inherently necessitate a substantial investment of time and energy to carry out

[108]. To address energy consumption concerns, a combination of Datagram TLS and

Constrained Application Protocol (CoAP) [109] with the use of Elliptic Curve (EC) [110]

was implemented [111]. The system’s flexibility was reduced by the need for the root

Certification Authority (CA).

In addition to the aforementioned investigations, a method based on a Pre-Shared Key (PSK)
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and utilizing a One-Time Password (OTP) mechanism was suggested in the literature [112].

In order to achieve mutual authentication, the proposal necessitates the exchange of four

messages between nodes. Furthermore, the Galois/Counter Mode (GCM) was developed as

a way to ensure both the secrecy and integrity of data while using the Advanced Encryption

Standard (AES) with Counter Cipher Block Chaining (CBC)-MAC modes of operation. This

approach was implemented in order to provide a higher level of security for data protection

[113].

The aforementioned solutions have shown to be reliable and efficient in terms of energy.

The mobility of nodes is constrained by the distribution of PSKs, which is an impractical

assumption for real-world scenarios. In addition, conventional protocols depend on Trusted

Third Party (TTP) implementations, which render them vulnerable to Single Point of Failure

(SPoF) [59].

In the ever-changing realm of IoT security, conventional authentication methods like

single-factor identification employing ID-password combinations have been generally

acknowledged as susceptible to identity theft and other security breaches. Although these

strategies are widely used, they typically fail to adequately protect network resources from

advanced threats. Researchers, such as Das et al. [100], have investigated improved

protocols and put forth a two-factor authentication method that necessitates the use of

both a password and a smart card. This system employs techniques similar to Elliptic

Curve Cryptography (ECC), a widely used technology in blockchain applications, for the

encryption and decryption of messages. While this approach represented progress, it

was not completely resilient to security attacks. Nonetheless, it represented a noteworthy

advancement in the sector.

Subsequent studies have sought to enhance these security methods even more. An example of

an enhanced two-factor authentication technique was provided, which utilized sophisticated

encryption algorithms based on ECC [101]. Researchers such as Li et al. [102] and Wang et

al. [103] have recently suggested three-factor authentication techniques that combine ECC

with fuzzy commitment schemes and the RSA cryptosystem, respectively. However, the
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progress made in these areas was hindered by the significant storage requirements of IoT

nodes and the weaknesses found in their local storage systems.

Cui et al. suggested a hierarchical identity management system for multi-Wireless

Sensor Networks (WSNs) that is powered by blockchain technology. The purpose of

this system is to investigate decentralized solutions. This approach utilized a reliable

Base Station that functioned as a subnet manager. Although this facilitated network

management, it compromised the decentralized character of blockchain by introducing

potential vulnerabilities and single points of failure (SPoF) similar to prior implementations.

Chen et al. [114] extended the use of blockchain technology in wireless sensor networks

(WSNs) by developing a Trust Relationship Graph (TRG) to improve network security

against worm assaults. Their authentication technique, known as Blockchain-empowered

Authentication technique (BAS), utilized a combination of linear blockchain and Directed

Acyclic Graph (DAG) chain architectures to securely store and manage the identity

authentication information of nodes. The trust levels are adjusted dynamically based

on transaction histories and network feedback, showcasing a lightweight and efficient

implementation of blockchain that is well-suited for contexts with limited resources.

A blockchain method is introduced to overcome limitations in node-centric WSN designs

[60]. The authors emphasized the limitations of sensors’ resources and asserted that

blockchain offers a decentralized and safe alternative. Their solution incorporated a

Hardware Authenticator (HA) that streamlined the encryption and authentication of network

connections by integrating various control processes. However, this system had difficulties

in terms of decentralization and vulnerability to specific sites of failure.

Tu et al. [104] conducted a study on impersonation attacks in fog computing by utilizing

a Q-learning technique. The system detected potential security breaches by identifying

anomalous user behavior. This approach employed the simulation of authentic user actions

to identify any variations that may suggest impersonation, successfully addressing a crucial

vulnerability in fog computing settings.
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Mubarakali proposed employing blockchain and cryptographic hash functions to authenticate

users and prevent replay attacks, a common occurrence in IoT applications [61]. The

objective of this method is to optimize computational efficiency while also safeguarding

against attackers attempting to replay legitimate transmissions. This is achieved by

integrating distinct sequence numbers into every message.

Jerbi et al. [99] devised a blockchain-based authentication technique for WSNs that

employs mobile data collectors, such as drones, to securely collect and send data across

geographically distributed networks. This system efficiently managed the processes of

registration, identification verification, and credential upgrades for mobile collectors. It

ensured the safe and reliable transmission of data to the cloud and offered a dependable

method for generating new credentials in the event of a security compromise.

It has been observed that many studies in the literature such as [61] and [133] make use of

different types of nodes, which are mainly base stations (either static or mobile), coordinator

nodes (like cluster heads in WSNs), and ordinary nodes (as leaf nodes or sensor nodes of

WSNs). These node types are depicted in Figure 3.2, which is a comparable model proposed

by [133] and adapted for sidechain visualizations. The initial chain in the concept is formed

at the cluster level, where IoT devices are grouped together and roughly indicated in size

using circles. Each network (NET) generates a second-level chain between its coordinators

and the mobile base station. Additionally, each cluster has its own local chain connecting

the indicated coordinator and its member nodes. Often, the second level chain is sufficient to

verify the identity of a node within a single NET. However, an IoT ecosystem may include

a number of linked networks, allowing for the creation of various degrees of sidechains

based on the needs. In some systems, utilization of local chains, sometimes referred to

as side chains, correspond to a cluster. Base stations initialize and maintain the local

blockchain. Leaf nodes join the local blockchain and system end users communicate with

them through the global blockchain. Cluster heads (coordinators) are utilized mainly for

forwarding purposes and they are authenticated by the global blockchain as described in [59].

On the other hand, some other studies like [60] utilize fog computing or employs a Hardware

Authenticator (HA). The system is assumed to be secure since it is offline. HA carries out
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Figure 3.2 Node types and various levels of chains

the authentication process by coin delivery and nodes, having a copy of the blockchain, can

compute which node has how many coins. If a node is deemed having enough coins, they

are respected as authenticated.

Fog computing systems are found to be prone to impersonation attacks and some studies

like [104] tries to address the issue. According to the study, Physical Layer Security (PLS)

is mostly not considered for securing fog computing environment, and they are the first to

consider PLS security through Q-Learning. These studies exemplify the ongoing endeavor to

establish increasingly secure, efficient, and resilient settings for the IoT and Wireless Sensor

Network (WSN). They achieve this by utilizing contemporary cryptographic and blockchain

technology to address the complex issues of IoT security.

In summary, this analysis examines the related studies for IoT security considering

four perspectives; mechanisms, architecture, sidechains and policies. The common and

discriminating features of reviewed research are depicted in Table 3.1.

3.3. Comparison of Proposed Framework

Upon careful analysis, it is evident that blockchain technology primarily facilitates goals

such as improving data accuracy, strengthening system resilience, and promoting scalability

across diverse industries. Additionally, it emphasizes the benefits of decentralized and secure
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systems that can easily adjust to intricate network operations, such as those encountered in

aviation and IoT settings.

In previous sections several issues are addressed in current blockchain frameworks, including

in the areas of scalability, security, and adaptation in complex network contexts such as

those involving aviation, UAV and IoT domains. To address the aforomentioned issues

we developed a framework which details are given in Section 4. to handle these problems

comprehensively. The remaining section provides a thorough analysis and assessment of the

studies discussed in the preceding portion.

The evaluation of these studies was conducted by considering factors such as the solution

domain, layered structure, cluster methodology, storage capacity, access management

capabilities, testbed applicability, and preservation of secrecy. The findings of this

methodical examination of literature, which offer a methodical comparison of relevant

studies, are arranged in Table 3.2. This table presents a comprehensive evaluation of the

suggested framework and additional research, emphasizing their degree of appropriateness

or inadequacy. The abbreviation ”N/A” (Not Available) is used when a circumstance does

not apply. Upon doing a comprehensive examination, it becomes clear that blockchain

technology consistently facilitates the objectives of enhancing data precision, fortifying

system robustness, and fostering scalability across diverse industries. These studies provide

evidence for the concept of decentralized and secure systems that can adapt to the intricacies

of modern networks, such as the complicated operations of aviation and the extensive

networks of the IoT.
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Upon thorough review of the tabulated data, the ”Proposed Framework” is a strong and

all-encompassing strategy for leveraging blockchain technology, particularly in the aviation

sector. This paper presents a comprehensive technique that covers various aspects of system

architecture, such as blockchain, data management, access management, networking, and

display layers, in contrast to other scholarly contributions of the same time period. This

integrative approach sets itself apart from other research in the study by consistently having

a wider scope, covering various architectural levels, and demonstrating greater precision.

The ”Proposed Framework” demonstrates its methodological sophistication by employing

inter-cluster, intra-cluster, and hybrid clustering methodologies, setting it apart from

comparable studies that lack detailed study of data segregation and network management.

This advanced method showcases improved efficiency and capability in managing larger

workloads, so addressing a significant shortcoming in research. Furthermore, it utilizes a

hybrid storage approach that combines on-chain, off-chain, and selectively requested data

storage methods. This sophisticated approach sets itself apart from the primarily on-chain

storage options identified in prior studies, thereby enhancing both the availability and

integrity of data. This cutting-edge storage solution exceeds current systems by providing a

customized method that can adapt to different data needs.

Regarding access management, the majority of the surveyed research, including our proposed

framework, utilize Role-Based Access Control (RBAC). Furthermore, it enhances its

usefulness by including Public Key Infrastructure (PKI) and Access Control Lists (ACLs).

This demonstrates a dedication to creating several levels of security protocols, greatly

improving the system’s ability to resist illegal entry. In addition, the ”Proposed Framework”

stands out for its practical validation achieved by establishing a test bed, a characteristic that

has not been clearly explained in previous studies. This empirical evidence showcases the

efficacy of the subject in practical scenarios, a factor that is occasionally absent in theoretical

research.

The design incorporates many strategies such as Public Key Infrastructure (PKI), data

offloading, and Access Control Lists (ACLs) to prioritize the safeguarding of confidentiality
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and data privacy. This approach sets itself apart from and exceeds earlier methodologies,

such as Zero-Knowledge Proofs, by utilizing a more varied manner to ensure anonymity.

A thorough and sophisticated approach is introduced in Section 4. for utilizing blockchain

technology in many industries, with a specific focus on the aviation sector, IoT, and UAVs.

The system is distinguished by its comprehensive system design, sophisticated storage

solutions, improved access control, empirical validation, and strong privacy safeguards.

This research makes a significant contribution to the existing literature and fills gaps in

information that were previously there. It showcases the system’s preparedness for practical

application and its capacity for scalability in real-world situations, indicating notable

advancements in blockchain technology.

The proposed framework offers solutions by improving scalability, securing data, enhancing

flexibility. Through a systematic approach to these concerns, the suggested framework not

only resolves the challenges described in previous research but also enhances the utilization

of blockchain technology in specific fields. This comparative research showcases the

framework’s capacity to enhance the shortcomings of prior studies, providing a strong,

adaptable, and reliable solution specifically designed for the intricate requirements of

contemporary networked systems.
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4. METHODOLOGY

This section outlines the modular architecture of the proposed framework for managing data

and implementing a blockchain. The blockchain is designed to securely store and retrieve

specific data while ensuring confidentiality, availability, and integrity.

The primary factors influencing the framework’s structure are given in Figure 4.1:

Storage
&

Data Access

Smart Contracts
&

Client Nodes

Communication
Link

&
Security Deployment

&
Testing /

Monitoring

Management
&

Roles

Blockchain
Type

Figure 4.1 Main features that affect the structure of a framework.

The design of the contract creation, blockchain technology, management of external data

requests, and storage systems employed ensures that they function as separate and easily

interchangeable components. This customizable framework intends to provide flexibility,

scalability, and support for applications utilizing various technologies and protocols.

Data management can be viewed as a less intrusive utilization of real-time and permanent

records. Hence, for the purpose of storing and updating the data, it is necessary to maintain a

clear distinction between the node communicating with the base station and the intermediate

node. To clarify, the blockchain database (BCdb) will be divided into two distinct categories:
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inter-cluster (IeC) and intra-cluster (IaC). The subsequent sections provide information that

IeC contains shared data for all participant nodes, whereas IaC contains data specific to the

cluster. It is advisable to explore alternative concepts due to the isolated nature of the data in

the node systems, which are not susceptible to external interference. Additionally, there is a

constant possibility of environmental factors leading to a decline in communication quality

between the base station and the node. According to literature, the primary requirement is

a distributed database that manages data, partners, roles, and identity. Additionally, there

is a need for sharing, mutual agreement, autonomous or semi-autonomous decision-making,

monitoring, and a reliable communication link between different protocols and devices.

The proposed technique entails the partitioning of the system’s organization into numerous

tiers, resulting in the formation of a stratified structure. Each layer is allocated unique

responsibilities for various operations. The aforementioned design technique has several

benefits, including the allocation of duties, efficient job management across different levels,

and the flexibility to improve or modify one layer without affecting the others. There are

multiple significant rationales for using a layered architecture in this framework:

• The principle of separation of concerns is accomplished by layering, which allows

for the division of different components of blockchain functionality into distinct tiers,

ensuring that each layer has a specialized and clearly defined job. For example, you

may have separate layers particularly designated for the fundamental components of

blockchain, storing data, managing access, and creating user interfaces or applications.

This segmentation simplifies the overall organization and makes it easier to understand

and maintain.

• Modularity and scalability are attained by allowing the autonomous development

and change of each layer, separate from the others. The system’s modularity enables

seamless scalability, as new features or improvements may be integrated into a single

layer without affecting the underlying blockchain base. Adaptability is crucial in

the rapidly evolving field of blockchain technology, where frequent new requests and

improvements may arise.
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• The independent functioning of each layer significantly streamlines the process of

maintaining and upgrading, resulting in simplified maintenance and upgrades.

Modifications made to one layer do not always require changes to other layers,

thus reducing the possibility of unforeseen outcomes. The convenience of

maintenance is particularly advantageous for addressing security vulnerabilities,

creating enhancements in performance, or introducing novel functionalities.

• Interoperability is improved by implementing a layered architecture, provided

that the interfaces between the layers are clearly documented. This allows for

the integration of external components or the replacement of specific levels with

alternative implementations without causing any disturbance to the entire system.

An effective development workflow is supported by a hierarchical structure, enabling

developers to focus on each layer in a sequential manner. This promotes a systematic

and organized approach to the development process, improving its effectiveness and

decreasing the probability of mistakes.

In summary, a blockchain framework that incorporates a layered structure offers advantages

in terms of separating roles, implementing a modular architecture, achieving scalability,

coordinating tasks, maintaining the system, and ensuring compatibility. These benefits

jointly improve the durability and adaptability of the blockchain system, allowing for both

initial development and ongoing improvements.

Implementing a layered architecture is essential in building a blockchain framework

because of the frequent introduction of new advancements and the requirement for ongoing

enhancement. The design should possess adaptability, enabling the incorporation of novel

functionalities and seamless assimilation of emerging technologies. The significance of a

hierarchical arrangement in a blockchain framework, particularly when it is being introduced

for the first time, cannot be overemphasized.

The selected layered architecture for the proposed blockchain-based framework conforms to

the prevailing academic and practical agreement on organizing blockchain systems to tackle
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Figure 4.2 Proposed framework layer structure.

issues of scalability, security, privacy, and efficiency in data management. The selection

of blockchain, data management, access management, connection, and display layers in

this method is designed to address the specific functional requirements and challenges of

distributed data management systems, as depicted in Figure 4.2. The application of clustering

to delineate network segments, hybrid evolutionary algorithms for optimization, and strategic

stacking for managing data, access, and interactions showcases the advanced integration of

blockchain technology to fulfill intricate system needs. The chosen criteria in the proposed

framework are essential for creating a robust, flexible, and secure blockchain-powered data

management system. The framework’s versatility in accommodating many issue areas is

assisted by crucial elements such as contract generation, blockchain technology, management

of external data requests, and storage systems. They allow for customization according
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to specific needs, guaranteeing the adaptability and expandability of the framework. This

method facilitates the integration of several technologies and protocols, enabling a less

invasive consumption of data with secure and efficient storage and updating procedures.

The modular design enables effortless adaptation and integration, rendering the framework

valuable in diverse applications and environments.

The blockchain layer is crucial in ensuring the security and reliability of the system.

It accomplishes this by selecting the appropriate type of blockchain (public, private,

permissioned), consensus mechanisms, and underlying technologies (such as Ethereum,

Hyperledger, etc.). Deciding between public, private, and permissioned blockchains enables

the creation of tailored solutions that find a middle ground between transparency and

control, based on specific domain needs for accessibility and privacy. Ethereum offers

a robust framework for decentralized applications with its smart contract functionality,

but Hyperledger excels in regulated enterprise environments that prioritize privacy and

efficiency [144]. Consensus methods for example PoW, PoS, and Delegated Proof of

Stake (DPoS) play a crucial role in guaranteeing the security, integrity, and efficiency

of the blockchain. Choosing the correct algorithm is essential for guaranteeing the

effectiveness and dependability of the system. The data management layer plays a vital

role in managing data through organization, storage, and processing, while also addressing

scalability and efficiency concerns. To achieve a balance between immutability and

scalability in large-scale deployments, the system employs data categorization and utilizes

many storage mechanisms, including both on-chain and off-chain approaches, to handle

significant amounts of data.Provide a citation for an in-book source. Evolutionary clustering

in IoT contexts use techniques to improve data management and network efficiency. By

prioritizing the roles and smart contracts in the access management layer, we ensure that

access control is both secure and adaptable to changing requirements. This pertains to the

requirement for comprehensive access controls in domains like healthcare and IoT, where

the obligations and authorizations of users must be meticulously managed to safeguard

confidential information. The link layer addresses the practical challenges of network

interoperability and connectivity in distributed systems by enabling communication between
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diverse nodes. The blockchain framework can establish effective contact with other systems

and devices by utilizing technologies such as RESTful APIs and WebSockets. This capability

is crucial for IoT applications that necessitate efficient communication across diverse devices.

The presentation layer serves as an intermediary between the blockchain system and users,

ensuring that the benefits of the blockchain are readily accessible to end-users through

user-friendly interfaces and distributed applications. Active user participation is essential

in domains like healthcare, as it has a significant impact on the overall efficacy of the system.
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Figure 4.3 Modular architecture of the proposed framework.

In order to provide a description of the architecture of the proposed framework, as depicted in

Figure 4.3, we will first discuss the structure of clusters, nodes, and roles. Next, the concept
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of managed data is thoroughly explained. Subsequently, the contracts pertaining to design

and security considerations are explained in detail.

4.1. Structure of Clusters, Nodes, and Roles

The blockchain network is specifically intended to facilitate both inter-cluster (IeC) and

intra-cluster (IaC) operations, hence enhancing its adaptability. The IeC functions as the

primary data storage and acts as a central communication hub, facilitating connectivity

amongst all participants. This framework is distinct from the intra-cluster model, IaC, as

it operates according to its own specific rules and structures that are tailored to meet its

particular requirements.

The inter-cluster communication is essential for enabling effective connectivity between

different intra-cluster entities , hence connecting numerous clusters. By dividing into

inter and intra-clusters, it becomes possible to employ distinct blockchain technology and

consensus algorithms that are customized to meet the individual needs of each cluster. A

diverse range of blockchain technologies, each possessing unique capabilities, limitations,

and strengths, need an adaptable approach. The IeC and IaC architecture assists in selecting

blockchain solutions that align with the specific objectives of each cluster.

Moreover, the IeC plays a vital role in minimizing potential delays in data transmission

and database expansion caused by substantial data exchanges within the IaC network. The

integrity and immutability of data across the network are guaranteed by the IeC by storing

general-purpose data and preserving hash values of processed data within IaCs.

The IaC is designed to be adaptable, enabling the use of various consensus methods and

blockchain technologies based on structural needs. To participate in or join the IeC, it is

necessary to adhere to the specified norms and procedures of the IeC. This architecture

ensures that the IaCs have the ability to operate independently and preserves the integrity

of the network by confining data proofs to the IaCs in the IeC. This method emphasizes

the commitment to maintaining data accuracy throughout the clusters, showcasing the
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framework’s ability to fulfill diverse technological needs while yet maintaining centralized

network management.

4.1.1. Inter-Cluster (IeC) Architecture

The IeC blockchain determines the common data for all nodes and provides an immutability

proof (hash) of the IaC data. The architecture facilitates the participation of IeC as

a communication bus between IaCs, while also serving as the primary chain for the

framework. The IeC chain stores and updates often requested and general-purpose data

that is needed by all nodes. The generation of the Common Operational Picture (COP)

and Recognized Air Picture (RAP) is used to visually represent the data stored in IeC.

Aircraft, UAVs, IoTs, and other nodes, such as ground stations and base stations, have the

responsibility of supplying navigational data to establish a Common Operational Picture

(COP) or a Recognized Air Picture (RAP). Furthermore, any node that engages in the

blockchain and functions in different branches can exchange relevant navigational data with

the aircraft or any other node within the communication range. Currently, a subset of the

data collected by the accountable IaC is transferred to IeC, where it is consolidated to retain

the comprehensive view of COP or RAP.

4.1.2. Intra-Cluster (IaC) Architecture

To effectively meet a wide range of operational requirements, it is essential to prioritize

both flexibility and specificity. Each individual IaC inside the system has the autonomy

to tailor its consensus process according to its own aims, hence improving efficacy and

adaptability. The IaC framework enables customers to to decide on the most appropriate

blockchain technology for their specific requirements, providing a customized approach

to data management and security. The cluster IaC possesses the ability to independently

develop its own technology and implement regulations inside a separate framework from

IeC. While IaC operates autonomously within its cluster, data processed in IaC can be

stored in IeC to ensure data integrity, even while IeC governs the cluster separately.
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The IaC chain is characterized by nodes that possess an equal amount of connectedness,

creating a swarm-like environment. These nodes establish their own set of rules. The

IaC nodes and cluster rules may differ from the IeC chain they are part of in terms of the

consensus algorithm, blockchain technology, and other utilized technologies. By adopting

this approach, the process of cluster creation can be orchestrated with greater adaptability

and modularity. For example, military UAVs flying in groups and ground support units

can create an interconnected network with faster and reliable nodes by using a limited

quantity of validators or signers. However, a different interconnected network that operates

in a challenging and hostile environment can utilize fully Byzantine Fault Tolerance (BFT)

consensus algorithms to enhance trust, even if the rate of transaction processing decreases.

4.1.3. Communication Between Clusters

Each integrated circuit (IC) can be fabricated using a range of technologies. In a microservice

architecture, we build connectivity between clusters by utilizing web sockets and RESTful

APIs. This architectural choice facilitates efficient, scalable, and flexible communication

between clusters. An IaC node can engage in IeC by utilizing a specialized connection

adaptor designed for IeC. Each node within a IaC is possesses the capacity of establishing

a connection with nodes in different clusters. However, often only one node is selected per

cluster to handle this inter-cluster communication. The decision is determined by criteria for

instance energy efficiency and the desire to minimize complexity, especially in applications

like swarm flights.

Every IaC contains a node that is responsible for maintaining communication with the IeC.

Otherwise, it forms its inter-cluster architecture and lacks a comprehensive verification of

the data. There are three methods for doing data request or push:

• From inter-cluster to intra-cluster (IeC −→ IaC): This method entails transferring

data from the inter-cluster network to a designated intra-cluster, enabling external data

to be inputted into a cluster.
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• From intra-cluster to inter-cluster (IaC −→ IeC): This entails transmitting data from

an intra-cluster to the inter-cluster network, enabling a cluster to share its data with

other clusters.

• Between intra-clusters through inter-cluster (IaC −→ IeC −→ IaC): This technology

enables data transmission between two intra-clusters via the inter-cluster network,

enhancing communication between distinct clusters.

The desired data from the IoT devices and the orders sent by the governing bodies of the IoT

are carried out on the nodes equipped with IoT adapters. Simultaneously, the data transmitted

from the IeC is transmitted in the IaC due to necessity or the law of blockchain. Therefore,

communication between different IaCs is done via the IeC chain as illustrated in Figure 4.4.

Manager Node

Manager Node
Manager Node

Inter ClusterIntra
Cluster

Intra
Cluster

Figure 4.4 Communication between IaCs through IeC.

4.1.4. Node and Role Architecture

Nodes are divided into two as their involvement: Inter-cluster node (IeC) and intra-cluster

node (IaC). Each node can have several roles: authority role (RA), data manager role (RDM ),

listener role (RL), cross-chain role (RX), and Oracle role (RO). A summary of the roles that

can be held by nodes is given in Table 4.1.
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Table 4.1 IaC and IeC node roles.

IaC IaC and IeC IeC

Authority Role (RA) ✓ ✓ ✓
Data Manager Role (RDM ) ✓ ✓ ✓
Listener Role (RL) ✓ ✓ ✓
Oracle Role (RO) ✓ ✓ ✓
Cross-chain Role (RX) X ✓ ✓

4.1.4.1. Authority Role (RA) : Responsible for managing the data, communication, and

contracts both in inter or intra-cluster domains.

4.1.4.2. Data Manager Role (RDM ) : Responsible for storing and updating data as well

as managing access to requested data.

4.1.4.3. Listener Role (RL) : Solely listens to the blockchain for changes. In this role, a

node does not have any privilege to update the state of the blockchain.

4.1.4.4. Cross-chain Role (RX) : Responsible for preserving communication links

among intra and inter-cluster chains.

4.1.4.5. Oracle Role (RO) : Responsible for populating the requested untrusted off-chain

data to nodes. Subscribes to Oracle contract, gets requested data and responses back. Can

either be in an intra-cluster or inter-cluster chain.

4.1.4.6. Inter-cluster node (IeC) : A node is a member of IeC chain can have one or

more of the listed roles: cross-chain ( IeC-X), authority (IeC-A), data manager(IeC-DM),

Oracle (IeC-O) and listener (IeC-L).

4.1.4.7. Intra-cluster node (IaC) : Communication between custom local chain except

IeC nodes takes part in here. Permissioned and private also customizable blockchain for
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purpose can be deployed. Crosschain (IaC-X), oracle (IaC-O), authority (IaC-A), data

manager (IaC-DM) ve listener (IaC-L) roles can be obtained by the IaC nodes.

4.2. Data Management

The data being considered differ in terms of the frequency of change, size, source, and

legitimacy. While the storage of data on a blockchain ensures integrity, availability, and

immutability, it comes at a high cost due to its replication across all participants. Hence, it is

imperative to categorize the data, particularly in fields that typically have limited resources.

Furthermore, through the process of classifying the data, one may accurately ascertain the

required storage capacity and frequency of data updates. The approach offered under the

classification, storage, and manipulation subsections provides a description of these features.

4.2.1. Categorization

The proposed framework classifies data into three categories: on-chain, off-chain, or

requested, depending on factors such as data type, security requirements, and storage needs.

On-chain data is consistently available and immutable on the blockchain, making it ideal for

storing crucial or sensitive information that may take advantage of decentralized transparency

and resistance to tampering. Off-chain data refers to data that is stored externally to the

blockchain, while only the data’s cryptographic proof is recorded on the network. This is

achieved by using external storage systems such as the Inter Planetary File System (IPFS) to

enhance scalability and flexibility. The integrity of the data is maintained through validation

on the blockchain. This approach is suitable for larger files or supplementary data that does

not require visibility on the blockchain. The requested data comprises live data acquired

from external sources and is not stored on the blockchain. The integrity and quality of this

data are upheld using an Oracle architecture that consolidates and verifies data from reliable

sources, ensuring the reliability of external data such as meteorological information or wind

speeds.
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This approach allows the framework to leverage the benefits of each category, such as the

secure and transparent nature of on-chain data, the ability to scale and adapt of off-chain

data, and the dynamic characteristics of requested data.

4.2.1.1. On-chain data : The data is consistently accessible and kept immediately on the

chain, ensuring its constant availability and updates. The proposed blockchain framework

utilizes a dedicated storage contract to store data on the blockchain. This contract serves as

a repository for data and establishes protocols for access based on predefined roles, thereby

restricting access and modification of the information solely to authorized personnel. Access

management is crucial for maintaining the integrity and confidentiality of on-chain data,

which remains secure, transparent, and immutable due to its storage on the blockchain.

Participants have the ability to query data at any time. This data is both decentralized and

immutable, rendering it unalterable once it is stored in the blockchain. This indicates that

the data cannot be modified immediately. Updates are managed by the smart contract by

the creation of new transactions that incorporate the required alterations. These transactions

are appended to the blockchain, creating a verifiable and sequential ledger of data updates.

Authorized nodes are the only entities that can store and update on-chain data. In this case,

these nodes are participants that own RDM . On-chain data is commonly employed for highly

important or confidential information. By storing this data on the blockchain, it guarantees

transparency, trustworthiness, and resistance to tampering.

4.2.1.2. Off-chain data : The data is not saved on the blockchain itself, aside from the

verification of the data by a hash, that is kept on the blockchain to ensure consistency,

immutability, and integrity. Furthermore, off-chain data is considered trustworthy, similar

to on-chain data, as the integrity of the data stored on the blockchain can be verified

using a straightforward hash validation algorithm. The data is kept in the IPFS, database

management system (DBMS), file servers, or other media. To guarantee the reliability of the

data, a proof is maintained on the chain. Off-chain data encompasses larger files, metadata, or

other information that complements on-chain data. Off-chain data is utilized to alleviate the
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storage and processing limitations of the blockchain, while also accommodating data that

does not necessitate the same degree of transparency or immutability. The data evidence,

represented by a hash, along with the link to the data, is stored on the blockchain under the

storage contract in this specific category. The files or information are stored in external or

offline storage systems, such as conventional databases.

4.2.1.3. Requested Data: Requested data refers to information that is obtained or

received from other sources in real-time as a result of specific searches or user requests. Both

the data itself and evidence of the data are not stored on the chain, but rather retrieved when

necessary. The main distinction is in the uncertainty surrounding the integrity, correctness,

and validity of the data. Given the uncertainty surrounding the requested data, the suggested

framework incorporates Oracle architecture to enable the use of non-deterministic requested

data in a deterministic blockchain. The Oracle nodes collect the desired data from the

relevant sources and utilize a smart contract to conduct a voting process, determining the

most accurate data, as depicted in Figure 4.5. The data that is being requested is obtained

in real-time from external sources and is not directly stored on the blockchain. Information

regarding the retrieval of this data is transmitted on the blockchain, and the specifics can be

obtained from query logs.
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Figure 4.5 Requested data aggregation by Oracle nodes.
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4.2.2. Storage

Blockchain systems provide the capability to store data in the form of logs, events, and

contracts. Logs are an essential element of blockchain systems, constructed as a sequential

series of entries, with each entry representing a distinct event or activity. They offer a

clear and unambiguous account of network activity, enabling members to scrutinize and

authenticate the sequential arrangement of events. Logs are typically available to all

members in the blockchain network. Anyone can retrieve and examine the log entries,

promoting transparency and accountability. Events are a more advanced concept that is built

upon logs. They allow smart contracts in blockchain systems to interact with each other and

inform relevant parties about certain events. Every event is assigned a unique name and can

contain a distinct collection of indexed or non-indexed data, providing increased versatility

in gathering valuable information. They allow individuals to subscribe to specific events and

receive notifications when such events happen. When a smart contract produces an event, a

corresponding log entry is generated and stored on the blockchain. Contract storage refers

to the enduring storage capacity offered by a smart contract within a blockchain system.

Contract storage functions as a key-value store within a smart contract. It allows for the

creation and control of variables or data structures that store long-lasting state information.

Contract storage is utilized to store and modify the actual state of the contract. It enables the

retention of data that needs to be stored over multiple invocations or transactions.

Data is categorized into three forms based on its classification: on-chain storage, off-chain

storage, and requested storage (temporary).

4.2.2.1. On-chain storage : On-chain data corresponds to always available and

accessible data. This data is stored and updated by IeCN -DMR who owns RDM . Data

can be recorded on the network in the form of logs, events, and contract storage. Logs are

an essential element of blockchain systems, constructed as a sequential series of entries,

with each entry representing a distinct event or activity. Although querying logs for specific

information can be resource-intensive, anybody can download and examine the log entries,
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which promotes transparency and accountability. Events are a more advanced concept

that is built upon logs. They allow smart contracts in blockchain systems to interact with

each other and inform relevant parties about certain events. Querying is a more efficient

method compared to logs since each event is assigned a specific name and can contain

various indexed or non-indexed data. This enables better adaptability in gathering valuable

information. Contract storage refers to the durable storage space offered by a smart contract

for storing and modifying the contract’s state. It allows for the creation and control of

variables or data structures that store long-lasting state information. Storing data in contracts

incurs higher costs compared to storing it in logs or events. When there is no need for

anonymity, keeping data in logs is a more efficient method that allows for indexing log event

topics, even with limitations. However, because to its universal accessibility to all nodes that

have access to the blockchain, this approach may not always be preferable. Depending on

the conditions, any strategy may be implemented in the approach being presented.

4.2.2.2. Off-chain storage: Blockchain systems acknowledge that it is not necessary to

store all data directly on the chain. Blockchain can be utilized to incorporate decentralized

file systems or distributed databases in order to manage larger or less often accessible data.

These systems employ separate storage for data while leveraging the blockchain for the

purposes of validation and verification. Unlike on-chain storage, this type of storage just

retains the proof (hash value) of the data and access link information, rather than the complete

dataset. The evidence of the data is recorded in either the logs, events, or contract. Put

simply, the proof remains on the chain while the actual data is stored off the chain. This data

possesses one or more of the following characteristics: high sensitivity, huge size, or rare

utilization, which renders it not worth the regular inclusion in the chain’s data size.

4.2.2.3. Requested storage : The requested data refers to data which does not exist

within the network and is instead held off-chain, without a hash or access data saved on

the network. This particular data is inherently different from both on-chain and off-chain

data since it is actively acquired from other sources and not stored on the blockchain, as
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elaborated in Section 4.2.1.. The Oracle architecture guarantees the integrity and reliability

of requested data by employing a consensus mechanism across reliable nodes to authenticate

and consolidate the most accurate data. This method ensures the integrity of requested

data by eliminating the need for storing hashes directly on the blockchain, hence resolving

concerns over data manipulation and alteration. An Oracle contract grants authorized nodes

the ability to access and distribute this data, which may be queried and retrieved in any

predetermined format.

4.2.3. Manipulation

The inherent decentralization and transparency of blockchain technology provide significant

challenges for attackers attempting to modify data undetected. Blockchain systems possess a

higher level of resistance against unwanted data manipulation attempts compared to typical

centralized databases due to the immutability of past data and the consensus mechanisms

employed by blockchains. The suggested framework’s fundamental feature is authorization,

which guarantees the accuracy and integrity of the data.

Roles serve multiple tasks, with RDM specifically responsible for overseeing the approved

alteration of data by nodes. The authorized node responsible for manipulating (inserting,

updating, and deleting) the data, whether it is stored on-chain or off-chain, sends the required

information through the established contract and guarantees that the data is stored according

to its intended purpose.

Cluster nodes can retrieve on-chain data that has been updated by RDM whenever necessary.

When data is modified, the network disseminates the change information through events to

minimize the network burden created by nodes that are requesting the necessary data to

monitor the change. Consequently, listener nodes observe transmitted data change events to

ensure that locally utilized data is updated or that local databases remain current. Nodes may

be required to verify their receipt of the data change event in some cases. When RDM asks

for confirmation of a data change event, nodes respond by using contracts.
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The process of providing evidence for off-chain data alteration is identical to that of on-chain

data. Multiple storage devices can be utilized to store off-chain data copies to distribute the

access load evenly. When data that is not stored on the blockchain is stored on other means

and the evidence is altered, the blockchain sends out a data proof change event to guarantee

that all copies of the data are updated.

4.3. Contracts

Smart contracts are software programs that enable two parties to establish a mutual

understanding without the need for a third party’s participation. This method allows for

agreements to be made without the need for a reliable central point, such as a single authority.

The agreed-upon actions can be automatically triggered when specified predetermined

circumstances occur.

The contracts have enabled the provision of access management, data management, and

communication connectivity, as elaborated in subsequent sections. The diagram in Figure

4.6 illustrates the interaction between contracts and roles. The details are explained below.

4.3.1. Management Contract

This contract is responsible for overseeing and regulating different parts of the system’s

functioning, primarily managing administrative functionalities and establishing the rules

and norms for the entire blockchain network. The management contract defines the tasks,

access limitations, and authorizations that any participating node in the blockchain can

have, regardless of their status. This contract enables the specification and authorization

of nodes that are allowed to access storage based on the data classification. Management

contract serves as the primary governing body for decision-making, system configuration,

and protocol upgrades. They also establish the responsibilities of various roles in carrying

out multiple functions.
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Figure 4.6 Proposed framework contract interaction according to defined roles.

4.3.2. Storage Contract

Storage contracts function as a centralized location for storing essential data and information

that must be permanently kept on the blockchain. It guarantees the integrity, accessibility,

and immutability of the data, enabling all participants to verify it. The type and structure of

the data to be stored here may vary depending on the specific usage requirements. Once a

contract has been deployed, it becomes immutable, meaning it cannot be altered. However,

there are instances where bug fixes or upgrades may be necessary to address any identified

vulnerabilities. Due to the implementation of the storage contract using the proxy contract

design, it enables the implementation of necessary modifications or upgrades. The proxy

contract pattern enables contract upgrades to occur without requiring a new address. Every

instance of storage access must adhere to pre-established regulations.

62



4.3.3. Oracle Contract

The contract allows Oracle nodes, with roles specified by the management contract, to fulfill

incoming data requests. Every Oracle contract request is disseminated to the Oracle nodes.

Upon receiving a request, an Oracle node gathers data from multiple sources, then transmits

collected data to the Oracle contract to finalize voting in order to ascertain the most precise

and accurate response.

4.3.4. Cross-chain Contract

The cross-chain contract facilitates communication between distinct IaCs and between IaC

and IeC. The contract stores the address and identity of users for each cluster they are part

of. Consequently, nodes possessing the RX attribute are also part of the clusters they are

affiliated with. They have the capability to execute operations and transmit data according to

their designated functions inside each cluster.

4.4. Security

This section explores various crucial aspects of blockchain governance. The aspects

encompassed are Participation, Authentication, Authorization, Secrecy, Integrity, and

Communication Link Security. Authentication is the act of verifying identities to

prevent unauthorized access, whereas participation focuses on certifying the legitimacy of

individuals. ”Authorization” is the act of verifying that participants have the appropriate

permissions, while ”secrecy” refers to the methods of controlling access and encrypting data

in a private blockchain setting. The talk ends with Communication Link Security, which

prioritizes secure communication methods and encryption to ensure confidentiality. The

next topic of discussion is integrity, which refers to the unalterable sequence of blocks. The

objective of this concise inquiry is to offer a comprehensive analysis of the significant matters

pertaining to the governance of the proposed structure.

63



4.4.1. Participation

Ensuring the authenticity and integrity of individuals participating in the blockchain network

is crucial to prevent unauthorized access and malicious activities. Parameters required for

establishing a connection to a restricted private network are not needed for connecting to

public networks. A virtual private network (VPN) is a network that facilitates the separation

of a private network from others, hence enabling its segregation from other networks.

In order to become a part of a private network, a node must go through a process of

authentication and have specific values: the network’s distinct identifier, the enode address,

and the port information. In addition, the nodiscover parameter is used to prevent the private

network from being detected, while the net restrict ip list is used to only allow connection

requests from specific IP addresses. To verify the identity of members, digital signatures or

public-key infrastructure (PKI) are used to guarantee that only approved entities are able to

participate in the network. Administrator nodes are responsible for managing the inclusion

of members in a private blockchain.

4.4.2. Authentication

This is a crucial procedure that verifies the identity of persons. It is crucial in thwarting

unwanted access and safeguarding against potential scenarios where impersonation attacks

may take place. The authentication method for both public and private blockchains is

identical, as they both utilize addresses derived from public-key infrastructure (PKI) to

provide a user-friendly representation of cryptographic public keys. When a transaction (tx)

is being carried out, the sender uses their private key Kpr to sign it, and the receiver validates

the transaction’s authenticity by using the sender’s public key Kpu. Validating the signed

transaction is important to authenticate the sender’s address. Administrators commonly have

knowledge of the IP addresses of nodes within private networks.
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4.4.3. Authorization

This ensures that participants have the necessary permissions and access rights to perform

specific tasks within the blockchain network. The management contract is responsible for

supervising the distribution and revocation of role grants to ensure appropriate authorization.

The allocation of blockchain-defined roles is established by the blockchain authority,

although they are typically overseen by role administrators.

4.4.4. Confidentiality

To establish a private blockchain environment, access authorizations are enforced according

to specific roles, encryption technologies are employed, and participation rules are

established. Authorization systems efficiently limit access to smart contracts and processes,

whereas authentication methods authenticate individuals. Permissions are required to access

blockchain data, specifically for tasks like as adding or editing data, uploading smart

contracts, and activating their functions. While this research does not primarily focus on

secrecy, this section does analyze secrecy criteria and how they could be applied in the

suggested approach as future work.

Data confidentiality can be guaranteed by employing encryption methodologies or by storing

the data outside the main blockchain network. When there is a need for data transparency,

unencrypted data might be stored in transaction logs and contract storage. File systems, local

systems, or private databases can be utilized as methods for protecting sensitive information.

According to the IPFS structure, the suggested framework enables the storing of hash values

and access link addresses of data rather than the data itself, hence assuring data security.

Since every blockchain node has the capability to read all information shared in the public

domain, it is crucial to either keep sensitive data in off-chain storage or in on-chain storage

with encryption. Public Key Infrastructure (PKI) encryption necessitates greater data storage

capacity in comparison to symmetric key encryption. For the nodes to access the encrypted
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data, it is imperative that they exchange the symmetric key. The balance between security

and resource allocation is under consideration.

4.4.5. Integrity

Every block is linked to the preceding block by encryption and hashing techniques, resulting

in an immutable series of blocks. On-chain storage ensures data integrity using the inherent

capabilities of the blockchain, while off-chain storage achieves this manually by conducting

a comparison between the hash value recorded and the hash value of the data received. The

data integrity level that is desired has not been discussed or considered. The desired data

integrity is beyond the scope of this request.

4.4.6. Communication Links

To preserve the confidentiality of the channel, secure communication is ensured through the

use of transport layer secure communication protocols. The use of permissioned blockchain

restricts attacker access, while the secret data is encrypted before being transmitted. Firewall

use and network segmentation are further methods used to guarantee the security of

communication channels.

4.5. Thread Model Investigation

The safeguarding component of the proposed design outlines the utilization of the STRIDE

threat model, a Microsoft-developed analytical tool [145]. This paradigm classifies

security vulnerabilities into six categories: Spoofing, Tampering, Repudiation, Information

Disclosure, Denial of Service (DoS), and Elevation of Privilege. It helps in identifying these

vulnerabilities within a system. By employing the STRIDE methodology, one may conduct

a comprehensive and diverse assessment of potential vulnerabilities, thereby guaranteeing a

thorough examination of both the system’s architecture and its operating efficiency.
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The STRIDE technique is highly proficient in assessing the security condition of

infrastructures based on blockchain technology. It enables a comprehensive and systematic

process of identifying and minimizing potential weaknesses across many threat categories.

Through a comprehensive analysis of each component of the STRIDE framework’s

architecture and procedural dynamics, one may systematically assess the framework’s

ability to withstand common security threats. This analysis highlights both the security

advantages of the framework and identifies potential vulnerabilities that may necessitate

further precautions to enhance the system’s overall defense mechanisms.

The framework leverages the intrinsic attributes of blockchain, such as its immutability,

encryption, and distributed consensus mechanisms, to tackle and alleviate the security

vulnerabilities described by the STRIDE model.

4.5.1. Spoofing

The framework utilizes rigorous authentication protocols and role-based access control

mechanisms to limit the dangers associated with identity forgery. Verifying the authenticity

and reliability of individuals involved in the network acts as a protective measure against

unauthorized entry and potentially harmful actions. The framework establishes prerequisites

for nodes seeking to join permissioned private networks and open public networks. The

network use virtual private networks (VPNs) to achieve network isolation and enhances

security by utilizing certain criteria such as network ID, enode address, and port information.

Authentication on both public and private blockchains depends on the use of public-key

infrastructure (PKI) to provide secure transactions and verify the identity of participants.

This system ensures that only authorized entities are able to engage in transactions on the

network. During a transaction, the sender authenticates it by applying their private key Kpr,

while the receiver checks the authenticity using the sender’s public key Kpu. Validating the

signed transaction is a necessary step in confirming the authenticity of the sender’s address.

Administrators possess information regarding the locations of nodes within private networks.
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4.5.2. Tampering

The unchangeable characteristic of blockchain inherently safeguards against unauthorized

alterations to data. Consensus among the network is essential for maintaining the integrity

of data, as each block is cryptographically linked to the preceding one, creating an

unchangeable chain. The framework enhances data security by employing off-chain storage

alternatives and Oracle contracts to ensure the genuineness and dependability of data.

The private blockchain environment is safeguarded via role-based access rules, encryption

mechanisms, and tight participation guidelines. These measures ensure the security and

privacy of confidential data.

4.5.3. Repudiation

The framework employs unchangeable transaction records to prevent denial and guarantee

transparency and responsibility for all parties involved. Digital signatures and Public

Key Infrastructure (PKI) are essential for verifying the identities of participants, while

authorization mechanisms effectively control access rights and permissions within the

network. The framework places a high importance on maintaining the secrecy of data by

employing off-chain storage and encryption methods to safeguard sensitive information.

Additionally, it takes into account the trade-off between security and the efficient use of

resources.

4.5.4. Information Disclosure

The framework prioritizes data protection by employing encryption and secure

communication protocols to thwart illegal access to information. Implementing techniques

like as transport layer security (TLS), network segmentation, and firewalls is crucial

for guaranteeing secure communication and protecting sensitive data in a permissioned

blockchain environment.
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4.5.5. Denial of Service (DoS)

The decentralized structure of the blockchain diminishes the probability of DoS assaults.

Decentralization eliminates individual vulnerabilities, enhancing the system’s capacity to

endure adversities and operate reliably.

4.5.6. Information Disclosure

The framework employs role-based access controls and smart contract features to mitigate

the risk of unauthorized privilege escalation. Users can only carry out actions for which

they have received express authorization, ensuring strict control over system operations and

access.

The proposed security technique significantly enhances the security of data management

systems, particularly in businesses where data sensitivity and integrity are of utmost

importance. By incorporating targeted security measures into the blockchain architecture,

it is possible to successfully counteract a wide range of attacks, providing a robust defense

mechanism. Nevertheless, further investigation and real-world application are necessary for

future undertakings.

4.6. Integration and Challenges

Given the cited obstacles and the proposed blockchain-based framework in the article, the

integration process may face specific and distinct challenges, along with their corresponding

potential solutions:

4.6.1. Data Compatibility

The architecture of the blockchain framework may not instantly align with established

data standards. Solution: The integration of the presentation layer in the proposed
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framework enables the transformation or mapping of existing data formats into formats

that are interoperable with blockchain technology. The link layer allows the construction

of connections and offers data access in a predefined format for existing systems. The data

can be easily transformed into different formats and used within the system.

4.6.2. Interoperability

Multiple systems may utilize different protocols that are not fundamentally compatible with

the blockchain framework. Solution: The proposed approach entails the development

or utilization of blockchain middleware capable of interfacing with various protocols and

systems. This will facilitate seamless transmission of data across the proposed link layer.

APIs and web sockets enable the exchange of data between preexisting systems, regardless

of the protocols they employ.

4.6.3. Data Quality

The unchangeable characteristic of blockchain may impede the correction of data errors after

they have been recorded. Solution: Developed smart contracts that integrate pre-validation

of data before it is added to the blockchain, and also build and oversee off-chain data

repositories for data that can be altered. Moreover, the proxy approach can be employed

to implement modifications or updates to deployed contracts to guarantee the integrity of

data. Data quality assurance can be accomplished by employing on-chain, off-chain, and

requested data architecture.

4.6.4. Efficiency and Ability to Handle Increasing Workloads

Public blockchains, specifically, may have difficulties of scalability and performance.

Solution: Select scalable blockchain solutions or hybrid models that combine the security of

blockchains with the efficiency of traditional databases. The proposed inter and intra-cluster

architecture enables the use of various blockchains and consensus methods to guarantee
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scalability according to performance needs. Some blockchains demonstrate improved

performance when handling large transaction volumes, whereas others do not. Thus, the

selection of the intra-cluster consensus process and technology can be made separately from

the primary inter-cluster, depending on the specific requirements.

4.6.5. Ensuring Security and Compliance

The inclusion of sensitive data into a blockchain system may raise issues related to adherence

to regulations. Solution: Using private or permissioned blockchains that limit access and

apply encryption to ensure compliance and protect data privacy.The access management

layer of the offered frameworks tackles this problem, as demonstrated in the corresponding

sections.

4.6.6. Organizational Change

The resistance to the adoption of blockchain technology stems from its inherent intricacy.

Solution: Execute comprehensive training programs and demonstrate actual benefits to

relevant stakeholders in order to encourage smoother integration.

To resolve these issues, utilizing a combination of technological, operational, and

strategic approaches are needed. By integrating the blockchain architecture, existing

data management systems will be enhanced and potential interruptions are likely to be

reduced. The evaluation section showcases the suitability of the proposed framework for

the previously mentioned domains. Nevertheless, we recognize that there is still potential for

enhancement, and additional inquiries are necessary. Hence, this suggested paradigm serves

as a commendable basis for data management.

Introducing the latest suggested systems or frameworks in practical situations may face early

obstacles when discussing the need to integrate the new system with an existing one that is

already well-known to everyone. This study presents a rationale for the requirement of the

proposed framework and delineates the precise obstacles that must be systematically tackled.
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Assessment of Existing Data Management Systems: This stage involves evaluating the

current data management systems used in the unmanned vehicles and aviation industry. The

proposed framework suggests the need to identify the functionality, data formats, protocols,

and security mechanisms of these systems.

Identification of Integration Points: Once the current systems have been assessed, the next

step is to pinpoint the precise areas where blockchain technology can be integrated to enhance

or augment these processes. The study provides illustrations in several fields, including flight

data recording, maintenance tracking, supply chain management, and regulatory compliance.

Data Mapping and Conversion: This pertains to the procedure of aligning the data

structures and formats of existing systems with those that are compatible with blockchain

technology. The essay suggests the development of mechanisms or middleware layers to

provide seamless data interchange and conversion between the two systems.

Development of Blockchain Interfaces: In this stage, interfaces or APIs are developed

and integrated to provide smooth communication and compatibility between the blockchain

framework and existing data management systems. The focus is on ensuring interoperability

with existing communication protocols and data exchange standards.

Integration Testing and Validation: Rigorous testing is conducted to confirm that the

integrated system functions according to the intended design. The essay highlights the

importance of thoroughly testing many components, including data exchange, transaction

processing, smart contract execution, and data synchronization, to ensure the functionality,

performance, and security of the integrated system. The combination of the presentation

layer and connection layer enables seamless integration with the existing systems.

Deployment and Rollout Strategy: This involves devising a plan for implementing the

integrated system in a manner that minimizes disruptions to ongoing operations. It is

recommended to employ staggered deployment strategies, starting with pilot projects or

proof-of-concept initiatives, before proceeding with full-scale implementation.
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Training and Change Management: Stakeholders get extensive training sessions and

change management initiatives to familiarize them with the integrated system. The article

emphasizes the significance of educating consumers about the benefits, characteristics, and

most effective approaches associated with the blockchain-based data management system.

Monitoring and Maintenance:

Procedures are established to monitor and maintain the ongoing performance, reliability, and

safety of the integrated system. Continuous monitoring tools, security audits, and proactive

maintenance procedures are employed to promptly detect and address any issues.

Compliance and Regulatory Alignment: This phase ensures that the integrated system

complies with relevant aviation regulations, data privacy laws, and industry standards.

Thorough assessments of regulatory requirements are conducted, and necessary actions

are implemented to guarantee compliance. The combination of the presentation layer and

connection layer enables seamless integration with the existing systems.

Iterative Improvement and Optimization: The integrated system undergoes continual

improvement and optimization by analyzing user feedback, performance indicators, and

incorporating emerging technology. The book suggests the concept of ongoing enhancement

of the system to enhance its utility, user-friendliness, and efficiency throughout time.

Due to the strict restrictions in the aviation industry, the implementation of blockchain

technology needs to be handled carefully to assure adherence to current standards. The

aviation sector is highly regulated, with strict criteria for safety, maintenance, and operations.

It also makes use of IoTs and UAVs. When implementing blockchain technology, it is

essential to guarantee that adherence to current regulations is not compromised. This

necessitates close collaboration with regulatory authorities. Incorporating the distinctive

aspects of blockchain technology, such as its distributed ledger technology and smart

contracts, into the regulatory framework requires collaboration with regulatory organizations

to ensure safety and compliance with operating standards. The paper comprehensively

analyzes the flexibility of the proposed framework, highlighting its ability to adhere to
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existing and forthcoming laws. Nevertheless, the study also recognizes the necessity for

additional investigation into the actual implementation and real-world consequences of the

framework with regards to complying with legal and regulatory considerations.

In addition, the incorporation of the suggested framework, or any novel system, into current

infrastructures presents additional obstacles, such as the requirement for both technical and

non-technical user education. In order to tackle these problems, the framework highlights

the significance of offering training to both personnel with technical expertise and those

without technical expertise. While this study does not specifically address training, it is

crucial to develop a training program that can cater to individuals who are not well-versed

in technical matters. The paper emphasizes the importance of blockchain technology

in relation to specific tasks, highlighting its advantages in improving data integrity,

security, and transparency. Moreover, the framework offers comprehensive instructions

on effectively utilizing the blockchain-based system for certain tasks and emphasizes the

importance of implementing optimal security measures. The training program should include

instructions on the responsibilities related to compliance and reporting. This lesson explains

how blockchain architecture enables the fulfillment of regulatory requirements and the

simplification of audit procedures.

The proposed framework’s architecture is inherently hierarchical, making it easy for

technical personnel to use and allowing for smooth integration with existing systems using

technologies like APIs and WebSockets. This technique utilizes existing technology in

fields such as monitoring and also allows for the creation of user-friendly interfaces at the

presentation layer for persons who lack technical expertise. This enables both non-technical

users to utilize the proposed framework autonomously or in combination with other systems.

4.7. Open Research Areas

The suggested framework, which utilizes blockchain technology, offers a secure method for

managing Internet of Things (IoT), Unmanned Aerial Vehicles (UAVs), and the aviation

industry. This framework shows potential for further investigation in several areas. These
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areas of investigation are essential for improving the practical implementation, scalability,

security, and integration of the framework with current technology.

Exclusive Testing Environment Researching the development of a thorough testing

environment is of utmost importance. An advanced simulation and testing platform

may greatly mitigate real-world risks and facilitate continuous research and development

endeavors. This setting will enable the thorough assessment and improvement of the

framework.

Practical Applications Validating the effectiveness of the framework is crucial by using

it in real-world circumstances. This entails implementing the framework on tangible

objects and systems, namely in the domains of Internet of Things (IoT), unmanned aerial

vehicles (UAVs), and aviation. It also involves carrying out meticulous observations to

gather pertinent data. Conducting real-world testing is crucial for discovering the required

improvements and optimizations.

Testing the scalability and performance To overcome scalability restrictions, it is necessary

to simulate the framework under high-demand scenarios utilizing technologies such as load

balancers. This technique will facilitate the assessment of the framework’s performance

under stressful conditions and provide guidance for implementing targeted improvements to

achieve strong scalability.

Improvements in Security Subsequent investigations will prioritize the development of

automated and standardized security testing techniques rooted in threat modeling. This

entails the synchronization of offensive actions according to established models of potential

dangers and the observation of the system’s reaction to improve its security features.

Edge computing is a technology that enables the processing and storage of data closer to

the source, reducing latency and improving efficiency. Blockchain, on the other hand, is

a decentralized and secure system for recording and verifying transactions. Combining

these two technologies, blockchain for edge computing, allows Exploring the combination

of blockchain with edge computing can improve the ability to handle data at the edge of a
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network, resulting in better performance in terms of latency, bandwidth utilization, and data

security for Internet of Things (IoT) applications.

Methods to Enhance Blockchain Scalability It is essential to explore different scalability

options, such as sharding, layer-2 solutions (such as state channels and sidechains), and

hybrid blockchain designs, in order to overcome the scalability constraints of existing

blockchain systems.

Edge computing is a technology that enables processing and storage of data closer to

the source, rather than relying on a centralized cloud infrastructure. Blockchain, on the

other hand, is a decentralized and secure system for recording and verifying transactions.

Combining blockchain with edge computing can enhance the security Exploring the fusion

of blockchain with edge computing might bolster data processing capabilities at the edge of

a network, hence enhancing latency, bandwidth utilization, and data security in Internet of

Things (IoT) applications.

Regulatory and compliance frameworks refer to the set of rules and guidelines that

organizations must follow in order to ensure they are operating within legal and ethical

boundaries. Researching and creating rules and recommendations to guarantee that

blockchain implementations adhere to both regional and international regulations is a crucial

field of study. This involves examining the legal ramifications of smart contracts and ensuring

adherence to data protection regulations, such as GDPR.

Decentralized Identity Management Studying decentralized identity management systems

via blockchain technology can offer secure and user-managed identification solutions, which

are especially valuable in industries such as aviation for ensuring secure and verified identity

verification of both workers and gadgets.

Integration of Blockchain and AI Exploring the incorporation of blockchain technology

with artificial intelligence (AI) can improve decision-making, automation, and security in

Internet of Things (IoT) and Unmanned Aerial Vehicle (UAV) applications. This involves

investigating the potential for utilizing artificial intelligence (AI) to enhance the efficiency
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of blockchain operations, as well as the reciprocal possibility of leveraging blockchain

technology to optimize AI processes.
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5. EXPERIMENTAL RESULTS

5.1. Scenario

The Flight Management System (FMS) is a system composed of the Flight Management

Computer (FMC), Common Display Unit (CDU), and a cross-talk bus. Comparison studies

present that there are variations in pilot training, aircraft performance, and errors in data

collection and processing according to developed FMS [146, 147]. Another problem is the

capacity of the FMS which has limited storage to maintain the required data to FMS [148].

Using the FMS database populated from many sources, a common use of pilot entry can

be considered to be met. As a result, the NavDB and PerfDB consist of the combination

of various data that all the other modules are fed with. While the performance database

is not shared publicly NavDB is common data for nodes in the aviation domain. NavDB

is updated regularly by the aviation authorities and is the main source of flight planning.

For these reasons, proof of concept evaluation is performed on the presented framework for

storing NavDB, which is important in the aviation domain and is updated every 28 days. We

obtained the real navigation data which contains files and approximately 1.240.158 bytes of

formatted plain text data. Example data format is shown in Table 5.1.

Table 5.1 Navigation data formation.

NAV IDENT TYPE CTRY NAME ICAO WAC FREQ WGS LAT WGS DLAT WGS LONG WGS DLONG SLAVED VAR MAG VAR ELEV

ST 5 TU ATATURK LT 323 340000K . . . . . N40574590 40.962.750 E028481350 28.803.750 E005522 0222 U
BCN 4 SP BARCELONA LE 319 116700M . . . . . N41182560 41.307.111 E002062810 2.107.806 E00101220 E001320 0222 0
BML 9 US BERLIN KZ 263 . . . . . N44380072 44.633.533 W071111029 -71.186.192 W014459 0222 1730
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ESB 4 TU ESENBOGA LT 323 112100M . . . . . N40084780 40.146.611 E033004490 33.012.472 E00420112 E006056 0222 3150

It is ensured that NavDB is stored on the inter-cluster blockchain (IeC) so that data can

be stored, updated, and deleted on the blockchain. The IeC nodes are assumed to have

provided their addresses and participated in the consisted blockchain network, which is

designed to be private, and is structured parallel to security considerations. Each node has

its own private-public key pair and an address derived from it. The blockchain also includes

validator nodes with predefined nodes that are granted with RA. The RA node owns the right

of the management of private blockchain and has deployed the management, storage, and
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oracle contracts respectively. The NavDB data, which contained real data, was formatted

and added to the storage contract by the node having the RDM . The RL nodes obtained the

requested data by sending a read request to the NavDB data stored on the storage contract or

by listening to the events that emitted from the chain.

5.2. Development environment

Applications and technologies developed for the realization of the scenario and a summary

of them are given in Table 5.2.

Table 5.2 Blockchain tools for development, testing, and monitoring.

Environment Tools

Integrated Dev. Env.
(IDE)

VsCode, bash terminal, Solidity IDE

Development
Environment

Truffle Suit, Remix, Metamask, HDwallet Node.js,
JavaScript (js)

Library web3.js, ether.js, custom scripts
Blockchain Client HyperLedger Besu, Ganache
Testing Tools HyperLedger Caliper, Truffle Suit
Monitoring Tools Prometheus, Grafana, Web browser

The Ethereum blockchain network is used because it enables smart contracts, a well-known

and preferred technology in the literature, and it is available to the public. The proposed

framework is constructed as a private network. VsCode IDE, the Truffle suit extension, and

Remix Ide are used for developing smart contracts in Solidity language. Smart contracts are

tested on the Ganache Ethereum network before being deployed into production.

In order to address the security requirements of the production environment, the

HyperLedger Besu client is utilized to establish the private blockchain. To test a single

transaction to request or gather data, HDwallet and Metamask are used to sign and send

transactions (txs). Node.js, web3.js, and ethers.js libraries are used to interact with the

blockchain via web socket and API. Applications are developed using the Javascript language

to initialize the proposed framework with its components and evaluate tests. Web socket,

API, and web event handler applications are developed to realize access to on-chain,
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off-chain, and requested data. Applications’ responsibilities include serving the on-chain

data as requested, listening to logs and events, gathering off-chain data from its address and

checking its hash value for consistency, performing Oracle voting, and gathering it from

different sources for requested data. With these applications, access to data in different

structures such as IPFS, CouchDB [149], and PostgreSQL [150] is made possible. An

auto-run application is developed to initialize the proposed blockchain framework and test it

with flexible parameters. The developed applications, the used technologies, and their brief

descriptions are given in Table 5.3.

Table 5.3 Developed programs and used technologies.

Data Type Program Description

On-chain websocket Program to access data on contract storage
off-chain IPFS Distributed data storage

CouchDB Document based database management system
PostgreSql Relational database management system

requested API event handler for requested API data with parameters
web listener js-based program for search data on www

*Used libraries: ipfs-http-client, body-parser, request, node-fetch, express, axios, dotenv

5.3. Test environment

The genesis block files of the IBFT 2.0 and QBFT consensus protocols are created in order

to implement the proposed framework. PKI key pairs that are uniquely utilized by each node

are generated and applications are developed to provide the necessary data communication

among the nodes. Private key KPR and public key KPU are generated for each node with the

help of the ’besu operator batch’. Node.js 18, CouchDB, PostgreSQL, IPFS local clients,

and the mentioned libraries are installed on the same workstation which is powered by Intel

Core X-series processors, DDR4 4266 MHz 64 GB RAM.

Hyperledger Besu client parameters (chainId, milestone block, protocol, fixed difficulty,

block period, epoch length, request timeout etc.) are defined in the genesis file according
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to the consensus protocol. IBFT 2.0 and QBFT initial genesis file parameters are given in

Figure 5.1.

1 {
2 "config": {
3 "chainid": 2929,
4 "berlinBlock": 0,
5 "qbft": {
6 "epochlength": 30000,
7 "blockperiodseconds": 2,
8 "requesttimeoutseconds": 4
9 }

10 },
11 "nonce": "0x0",
12 "timestamp": "0x58ee40ba",
13 "extraData": "0xf87aa00...",
14 "gasLimit": "0x47b760",
15 "difficulty": "0x1",
16 }

Figure 5.1 QBFT genesis file parameters.

Since there is no generally accepted test benchmark in the literature, HyperLedger Caliper

is preferred due to its applicability and the fact that it provides fundamental values such as

throughput and latency metrics which are considered important for validating the framework.

Management, crosschain, storage, and oracle contracts. Users are created and roles are

granted for testing purposes. The implemented framework is tested for usability. Storage

contract NavDB initialization function is considered for performance testing of the proposed

framework. The initialization function algorithm is given in Alg. 1.

To perform the specified tests, it is necessary to run several iterations in an automated

environment. Obtained results must be recorded in an appropriate format in order to conduct

a fair comparison. In addition, the same test scenario must be run at least three times so as

to obtain a mean average for reliable data analysis regardless of the environment. To address

the mentioned requirements, a novel automated testing application is developed in JavaScript

language to test multiple scenarios as parameters are illustrated in Table 5.4. Each test is

conducted on a newly created blockchain. Additionally, contract deployment and granting
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Data: Valid Parameters including caller identity C, NavDB value identifier Nid, and
NavDB data Ndata.

Result: Initializes the NavDB structure with the given data and emits an event upon
successful initialization, or returns an error on unauthorized access.

Input: C (Caller identity), Nid (NavDB value identifier), Ndata (NavDB data)
Output: Response data indicating successful initialization or an error message

C ← Caller;
/* The entity attempting to perform the initialization.

*/
Nid ← NavDB value identifier;
/* Unique identifier for the NavDB data entry. */
Ndata ← NavDB data;
/* The actual data to be stored in NavDB. */

if C can call method then
create Nav struct object (Nid, Ndata);
/* Initializes a new NavDB structure with the provided

identifier and data. */
map object navdata[Nid] = nav;
/* Associates the NavDB identifier with the new data

entry. */
emit event(NavDB INITIALIZED, Nid);
/* Signals the successful initialization of the NavDB

entry. */
else

return error[Unauthorized access];
/* Ensures security by preventing unauthorized

modifications. */
end

Algorithm 1: NavDB Initialize Function algorithm.

roles are done in an automated manner. To the best of our knowledge, there is no automated

application developed for these types of requirements.

The primary objective behind our experimental evaluation is to ensure that the developed

framework is fit-for-purpose and fit-for-use, as well as to assess its suitability for the scenario

presented. To that end, the proposed framework is tested on an active Ethereum network

using the block creation time per second (bps) operator in the genesis file, the number

of validator nodes, and a comparison of the IBFT 2.0 and QBFT consensus algorithms.

On the other hand, Hyperledger Caliper benchmarking configurations and rate controllers
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Table 5.4 Developed automated testing program parameters and definitions.

Parameter Data Type Description

folder name string setting name of the top folder
create folder bool option to creation of folder
node count int set validator nodes number
i q bft string set consensus protocol
change genesis bool set validators and consensuss
run node count int set running nodes count
run prometheus bool run Prometheus data collection
tsdb name string prometheus database name
run report bool run HL Caliper for testing
report name string set generated report name
promet data export bool export tsdb database
promet db delete bool delete prometheus database
migrate change config bool migrate contract, set config

are compared in the context of error rates. The effect of the number of workers (w) and

transactions sent (tx) are also examined. Furthermore, five (5) different rate controller

approaches are tested: fixed rate, fixed feedback rate, fixed load, maximum rate, and

linear rate. Through the developed testing application, the necessary configurations for the

HyperLedger Caliper to connect to the running Ethereum network are made, the reports are

recorded for each case, and system resources are monitored for further investigation. Our

obtained test results and discussion are provided in the following section.

6. DISCUSSION

PoA consensus protocols IBFT 2.0 and QBFT are tested sequentially on the utilized

blockchain with the storage contract’s initialized function. Storage contract has initialize

function (Finit), update function (Fupdate), read function (Fread), and variations of them. The

Finit is investigated to validate the proposed framework because it changes the state of the

blockchain and is expected to consume more resources according to other functions.

The proposed framework is utilized with IBFT 2.0 consensus algorithm, 4 validator nodes,

and 2 block period seconds (bps) parameters. Blockchain is evaluated for number of workers
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Figure 6.1 Rate controller success / error rates for IBFT 2.0.

success with 1, 5, 10, 20, and 50 workers numbers and under 1000 txs load. Also, the effect

of different workloads on the transaction success is investigated. HyperLedger Caliper rate

controllers are fixed feedback rate (fixed feedback), fixed load rate (fixed load), fixed rate

(fixed rate), max rate (max rate) and linear rate (linear rate). Obtained results are given

in Figure 6.1. The x-axis represents the number of workers and the y-axis is the success

and error number under load. Workload parameter error ( err) and success ( succ) values

are represented by adding the end of the workload name such as fixed feedback err for fixed

feedback rate error. Except for a fixed load rate of up to 10 workers, the number of successful

transactions increases in all rate controllers. The fixed load rate controller performs similarly

until 10 workers, beyond which the success rate diminishes. Furthermore, when all the

rate controllers are run with 10 workers, the maximum number of successful transactions is

observed, and after that point, there is a decline in the number of successful transactions.

Consequently, it has been found that the optimal number of workers for further examination

is 10.

The effect of the number of validators is another concern that has a direct impact on block
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Figure 6.2 Effect of the validator number on throughput and latency.

creation time because it increases the time required to validate the blocks to be created.

At least, three out of four validator nodes must validate the block in order to respect

Byzantine Fault Tolerant (BFT). Figure 6.2 shows the test results for 50 tx, 2 bps, and

10 workers on an IBFT 2.0 network with 4, 10, 20, 30, and 40 validators. Even though

increasing from 4 to 10 validators resulted in a decrease in throughput and an increase in

latency. Increasing the number of validators to 20 resulted in the opposite, however, in a

small difference. Throughput is decreased and latency is increased in tests with 30 and 40

validators, respectively. As a result, the expected decrease in throughput with increasing the

number of validators in PoA algorithms is interpreted as an increase in latency. The fact

that the throughput is higher with 10 validators than with 20 validators can be attributed

to network resources, although this may be insignificant. The effect of the rate controller

on transaction commit time can be seen as average throughput and average latency are

represented as avg tps and avg ltc, respectively. To conclude, as the number of validator

nodes increases, throughput decreases, and latency increases.

Block period seconds (bps) is the parameter defined in the genesis file to set the creation
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Figure 6.3 Effect of validator node number and bps over throughput and latency on QBFT.

time of a block even if there is no submitted transaction. QBFT algorithm is investigated

for bps is 1 and 2 with 4 and 20 validator nodes to examine the correlation between them.

Throughput is the highest for all transaction numbers in the test results with 4 validator nodes,

10 workers, and 1 bps, according to the results with the QBFT algorithm given in Fig 6.3.

Then tests are conducted with 20 validator nodes, 10 workers, and 1 bps. The results of the

tests with 4 validator nodes, 10 workers, and 2 bps show that the time it takes to create a

block has a direct impact on throughput. Comparing the results validator increase has less

effect than bps under 4 and 20 validator nodes. Throughput increases as bps decreases even

with more validator nodes. 4n 10w bps1 (4 nodes 10 workers 1 block period second) gives

best throughput, 20n 10w bps1 and 4n 10w bps2 follows. At the same time, the latency in

all configurations increases as the number of tx increases.

To evaluate the scalability of the proposed framework, a comparative analysis of consensus

techniques is performed. For comparison of the QBFT and IBFT 2.0 algorithm on the

proposed framework 4 validator nodes, 10 test workers, and 1, 2 bps are taken into

consideration. Figure 6.4 shows that QBFT performs better than IBFT 2.0. But, when
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comparing IBFT results for bps 1 outperforms bps 2 in difference with QBFT.
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Figure 6.4 Comparison of IBFT 2.0 and QBFT consensus protocols.

The framework’s scalability was thoroughly evaluated by changing the number of validator

nodes and analyzing the effects on transaction throughput and latency. The tests were

conducted to determine the framework’s capacity to efficiently manage growing workloads

without seeing a notable performance decline. The testing showed that the framework

achieves a balance between throughput and latency until a specific threshold of validator

nodes and workload intensity is reached. The study found that the most effective number of

workers for testing was 10, resulting in the highest number of successful transactions across

various rate controllers tested.

The framework’s ability to handle significant transaction volumes was shown through

performance testing in high-demand situations. The experiment assessed the framework

using a specific amount of transactions under various configurations of the IBFT 2.0 and

QBFT consensus algorithms, emphasizing block creation time and the number of validator

nodes. The framework’s performance is influenced by the consensus mechanism, block

generation interval, and the number of validator nodes. A reduction in block period
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seconds (bps) and an ideal number of validator nodes, discovered through testing, improved

transaction throughput while keeping latency levels within acceptable limits.
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7. CONCLUSION

The goal of the framework is to provide a structure that can be implemented in various

domains for data management that are utilized in a clustered or in some conditions in a private

environment but communicates with the external parties. As is seen in the obtained test

results and also discussed; with the help of the proposed framework data can be transferred

securely, structural decisions can be made autonomously within the intra-cluster blockchain,

and the intra-cluster blockchain can interact with another blockchain that manages its own

structure apart from any other blockchain through inter-cluster. Inter-cluster enables the

communication between intra-clusters and stores common data needed by all participants.

The inter-cluster is also responsible for participation in the blockchain, the management of

general rules, and the provision of data access, exchange methods, and structures. On the

other hand, data integrity has been ensured by introducing access and acquisition methods in

accordance with the data structure. Access control and authentication procedures have also

been utilized to assure access security. The technique given has resulted in a framework that

is applicable and powerful, particularly in circumstances where there is internal management

but also external control or a requirement for communication.

With developments in the field of blockchain and the growing demand for seamless

performance in the business sector, plenty of uses can be created to effectively handle

regulatory management and solving problems in the context of data management that are

encountered in aviation, UAVs, IoTs, smart city applications, product tracing, passport

validation, etc. is now possible with the help of the framework presented in this study. In

the case of the passport control mechanism that uses the presented framework; each country

stores its own passport information and this information is stored as private in intra-cluster.

The inter-cluster holds the proof of the passport validation information and when all countries

are members of this inter-cluster, one country can securely verify the passport information

of another country.

There are similar frameworks in the literature, however, all of them are focused on a specific
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problem or applied to a specific domain. To the best of our knowledge, there is no such

framework that can effectively handle diverse applications in the literature. In this research,

a baseline framework is presented that can be a remedy to various problems in numerous

problem domains in the context of data management.

Experimental evaluation has shown that with the concept validation of the proposed

framework, role-based access to data either on or off the blockchain can be provided

in accordance with access control utilizing developed contracts and other components.

Furthermore, a solution for gathering nondeterministic information from the chain is

proposed.

Our research aims to implement and thoroughly test the suggested framework in real-life

scenarios, with a particular focus on the IoT, UAVs, and the aviation industry as

future work and open research areas. Our objective is to collect relevant data from

real-world implementations by installing the framework onto actual devices and systems

and conducting detailed observations. This data will be essential in identifying the necessary

enhancements and optimizations, guaranteeing that the framework adequately fulfills the

practical requirements of these advanced technical fields.

In addition to the focus on practical implementation, the creation of a dedicated testing

environment has also become a secondary goal. While we have made some progress

in developing a simulation and test environment to reduce real-world hazards, the many

intricacies and contributions of this environment were not within the focus of our current

study. Future research initiatives will focus on providing a comprehensive and major

contribution to this test environment, developing a strong platform that will greatly help

ongoing and future research and development efforts.

The framework’s integration capabilities with current real-world systems have been greatly

affected by engagements with prominent aviation corporations, namely in the areas of data

storage and access procedures. Future endeavors will be focused on implementing the

framework with tangible devices within these companies. This crucial milestone in achieving
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practicality and verification is anticipated to strengthen the framework’s significance and

efficiency in real-life settings, thereby enabling a smooth integration with current systems.

Moreover, the ever-evolving domain of consensus algorithms presents a hopeful opportunity

to improve the flexibility of the framework. Exploring new domain-specific consensus

algorithms has the potential to utilize the inherent flexibility of the proposed framework,

incorporating these technological breakthroughs to improve performance and efficiency.

Future research will focus on expanding and speeding up these algorithms, to ensure that

the framework remains at the forefront of technological progress.

To address the scalability limitations of the framework and assess its maturity, it will be

necessary to simulate the framework under high-load situations, employing technologies

like load balancers. This strategic approach aims to thoroughly evaluate the framework’s

performance in different stressful situations, enabling specific enhancements to ensure strong

scalability. By conducting systematic testing and assessment, the framework’s capacity to

endure and function optimally in various settings will be greatly improved.

Finally, ensuring security is of utmost importance, and it is crucial to focus on developing

automated and standardized security testing methods based on threat modeling. Our goal is

to enhance the security characteristics of the framework by coordinating attacks based on

known threat models and closely monitoring the system’s overall response. The continuous

effort to improve security measures aims to protect the system from constantly changing

cybersecurity threats, offering a safe and dependable platform for users in different fields.

Future development includes implementing the system on test Ethereum networks and

establishing it as a container, building upon the success of the framework. The objective

is to introduce a framework that is simple to implement, practical, and can be expanded to

address issues in different fields. Moreover, there is ongoing study in the field of boosting

throughput and addressing other security concerns related to hostile actions. The objective

is to assess the framework in a setting with many grouped drones powered by Nvidia Jetson

Xavier, enabling data interchange during a partially autonomous swarm flight.
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The suggested blockchain-based framework for IoT, UAVs, and aviation has numerous

opportunities for additional research beyond the initial phase of deployment and testing.

Combining blockchain technology with edge computing can optimize data processing at

the periphery of the network, resulting in improved latency, more efficient utilization of

bandwidth, and more data security. In addition, the utilization of privacy-preserving methods,

such as zero-knowledge proofs and homomorphic encryption, can greatly improve the level

of data privacy and security.

Conducting research on regulatory and compliance frameworks is crucial to guarantee that

blockchain implementations comply with both local and global regulations. Moreover, the

integration of blockchain and AI can improve decision-making, automation, and security in

IoT and UAV applications, optimizing the functioning of both blockchain operations and AI

processes. These study fields jointly contribute to improving and enhancing the capabilities

and applications of the proposed framework.
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